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1. Iiexw ¥ 33729 OCBOEHHS JHCIUIITHLI
Ieabro yaebHOW OUCLIUILINHEL «KoMnviomepHbvie cemu U UHQOPMAYUOHHAS 6e30NACHOCTbY
gpigeTcs (QOpMHPOBAaHHE 3HAHMH OCHOBHEIX  ITOHSATEM KOMIIBIOTEPHEIX CeTed M  CHCTEM
TeNeKOMMYHUKAIWH, TPAHLIWIOB ¥X (YHKIMOHHPOBAHHSA, OCHOBHBIX THIAaX H CIIOCOOaX 3allATHL
HHGMOPMAIIMY, OBNAJCHHEC COBPEMEHHBIMH IIPOTPAMMHBIMH ¥ amlapaTHBIMKM CPEJCTBAMM 3aLUTHI

THOOPMAITHHL.

3agagamu yaeOHOH MUCIATIIAHE] SBIIIOTCS:

—  TproOpeTeHNne TEOPETHUGCKHX 3HAHHH MO KOMITBIOTEPHBIM ¥ CETEBBIM TEXHOJIOTHSM;

—  HCHOJb30BaHME KOMIIBIOTEPOB, UX IIPOrPaMMHOr0 00€CIedeH s, KOMIILIOTEPHBIX CeTeH
11 3G GEKTHBHOTO PEIIEHH re0Je3ndecKX ¥ HHPOPMAaNHOHHBIX 3a/1aY,

—  H3yueHue OCHOB HH(OPMaNMOHHOH DE30ITacCHOCTH, B TOM YHCINIE IpHu paboTe B
KOMIIBIOTEPHBIX CETAX.

2. Tlepeuenr TIAHUPYEMBIX  pe3yJbTaToB  00ydeHMs 10  JHCIMILIHHE,
COOTHECEHHBIX ¢ NIAHMPYEMBIMH Pe3yILTATAMHA 0CBOCHHS 00pa30BaTENLHON POrpaMMBbl
B pesymsraTe OCBOCHUS JUCIMILIMHBI QOPMUPYIOTCS CIELYIOMINE KOMIETCHIH:
TIK — 8 - criocoOGHOCTRIO HCIIONB30BaTh AN PENICHUS aHAIMTHIECCKUX U HCCIEN0BATENbCKHX
3a7a9 COBPEMEHHBIE TEXHUIECKHUE CPENCTBA ¥ HHMOPMATHOHHEIE TEXHOIOTHH.
[TK-10 — crmocoOHOCTRIO HCIONB30BATh UL PElICHHAT KOMMYHHKATHBHBIX 3a/1ad COBpPEMEH-
HEIE TEXHUIECKUE CPEJICTBA M HH(OPMAIMOHHEIE TEXHOJIOTHH.

B pesynbTaTe OCBOCHHSI NUCHMILINHBI 00ydaromuiics IIOJ'I)KCH OBJIAJETH CJeNYI0NIMHI
pe3ynbTaTamu 00yIeHns 1o AMCOMILTHHE:

3HATh:

- 3aKOHOMEPHOCTH Pa3BUTHA B (DYHKIHMOHHPOBAHMSA HH(DOPMAIMOHHBIX CHCTEM B Pa3JIduHbIX
oTpacix mpoMsiieHEHocTH 1 obmecTtsa (ITK-8);

- 3HaTh OCHOBHBIC HOHSITUSA U METOALI 00paboTku U nepenavyd uadopmarwu B OBM u koMis-
rotepHbIX ceTsx (ITK-10);

yMeTh:

- KCIIOJI30BaTh UCTOUHUKY HHGOPMALY U OCYLIECTBIATE cOOp 1 00paboTKy CTATUCTUYECKUX
IaHHBIX UL perneHus 3amad obecredenus VB B pamkxax cBoeit npoq)ecc:HOHanLHon JEATEINBHOCTH
(TIK-8);

- UCTIONB30BaTh HCTOYHUKYA HH(OPMAIMH X OCYIIECTBIATE cOOp B 00paboTKy CTaTHCTHUECKHUX
JI2HHBIX TPY IPUHSTAY OPTaHU3AIMOHHO- YIPABIICHICCKUX PEMEHHH 110 obecrieuennto Vb B pamxax
cBoelt mpodeccuorapHOH nesTenprocTH (1TK-10);

BJIAJETH:

- MeTomamu aHamm3a coctosuus Ub (11K-8);

- BIAJeTh NPAaKTHIECKAMH HaBBIKAMH dKCIUIyatarwu OBM KU KOMIIBIOTEPHBIX CEeTEH (JTOKAIb-

HBIX # robamsaex) (11K-10); ,

3. Mecro pucourumeel B cTpykType OOII 6akanaspuara
Jucnupnmuna b1.B.12 «Komnviomepuvie_cemu u un@opmayuounas 6e30nachocmsy PEalnly-
eTcsl B paMKax 0oka «/{uCIHIIHEDY BapUaTHBHON JacTH.
Hucnunummbaa 6asppyercss Ha pe3yabTaTaxX 00y<deHHs!, HOIYYEHHbIX B PaMKAX H3ydeHHs
CJTEXYFOIIVX M CLIMILIMH
Wrdopmarrka, IIpaBoBoe obecnedenre mpodhecCHOHANBHOM IESTETbHOCTH.




4, O0beM IHCIMIIAHBI
BBIIECJCHELIX HAa

aKaJeMHYIEeCKHX YacoB,

ofyuaromuxcst

mpenogaBaTeiieM (110 BUAAM 3aHATHIT) H HAa CAMOCTOSATEILHYI0 padoTy 06yJaromuxcs

B 32Ye€THBIX eJHHHIAX ¢ YyKa3aHHeM KoOJH4YecTBa
KOHTaKTHYX pabory

c

®opma obyqenns

Oygnan

3aounas

1

3.

TpyAoeMKOCTh B 329€THBIX eIH-
HHIAX:

7 ceMecrp -—2 a;e.; T

8 cemecTp — 4 3.e;
Beero - 6 3.e.

8 cemecTp — 3 3.6.;
9 cemectp — 3 3.€.;
BCero - 6 3.e.

AyYAATOpPHBIX (BKJI0OYAs KOHTAKTHYIO paboTy o0yJalomaxcs ¢ IpenoiasaTesaeM) 9acoB (Bcero) mo

yaeOHOMY ILJIAHY:

Jlexrmu (JI)

7 cemectp — 30 "acos;
8 cemectp — 12 uacos;
Bcero - 42 yaca

8 cemecTp — 4 4aca;
9 cemectp — 6 JacoB;
Beero — 10 gacon

JlabopaTopusle 3amaTys (JI3)

7 cemectp — 14 gacos;
8 cemectp — 36 Uacos;
Beero - 50 gacos

8 cemecTp — 4 "aca;
9.cemecTp — 6 4acos;
Beero — 10 yacos

IIpakriaeckue 3anarus (113)

y49eOHBIM TUTAHOM
He npedycMompeHsl

yueOHBIM IIaHOM
He NPedyCMOmpeHsl

CamocrosTenbHas paborta (CP)

7 cemectp — 28 Jacog;
8 cemectp — 96 qacog;
Beero — 124 gaca

& cemectp — 100 gacos;
% cemecTp — 96 vacos;
Beero — 196 gacon

Popma TeKymero KOHTPOJIS:

Kontponsnas pabora cemecTp — 8 cemectp — 9
®opMa MpoOMeKYTOYHOI aTTecTalHHK:

OK3aMEHBI cemectp — 8 cemecTp — 9
3auer cemectp — 7 ceMecTp — 8

3ayger ¢ OIEeHKoH

YuebHbIM NAGHOM
He npedycmompensl

yae6HEIM TWIaHOM
He npedycmMompensl

Kypcosas pabora

YuebHbIM HAAHOM
He npedycmMompernl

Y4eOHBIM IJIAHOM
He npedycmompeHsl

Kypcogoii npoext

VueOHbIM NAAHOM
He npedycmompetsl

yueOHBIM IUTaHOM
He npedycmompensl




5. Conepmaﬂne DJHCOMIVIHHBL , CTPYKTYPHPOBAaHHOE II0 pasfejiaM ¢ YKa’aHdeM OTBEACHHOIO HA
AKAACMHIICCKUAX JACOB H BHJ OB yqeﬁmﬂx 3AHATHI

5.1. Pa3geJibl AHCHHIUVIHHBI H TPYXOEMKOCTH X0 BHAAM YUeOHBIX 3AHATHI (B aKAXeMHIECKHX TACAX)

5.1.1. Ounas ¢opma 06yyenus

HHX KOJAYECTBA

Q Pacnpenesenue TPyI0eMKOCTH pa3ea (B 4acax) mo ®opma npomexy-
Ne Pa3zpes nucinIaHbI. g g = BHJAM y4eOHoil paboThl TOYHOM aTrecra-
oy (2]
n/ (no cemecmpam) : g g COHTAKTHAS CP IHH ¥ TeKyniero
n 5 « 8 KOHTPOJIH
e JI J3 3
1 _ ‘ 2 o 3 4 5 6 7 8 9
1 | OcHOBEI JIOK%JIBHBIX H II00aTbHLIX KOMILIO- 7 7 30 14 28 Kourposnsuas pabora,
TEPHBIX CETeH. 9K3aMeH
2 | OcHOBEI HHPOPMANMOHHOM 6€30IIaCHOCTH. 144 8 12 36 96
Hroro: | 216 42 50 124
5.1.2. 3aounas ¢opma obygenus
- ®opma npoMexKy-
Ne S § é e Pacopenenenue TPYAOEMKOCTH pasxena (B gacax) no TOYHOM arrecra-
= 9 BHAAM y4eOH0i paGoThl A ¥ TeKyero
n/ (no cemecmpam) A
n el 3z KOHTPOJIst
g8 © KOHTAKTHAS CP
2 i
a JI 3 113
1 L ‘ 2 3 4 5 6 7 8 9
.1 | OcuoBmr IIOKE}‘III:HBIX U IO0ANBHEIX KOMIILIO- 108 g 4 4 100 Kownrponbnas pabora,
TEPHBIX CETEH. 9K3aMeH
2 | OcroBBl HHGOPMAIMOHHOMN 6E30NACHOCTH. 108 9 6 6 96
Hroro: | 216 10 10 196




5.2. Copep:xaHne NUCUHAIIAHLI , CTPYKTYPHPOBaHHOE II0 pa3jejiamM
5.2.1. CopeprxaHne JeKINOHBHBIX 3aHATHH

Ne HamMenoBanue Conepranme
- a3geaa JHCIHAIIHHBI ‘
1 2 3.

1 |OcHOBHI JIOKaIBHEIX ¥ |[[JOHATHE, apXUTEKTypa W KIACCH(HKAIsI KOMIBIOTEPHBIX CETEH.
TI00ATBHEIX KOMIIBIO-  [HasHaueHWe JIOKANbHBIX KOMIIBIOTEPHBIX ceTel, MX KOMIIOHEHTH! M
TEPHBIX CETEH. romoyiorusa. HasHaueHwe u CTpyKTypa INTobanbHEIX cereit. IIpoToko-
ITBI, STaJIOHHAS MOJENb B3anMoeHcTBrs OTKPHITEIX cucteM OSI. Ilo-
HSITAC W MOJCIH apXWIEKTYpsl 'KIHMEHT-cepBep'. AIMHHHCTPATHB-
HOE ycTpoicTBOo cetr VHTepHeT. OCHOBHEIE CEPBHUCHI H TEXHOJIOIWY]
cerr Vareprer. Cozmanme HTML-noxyMeHTOB g nyONMKanuu Haj
'Web-ceprepax
2 OcHOBHBIC HOHATHS HHPOPMAaMOHHOH Oe3omacHOCTH. ONacHOCTH U
[yTPO3BI, BO3HUKAONINX B 9TOM IIPOIlECCE, OCHOBHBIC TPEOOBAHMS HH-
bopMmanronHOl Oe30macHOCTH, 3a0IWTHEl TOCYAapCTBEHHOHW TalHEBL
'TexHomoruy u cpexcTsa 0OHApYXKEHUS NIPOIIaraHisl SKCTPEMHU3Ma K
TeppopusMa B cetn Mutepuer. Monemuporarue yrpo3 Mb: pazmug-
Hble noaxonsl. Kpunrorpadmaeckue anmropuTMBL. METORBI KPHIITOA
aHaTH3a. DKOHOMEKA MH(POPMAIHOHHON 6e30IIACHOCTH Ha IpHMEpe
oreHku kpunrocucreM. Kpumromposaiisepsl. APl mma paGotel ¢
OcroBrI HHbOpMaNUOH- KpunTocepaucamu Windows. Kpunrorpadmaeckue dpynkiun B NET]
HOY 06€30I1acHOCTH. Framework. XML~ xpunrorpadus. 111a6I0HE HCIOTE30BAHKS KPHII-
rorpadmaeckux QYHKOWI B KOPIOPATHBHEIX HpHIOXKeHHS. [Ipobire-
Ma ayTeHTHGuKarmmy. VHDpacTpyKkTypa OTKPEITEIX Kixodei. IIpoTo-
KOJIBL ayTeRTHQuKamy B Windows CHCTeMBI YIIpaBIEHHSA HISHTHY-
- HOcTRI0. KpHnrorpaduaeckne Mexanusmel Windows. 3amura oT BU-
PYCHBIX Yrpo3. AHaIW3 3aIIUINCHHOCTH MH(DOPMAIHOHHOM CHCTEMBE
Ha OCHOBE BBLIBICHMS YSI3BAMOCTEH XM OOHapyXCHUS BTOPXKEHMH.
3ammmTa OT CETEBBIX aTaKk Ha OCHOBE MEKCETEBOTO SKpPaHHPOBAHHUS.
AynuT rHGOPMAIMOEHOH 6€30IaCHOCTH

5.2.2. Copep:xanue JabopaTOPHBIX 3aHATHIH
HaumenoBanne pasnena
THCIHILIHHbI
1 2 3
1 |OcHOBEI IOKANBHEIX B (COCTaBIEHUE JIOChE C UCIIOIB30BAHAEM HHTEPHET-PECYPCOB I OIIEHK]
rnoGanbHEIX KOMIIBIO-  Bo3zelicTBrsg MK T-TexHOIOr It Ha HEIPHKOCHOBEHHOCTD 9aCTHOM
TEPHBIX CeTelt. pki3HE. Onenka 6e300acHOCTH Web-CTpaHHUI] C HCIIOIE30BAHUEM PYUHO}
M aBTOMAaTH3HPOBAHHOIO aHAIKM3a HAIM9Wsl ys3saMocTeit truma "SQL
Injection"”. IIpuMereHre METOAUKY yITpaBiieHus prucKkaMu Microsoft ms

AHaIM3a PHCKOB JIMYHON WHHOPMAHOHHOM O€30IaCHOCTH.

2 HacTpolixa momuTuky ayauta. Co3aHue | YIPABICHUE YUETHLIMIH
BAMHCAMHE IOJIb30BaTenel. Hactpolika npas mob3oBaTeneii. 3anmra
MHpOpMAIMK B KOMIOBIOTEPHBIX CHCTEMAX OT CIIyUalHbIX yrpo3. OmeHK
DKOHOMMYECKOHR st dexruBrOCTH BHemperwms C3U MeTomoM
MUCKOHTHPOBAHMS JCHEKHBIX TOTOKOB.

Coaep:xanue

OCHOBBI HHPOPMALIHOH-
HOM 6e30I1acHOCTH.

5.2.3. Conep:xanne NpaKTHYECKHUX 3aHITAN
YueOHbIM NILAHOM He HPedyCMOmPEHbLy.



5.2.4. Ilepedens y4eOHO-MeTONHMYECKOro ofecHedeHHs A CaMOCTOATEeNbHON
paboTeI 00y9Jaromxcs N0 JHCHUIIHHE ‘
oyHas Gopma o0ydeHus

Hanmenosanue Y4aeOHO-MeTOMHIECKOE
Ne pasgena Copepxanue ofecedenye
JHCIHILIHHB]
1 2 : 3 4
1 |OcHOBEI TOKATBHEIX|BEITTOTHEHNE KeHC-cTanu: bank CyauTca ¢ 11o9YTo- [9]-[11]
w1 T100aTBHBIX KOM- BOH CiTykO0H ¥3-3a OIMHOKH COTPYTHHUKA
[IBIOTEPHBIX CeTeH. [BHIONHEHHE KEHC-CTaI]! 6e30MacHOCTh NeTel [9]-[11]
IpOTHB 6E30IaCHOCTH IEPCOHANBHBIX JAHHBIX
[loaroToBKa K J1aOOpaTOpHEIM paboTaM, 3a4eTy [1]-[9]
2 KonTpossHas paboTa. , [1]-[6], [10]-[11]
IToaroToBka k 1abopaTopHEIM paboTaM, IK3aMeHy [1]-[6], [9]

OcHops! HHpOpMA-
IHOHHOH Oe3omac-
HOCTH,

Brmronsenue keic-cramu: 1. OSecneuenue uH-
(bopmarmonHoH 6€30IacHOCTH B TAMOXKEHHOR
cinyx0e ABcTpanuy; 2. PEeKpyTHHTOBBIM THTaHT
IPOTHB XaKepos; 3. bezonacHocts B MACRO
3204Has Gopma obydeHus
Haumenopanue
Ne paszesaa Copepxxanue
AUCUHIIHHBI

[91-[11]

Y4yeOH0-MeTo HUeCKOe
obecrmegenue

1 2 3 4
1 |OcHOBEI TOKATEHEIXBEIIOTHERYE Kelic-cTanu: BaHK CyauTCs ¢ IOYTO- [97-[11]

¥ TTI00IBHBIX KOM- BoH CIrysk00# 13-3a OMUOKH COTPYIHUKA
[9}-[11]

[IBEIOTEPHEIX CETEH. psmonﬁe}me Kefic-cTany: 6e30TacHOCTh [eTel
0IrOTOBXA K J1JaOOPaTOPHEIM paboTaM, 3a4eTy [1]- 9]

NPOTHUB 0E30IaCHOCTH HEPCOHANBHBIX JaHHBIX
2 [KorTponpras paboTa. [1]-[6], [10]-[11]

lloxgroToBxa k 1abopaTOpHBEIM paboTam, SK3aMeHY [1]-[6], [9]

OcHoBEI HHpOpPMA-
HOHHOM Ge3omac-
HOCTH.

Brmongenune xe¥c-cramu: 1. Obecnevyenve uu-
(opManHoHHOM 6€30IaCHOCTH B TAMOKEHHOM!
ciryxbe ABcTpanmn; 2. PeKpyTHHTOBEIN THIAHT
ITpOTHB XakepoB; 3. 6ezonacrocts B MACRO

[91-[11]

5.2.5. Tembl KOHTPOABLHBIX paboT
KonrponsHag pabota «Pa3paboTka MOMUTAKE HHPOPMAITMOHHOM OE30IIaCHOCTHY.

5.2.6. TempI KypcoOBBIX IPOEKTOB/ KYPCOBBIX padoT
Y4aeOHBIM IUTaHOM HE IIPETYyCMOTPEHED».

6. Meroan4deckue ykazaHus Qs 00y9Iar0Muxcs 0 0CBOEHHIO U CIHILIHHbI

Bun yaeGuoi )

pabdoThI Oprannsanyus JeaTeIbHOCTH CTyeHTa

Hanmcanne KoHCHEKTa JIEKIME: KpaTKO, CXEeMaTHYHO, MOCIEN0BATENBHO.
DUKCHPOBATH OCHOBHEIE IIOJIOKEHHS, BEIBOJBL, (HOPMYIUPOBKH, 06061IIE-
Jexns HIT, OTMEYATh BaXKHBIE MBICIIH, BBLACHATH KIIFOUEBHIE CIIOBA, TEPMHUHEL
[IpoBepka TepPMHHOB, HOHATHH C MOMOIBIO SHIMKIONEHNH, CIOBapeH,
CIIPaBOYHHKOB ¢ BEHIMCHIBAHHEM TOJKOBAHHH B TeTpais. OO03HAUWTE BO-




TPOCHI, TEPMUHB], MaTepHall, KOTOPEI BEI3HIBACT TPYAHOCTH, OTMETHTD ¥
IOIBITATHECS HAWTH OTBET B PEKOMEHAYEeMOH mTeparype. Eciu camocTos-
TEeILHO HE YAAeTCs pa3obpaThes B MaTepraie, HeoOXoouMo cQopMyInpo-
BAaTh BOIIPOC H 3a[aTh PElojiaBaTeNo Ha KOHCYJIbTAaluW, Ha naboparop-
HOM 3aHSITHH.
JlaGopatopHbie
patop MeTonryeckye yKa3aHus 110 BBIIOIHECHAIO JIabopaTopHEIX paboT
3aHATUSL ,
3HaKOMCTBO ¢ OCHOBHOM ¥ JTOIIOJTHUTENIFHON JIMTEpaTypol, BKIIXOJas CIpa-
CamocrosTensaast
BOYHEIE HU3AHF, 3apyOeKHbIe HCTOIHHKY, KOHCIEKT OCHOBHBIX IIOJIOXKe-
paboTa / WHIUBH- - . -
ATLHELS 33715 HUM, TEPMUHOB, CBEICHNUH, TpeOYIOIMUXCA AJLL 3aHOMUHAHKS U SBJITFOLIAXCS
Y OCHOBOITOJIArAIOMMAME B 3T0# TeMe. CocTaBieHHE aHHOTALMH K IPOYMTaH-
HBIM JIUTEPATypPHBIM HCTOYHHAKAM.
KontpomnpHas CpencTBO IpOBEPKY YMEHHH IPUMEHATE HOTy4EHHbIC 3HAHKA [T PEIICHUS
pabota 3ajjad OIPEASICHHOTO THIIA IT0 TEME WIN pa3lelly
IonmroToBka K 3a- TIpx DOATOTOBKE K 3a9eTy HeoOXOMMMO OPHEHTHPOBATHCA Ha KOHCIIEKTE
geTy JIEKI¥H, PEKOMEH/IyeMYIO JIATEPaTypy.

7. Oo6pa3oBareibHbIE TEXHOJOTHH
TTepeuers 06pa3oBaTebHBIX TEXHOIOTHH, HCIOIb3YEMBIX IIPU H3YICHUM JUCIIATIIMHEL.

Tpanunuonnbie 06pa3oBaTeNbHbIE TEXHOJIOTHH

Tepeuers 00pa3oBaTeNBHBIX TEXHOJOTHH, HCIONB3YEMBIX IPH H3YUCHWH IHCIMILUIAHBI
«KoMmnproTepHEle ceTH H HHGOpPMAnHOHHAS 6€30IIaCHOCTE Y, IPOBOIATCS ¢ HCIIOIH30BAHMEM TPA/IH-
IIHOHHBIX 00pa3oBaTeNBHBIX TEXHOJOTUH OpHEHTHPYIOIIHECS Ha or}rannsaumo 06pa3zoBaTebHOr0
pollecca, IPEHoNaraoiyo IpAMYIO TPAHCISIUIO 3HAHMM OT IPEeHodBarelsl K CTYNeHTy (Ipe-
HUMYIICCTBEHHO Ha OCHOBE OOBSCHHTEILHO-WLIOCTPATHBHBIX METOJOB 00ydeHws), yueOBas nes-
TENLHOCTH CTYJCHTA HOCHT B TAKHX YCIOBHSX, KaK IPaBHIIO, PEIPONYKTHBHBEIA XapaxTep. DopMEl
yaeOHBIX 3aHATHIA C HCIONb30BAHEEM TPAIUIIMOHHBIX TEXHOIOTHI:

Jlextus —~ IOCTIEeOBaTEIbHOE H3TOKECHHE MaTepraia B JUCIUIUIMHAPHOHR JIOTHKE, OCYIECTB-
JIIEMO€ TIPEHMYIECTBEHHO BepOATLHRIME CPeICTRaMH (MOHOJIOT IIPENOIaBaTEN).

JlabopaTopHEIE 3aHITHS — OpraHu3amus yae6H0d paboThl ¢ mupoBeIMH H HHYOPMAHOHHEI-
MH MOJIEIIIMH, SKCIIepUMEHTAIbHAS paboTa ¢ HHPOPMAIIMOHHEIMA MOJEIISIMA PeaTbHBIX 00BEKTOB.

HNurepakTuBHBIE TEXHOJIOTHHA

Mo muctmmmne «Komublomepuble cemy 1 UHGOPMayuonnas_6e30RacKochb) JTEKIHOHHEIE
3aHSATHS IPOBOASTCS C HCIOJIE30BAHUEM CIIEIYIOIUX HHTEPAKTHBHBIX TEXHOJIOTHI:

Jlexnusg-Br3yann3amus - IpeACTaBisIeT co00H BA3yalbHYIO $HOpMY TIOAaYH JIEKIHOHHOTO Ma-
teprana cpepcrsamu TCO wia ayaHOBUJIEOTEXHUKH (BUIEO-TeKIHT). UTeHHe TaKoM JISKITHHA CBOJIUAT-
Cq K Pa3BEpHYTOMY WM KpaTKOMy KOMMEHTHPOBAHHIO IIPOCMATPHBAEMEIX BH3YalbHBIX MaTEpPHAIOB
(B Bume cxeM, Tabmui, rpados, TpadukoB, Momeneit). JleKusI-BA3yaIH3aHd TOMOTAeT CTYAEHTaM
npeofpa30BEIBaTh JEKIHOHHBI MaTeprall B BU3YAIbHYIO GOpMy, IT0 ciocoOCTBYeT HOpMUPOBAHHIO
y HEX TpodecCHOHATFHOr0 MBIIUIEHHS 32 CUeT CHCTEMATH3AIMY U BEIICICHAS HanOoee 3HAYMNMEIX,
CYIIECTBEHHBIX 3JICMCHTOB.

Jlexkumsa o6paTHOR CBSI3H (JISKIHSI-TUCKyCCHs). Takol THII JIeKIuil paccumnTad Ha CTHMYJIMPO-
BaHKe OOYJarOIMUXCS K IOCTOSHHOMY PaCCyXASHWIO, M3JI0KEHHIO COOCTBEHHOM TOUKH 3peHMs. B
KOBIIE JIEKITUH IIPOBOAMTCS ITO/IBEICHIE HTOTOB, PE3IOMAPOBAHIE CKa3aHHOTO.

Ilo mucnymmvHe «KOMIBIOTEpHEIE CeTH X HH(MOpMAIHOHHAS 6e30MacHOCThY J1a00opaTopHEIE
32HATHS IPOBOAATCS C HCIIOIB30BAHHEM CIENYIOIIHX HHTECPAKTHBHEIX TEXHOIOTHH:

Pa6oTa B MaJbIX rpymmax — 5TO OJHA B3 CaMBIX IONYNISPHBIX CTPATETHH, TaK Kak OHA JaeT
BceM O0ydaroImumMcs (B TOM 4HCIE U CTECHHTENBHEIM) BO3MOXKHOCTH YIAaCTBOBATh B paboTe, IpaKTH-
KOBAaTb HaBBIKH COTPYAHHYECTBE, MEXIMIHOCTHOrO OOIIEHHS (B YaCTHOCTH, YMCHHE aKTHBHO CIIy-
IIaTk, BEIpaOaThBaTh 00INee MHEHHE, Pa3pernaTh BO3HAKAIOIIHNE pasHoriacus). Bee 310 yacTo 6BIBaeT
HEBO3MOHO B O0JIBIIOM KOJIIICKTHBE.




IIpaxTHdeckoe 3a/jaHAe HA OCHOBE KeHc-MeToa («MeTOo KelcoBy, «kelic-cramm») — ofydenue
B KOHTEKCTE MOJENMpPYeMOH CHTyaruu, BOCIPOM3BOINeH pealbHbIe YCIOBHA HAydHOH, IPOU3BOI-
CTBEHHOM, ofmecTBeHHOM mesTenpHOCTH. OOywarommecs IODKHEI IPOAHAIH3UPOBATH CHUTYalIHIO,
pazobparses B CYTH HpoOiIeM, IPEeUTOXHATH BO3MOXKHBIE PENICHHS U BEIOPATh JTydinee U3 HaX. KeHchr
6a3upyIOTCS Ha pealbHOM (aKTHIECKOM MaTepralle W JXKe IPHUOIMKEHEI K PEabHON CUTYAllHH. .

8. YaebHo-meToamIecKoe 0 mubopmalmomme o0ecnmedeHHAe JUCIANINHBI

8.1. IlepedyeHp OCHOBHOH W JOMOJHUTEIHLHOH ydeOHOH JUTepaTyphl, HEOOXOAHMOM
JJIS OCBOEHMS TACITUILIMHBI
a) OCHOBHAA ydJeOHas TATepaTypa: .

1. Ilarubparos B.IL. , I'yaemo JLII, Kupuaerko A.A., BeruciIuTeNbHEBIE CHCTEMBI, CETH H TEJE-
KommyHuKaua M3narensctBo: Mocksa, Mabpa-M W3narue: W3nanme werBeproe, mepepa-
6otano u gomoaueno, 2008, c. 736 .

2. Mbiteonn 3. besonacHocts cereit. M.: Harmmonansaerit Otkpeitenit YauBepeuteT « MHTYU Ty,
2016, c. 572 (https://biblioclub.ru/index.php?page=book view red&book id=429035)

3. Omudep B.I'. Omadep H.A.. KoMuproTEpHEIE CETH. HpHHHHIIBI TEXHOJIOTHH, IIPOTOKOJEL.
Canxr-IlerepOypr, ITutep. 2017. - 992 ctp.

0) monmoJHHTENbHAs YueOHasl TUTepaTypa:

4. Omusep V6e KoMIIBIOTEpHBIE CETH U CIYXOBI YAAIEHHOr0 JOCTyIa [DIEKTPOHHBIA pecypc] :
ydaebuoe nocobue / Mi6e OmmBep. — IIEKTPOH. TEKCTOBEIe HanHbe. — Capatos: IIpodobpa-
3oBaHue, 2017. — 333 ¢. — 978-5-4488-0054-2. — Pexwum mocTyma:
http://www.iprbookshop.ru/63577 html

5. Pynenxos H. A., ITponerapckuit A. B., CmuproBa E. B., CypoBoB A. M. TeXHOIOIHH 3aIUTH
nHGbOPMAaIK B KOMIIBIOTEPHEIX ceTsX. M3natenserso: Hanmonansasit OTKPEITEI Y HEBEPCH-
teT «MHTYUT», 2016, ¢.369
https://biblioclub.ru/index.php?page=book view red&book id=428820)

6. banwrer [L.H. Virdopmarmonnas 6e30acHOCTD U 3auuTa HHGOpMAIMy [DIeKTpOHHEIA pe-
cype] : yaebnoe nocobre / IT.H. bamuer, A.B. Babam, E.K. Baparosa. — DieKTpoH. TeKCTO-
BhIe flaHHEBle. — M. : EBpasutickuit oTKpEITEIH wHCTHTYT, 2012. — 311 ¢. — 978-5-374-
00301-7. — Pexxum noctyma: http://www.iprbookshop.ru/10677.html

7. Hosmxos I0.B. OcBOBEI ToKaTBHBIX cetell [DnexTpornsii pecype] / I0.B. Hosuxos, C.B.
Komgparenko. — DIEKTPOH. TEKCTOBBIE JaHHEEIE. — M. : MnTepHeT-YauBepcuret Mudopma-
monHbX Texnonornit (MHTVYHT), 2016. — 405 ¢. — 5-9556-0032-9. — Pexum moctyma:
http://www.iprbookshop.ru/52208 . html

B) Iepe4eHb y4eOHO-MeTOTHIECKOro obecneyenus:

8. Jlexumna I0.A. MY K BEmONMHEHHIO 1a00paTOpHEIX paboT «KOMIBIOTEpHBIE CETH B HH(OP-
ManuoHHas GesomacHOCTsY. Actpaxank. AIACY, 2016 r. — 36 c. (http://edu.aucu.ru).

9. @enepanbubii 3axoH "O mepcoHANBHBIX JaHHBIX" 0T 27.07.2006 N 152-03 (mocneaass pe-
naxuws) (hitp://www.consultant.ru/document/cons_doc LAW _61801/)

10. I1a6710HEI THIOBBIX JOKYMEHTOB 110 KH()OPMAIIHOHHOM 6€30MacHOCTH
(http://securitypolicy.ru/%D1%88%D0%B0%D0%B1 %DO%BB%DO%BE%DO%BD%D 1%8
B)

11. Opunmammreiit caifT kommanwy Microsoft. PyKOBoACTBO 10 YIpaBIeHHIO PHCKAME B 0GIACTH
6esonacroctu (https:/technet.microsoft.com/ru-rw/library/cc163143.aspx)

8.2. Ilepeyenb HH(BOPMANMOHHBIX TEXHOIOTHI, HCIIOJIL3YEMBIX IIPH 0CYIIECTBJICHAM
00pa3oBaTeJbHOTO  Iporecca HO  [JHCHMIUIMHE, BKJIOYas  IepedeHb
IPOrpaMMHOro obecredeHust '

HH(OPMAITHOBHBIE CHCTEMBI
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https://biblioclub.ru/index.php?page=book_view_red&book_id=429035
http://www.iprbookshop.ru/63577.html
https://biblioclub.ru/index.php?page=book_view_red&book_id=428820
http://www.iprbookshop.ru/10677.html
http://www.iprbookshop.ru/52208.html
http://edu.aucu.ru
http://www.consultant.ru/document/cons_doc_LAW_61801/
http://securitypolicy.ru/%25Dl%88%D0%B0%D0%25Bl%D0%BB%D0%BE%D0%BD%25Dl%258
https://technet.microsoft.com/ru-ru/library/ccl63143.aspx

1. Koncynsrant+ (http://www.consultant.ru)
2. IMabmoHBI ~ THHOOBBIX  JOKYMEHTOB  1I0  uHpopManuoHHON  Oe3omacHOCTH
(http://securitypolicy.ru/)

npoerpaMmMHoe obecredenne

Office Pro+ Dev SL A’ Each Academic; ' ,
ApacheOpenOffice;

7-Zip;

AdobeAcrobatReader DC;

GoogleChrome;

Dr.Web Desktop Security Suite;

RN B W

8.3. Ilepeuens pecypcos HH(OPMATMOHHO-TEJIEKOMMY HHKANHOHHOH ceTH
«AHTepHeT» (nanee — cerb «MHTEpHET»), HEOOXOMUMBIX [JJISI OCBOEHWHS
JUCIAIITTHEBI

JirleKTpoHHasd HHPOPMAUNHOHHO-00pa3oBaTelbHasl cpeJa YHUBEPCHTETA, BKIIYAKIAS
B celn:

1. obpazosarenbubii nmoptan (hitp://edu.aucu.ru);

CHCTEMBI HHTCPHET-TECTUPOBaAHUA
¥

2. Envep 10pTalg HHTEPHET-TECTUPOBaHHA B cdepe obpasoBanus. MHOpMAaImOHHO-
AHATHUTHYIECKOE COIPOBOXICHUE TECTHPOBAHMSA CTYINEHTOB IO JWCIUILIMHAM TNPOPECCHOHATBHOrO
obpa3oBaHus B paMKax mpoekTa «HTepHeT-TpeRakeps! B chepe obpazosanusy (http://i-exam.ru).

3JIeKTPOHHO-0H0/IMOTEeTHbIe CHCTEMBI

3. «NEKTPOHHO-0HOMIOTe HASL cHcTEMA «YHHBEPCUTETCKAS Oubnuorexan
(https://biblioclub.ru/);
4. «QnexTpouHo-OubnuoTeunas cuctema «IPRbooksy (http://www.iprbookshop.ru/)

JJIeKTPOoHHbIe 0a3bl JAHHBIX:

5. Hayuwas snextporsas 6ubmmotrexa (http://www.elibrary.ru/)

9. Omnucanue MaTCpI/IaJILHO-TEXHI/I'IeCKOﬁ 6a3LI, HCOGXOHHMOﬁ HJist OCYIIECTBJICHUA
06p23OBaTeJILHOl"0 Inpoxecca o JTuCuuinjinHe

Ne Haumenoranue cnennanbaeix | OcHaleHHOCTh CieUHANBHBIX TOMELWEHHH H NOMeLUeHN s ca-
n/n MIOMelleHHi ¥ NomMeneHy it ans MOCTOAITENbHOM paboThi
CaMOCTOSATENLHOH paboThl .
1 AynuTtopuu s N2204, raaBHbIH yaeOHbIA KOPIYC

JNEKIIMOHHBIX 3aHATHN: 9
Xn SaHA KommexT yaebuoi mebenu

CrarnuoHapHeii MyIbTAMATVUHHBIA KOMILIEKT

414056, r. Acrpaxas, Hoctyn x cetu VaTepHET

yi. Tatumega, 18, murep A,
aymatopun Ne204, 207, 209,
211 riaBHEL yueGHEBIN Kommrexr yuebunoi mebenu
KOPILyC : [IpoexmuonHEL TENeBU30P

Hoctyn x cetn Unateprer

Ne207, rnapebIi yaeOHBIH KOpyc

Ne209, rinaBHbIH yaeOHBIH KOpITyC

KommnexT yuebmoit mebenu
CranuoHapHbH MYJIBTHMHAMAHBIL KOMILICKT
Joctyn x ceru UuTeprer

11



http://http.V/www.consul
http://edu.aucu.ru
http://i-exam.ru
https://biblioclub.ru/
http://www.iprbookshop.ru/
http://www.elibrary.ru/

Ne211, raaBabIH yae6HbIH KOpIyC

Kommekt yaebuoi mebenn
[IpoexknrOHHEIA TENEBH30D
Hoctyn x cern VHTEpHET

2 AynuaToOpun I Ne207, rmaBHBIN y9eOHBIH KOpIIyC
11aDOPaTOPHBIX SAHATHHA! , Kommiext yueOHOH mebenn
KommeroTeps! -16 mr.
IpoexiHoHHEBIN TEIEBH30
414056, . AcTpaxasie, JIECTyn K cetu Muteprer i ,
yn. Taramesa, 18, mrep A, Ne209, rixaBHBII yae0HbIH KOPIyC
aymaropud Ne207, 209,211 |77 y pry
riaBHEI yaebmen kopnye | KoMmiektT yueOHOH Mebenu
Kommsrotepst -15 mwr.
CranmoHapHBN MYJIbTUMUALUAHBIN KOMITIEKT
Hoctyn x cetu VlaTepHET
Ne211, riiaBHbIH yueOHBIH KOpIyc
Kommrext yaebro# Mebenu
Kommerorepsr -16 mrt.
TIpoeKITHOHHEIH TEIEBU30D
Hoctyn x cett VIHTEpHET
3 Aynuropuu g TpynnoBex | Ne207, rnaBHbIi yaeOHBIH KOpITyCe
¥ MHIABHITY aJEI_’HHX Kommext yuebnoi mebenn
KOHCYILTAIHH: Kommnproreps! -16 mT.
414056, r. Actpaxass, IIpoexnorBsId TEIEBU30D
Joctyn x cetnt laTepHeT
yn. Tarameea, 18, mrrep Ne209, rixapHbI# y4eOHbIH KOPHYC
A, aymuropuu Ne207, 209, R y pry
211 rnaBHb yaeOHbIH Kommnext yuebrO# Mebenn .
KopImyc KommeroTepst =15 mr.
CranuoHapHbIH MyIETHMUAAREBIN KOMIJIEKT
Hoctyn x cetn ViHTEpHET
Ne211, rnaBHplii y4eOHBIH KOpITyC
KommnexT yaebnoit mebenu
Komurroteps: -16 mT.
IIpoeKIHOHHEIN TEISBH30D
. Hoctyn x cetn UnTepHeT
4

AynmuTopus st TEKYIIEro
KOHTPOJS ¥
IIPOMEXYTOUHOH
aTTecTalun:

414056, r. ActpaxaHnsb,

yii. Tatumnesa, 18, murep
A, aynuropuu Ne207, 209,
211 rnaBHBI yueOHbIH
KOpIIyC

Ne207, rnaBHbIH y4eOHbIH KOpITyC

Kommnext yuebroit mebenu
Komnsroteps! -16 .
IIpoexnnOHHEI TENeBH30P
Joctyn x cetnn IHTepHET

Ne209, rnapubIil yueOHbBIH KOPITYC

KommnexT yuebHoit mebenu

Komnreroteps! -15 mr.

CranuoHapHEIM MyJIbTHMHEIUHHEI KOMIIEKT
Hoctyn x cetn MuTepHeT

Ne211, raaBHBIH yaeOHbBIH Kopyc

KommiexT yuebHoit Mmebenu
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Kowmmsrorepsr -16 1mT.
[TpoeKIHOHHEFIH TEIEBA30D
Hoctyn k cetu MuTepHET

5 AynuTopuu s Ne207, riiaBHbIH y9e0HBIH KOPHYC

CaMOCTOSTETEHON paboTHI: KoMIIIeKT yae6moi MeGem

Kommproteps! -16 mT.
TIpoeKIOHHEBIH TENEBU30D
Hoctyn x cetu MiaTepHET

414056, r. AcTtpaxaHs,
yn. Tarumesa, 18, murep:

A, aymuropun Ne207, 209,
211 rnaBebi yueOHBIH
KOpITYC Kommrext yaebHO0#M mebenn

Kowmmprorepst -15 mT.

CranuosapHEI MyTbTUMATUNHBIN KOMIIJIEKT
Joctyn x cetu MaTepHeT

Ne209, rnaBabIA yueOHbIH KOPITyC

Ne211, riiaBHbIH yueOHBIA KOpIycC

KomrmutexT yuebHoM Mebenn
Kommetoreps! -16 mT.
IIpoexnuoHHEIH TEIEBU30D
Hoctyn x cetu HTEpHET

6 Aymuropus nng xpasenus 1 | Ne§, rmasupii yae0HbIi Kopuyc
IpOQHUIAKTHIECKOT O
pod KommnexT mebenu, MyIbsTHMETD, NasIbHas CTAHITH,
oOcyKuBaHUs yaeOHOTO ,
_ pacxoJHbIE MaTEepUAaITbl JUIS TPOGUIAKTHHECKOTO
obopynoBaHuUsL: \

obcnyxuBaHus yaeOHOTO 000pyHOBaHHSA,

BEIUUCIHTCIbHAS K ¥ OPI.TEXHUKA Ha XpaHeHUH
414056, r. AcTtpaxas, prTe P

yi. TaTumesa, 18, mmatep
A, aymuropus Ne8 ritaBHBIN
yaeOHBIM KOpIyC

10. OcobennocTu oprasuzanuy 00ydenus mo gucuuumee « KomusrTepHbie ceTH H
uHpOPMAIHOHHAS 0€30IACHOCTRY [IJIsi HHBAJMAOB 1 JHI C OTPAaHHYEHHBIMH
BO3MOSKHOCTSIMY 340POBbS

Jlig o6y9aromuxcsl u3 9Hcia HHBAIMIOB B JIUIL C OTPaHUYEHHBIMH BO3MOXHOCTSIMHU 3JJ0OPOBbS
H& OCHOBaHWH IMTHACHMEHHOIO 3aSBIICHHS MUACHUIUIAHA «KOMIBIOTEPHBIE CETH W WH(MOpMAIHOHHAS
6e30IIaCHOCTEY PeaH3yeTCs ¢ YIeTOM 0COOEHHOCTEH NMCHXO(U3MIECKOTO PasBUTHS, UHAUBUAYaIIb-
HBIX BO3MOXHOCTEH B COCTOSIHHS 300POBbs (Jajlee — MHEINBUAYAIBHBIX 0COOEHHOCTEH).
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AHHOTANMS
K paGoueil mporpamme nucuunuubs «Komnsromepuoie cemu u uHQOPMAYUORHAA DE30NACHOCHbY
1o HanparneHuro 38.03.01 «3xonomuray,
IPpOQ¥IIE OAFOTOBKH «DKOHOMUKA NPeONPUAIUL U OP2AHU3AYUTH

Obuaa mpyo0oemKoCHy OUCHYURIURVL COCMABRAem 6 3auemHyix eOuHUY
Dopma npomMeNCYMOUHOL AMMECHAYUIL: 3aYem, S5K3aMEH

Hennro yaeOHOH mucnunnuusl «KomnvromepHvie cemu u un@opmayuonHas 6e30nacHoCmby
ABiIeTcs (OPMHpPOBAaHHE 3HAHWM OCHOBHBIX IIOHATHH KOMIBIOTEPHBIX CETell H CHCTEM
TEeIEeKOMMYHHUKAIMH, NMPUHNUIOB KX (QYHKIHOHMPOBAHHSI, OCHOBHBIX THIIaX H Crocofax 3aIluThl
pHdopManyy, OBIAJEHHE COBPEMEHHBIMH IPOTPaMMHBIMH H anllapaTHBIMH CPEINCTBAMH 3alIHTHI
HHOPMAIIHH.

3apagamu yueOHOHN NUACTUILTHHEL SBIISIOTCS:

~  TIpuOOpETEHUE TEOPETHUCCKUX 3HAHUHN 10 KOMIBIOTEPHBIM ¥ CETEBLIM TEXHOOTHSIM;

—  HCIIONB30BAaHHE KOMIIBIOTSPOB, HX IPOTPaMMHOI0 00eCIIeUeHNM S, KOMIIBIOTEPHBIX CeTelt
1711 30 HEXTHBHOTO PEITEHHUS TeONE3NIECKIX M HH(DOPMAIMORHEIX 33124,

~  W3ydYeHHe OCHOB MHPOPMAITMOHHON 6€30MaCHOCTH, B TOM UHCIe Ipd paboTe B
KOMITBIOTEPHBIX CETSX.

Yaeonas pucomnimHa B1.BJIB.03.01  «Komneromepuvie cemu u  ungopmayuonnas
besonacnocmey BXognT B burok 1. «/JueuunmiMabD), BapHaTHRHAS HacTh (QUCIUTUIMHEL IO BHIOOPY).
s e€ ocBoeHys HEOOXONUMEI 3HAHNS, TTONYIECHHBIE IIPY H3YYeHUA THCIMILTHAEE! « {adopMaTukay.

Kpatxoe coneprxanue JACHUATUIHHDY

Pazgen 1. OcHoBBI NOKANBHBIX H IVI00AJBHBIX KOMIBIOTEPHBIX ceTeil. [IoHATHE, apXHUTEKTYpa H
xiaccu(UKAIMA KOMIBIOTepHBIX ceTel. HasHaueHue JIOKaJbHBIX KOMITBIOTEPHBIX CeTel, MX KOMIIOHCHTHl H
Tonojiorud. Ha3HadyeHue W CTpyKTypa rinolanbHeX cereil. [IpoToxosibi, oTalioHHas MOJAENb B3aMMONEHCTBHS
oTkpeiTEIX chcTeM OSI. TloHATHE W MOZENY apXHTEKTYPHl "KITHEHT-cepBep”. AAMUHHCTPATHBHOE YCTPOHCTBO
cetn Murepner. OcHOBHEIE cepBHCEHI M TexHOnoruu cetd HMureprer. Cosnmamne HTML-10KyMeHTOB s
ny6nukauuu Ha Web-cepBepax.

Pazpen 2. Ocnoppl uupopmagmonnoii Gezomacmocru. OCHOBHBIE MNOHATHA HH(POPMALHOHHOM
Gesonacnoctn. Moznenuposanue yrpos Mb: pasmudnsie noaxonsl. Kpunrorpadudeckue anroputMsl. MeTomsn
KpUNTOAHANK3a. OJKOHOMHMKA HH(POPMALMOHHON 6€301macHOCTH Ha TPHMEPE OLEHKH KPUIITOCHCTEM.
Kpwunrornposatinepsl. API mns pa6otsl ¢ kpunrocepsrucamu Windows, Kpunrorpaduueckue dynxupn 8 NET
Framework. XML- xpumrorpadus. Ilabnomsl wcmonesoBanus —Kpunrorpadpuueckux QyBKIuE B
KOPIIOPaTHBHBIX NIpHIOKeH#s. [Tpobiaema ayrentuduxanun. MuppacTpykTypa OTKPHITEIX Kiltouel. TIpoToKomEl
ayrenruukawmn 8 Windows CHCTEMB! ynpaBIeHMA HASHTHYHOCTHIO. Kpuntorpaduueckue MexaHH3MEI
Windows. 3aumra OT BHPYCHBIX Yrpo3. AHain3 3aillMIEHHOCTH WH(QOPMAIMOHHOM CHCTEMBI HA OCHOBE
BLISBJIEHUS YS3BUMOCTEH W OOHAapy)KeHHS BTOPXKEHHH. 3alllMTa OT CETEBBIX aTak Ha OCHOBE MEXCETEBOTO
9KPaHUPOBAHUA. AyAUT HHPOPMALIMOHHOM 6e30MacHOCTH.

3asenyomui xagegpoit /

MOAIHCE ‘H.O. .



PELEH3151
pa pabogyr0 HporpaMmy, OeHOYHbIe 1 METOANIECKHE MATEPHAJIBI 10 JH CITUIIHHE
«KOoMIBIOTEpHBIE CETH U HHOOPMaLHOHHAL O€30aCHOCTE)

OOII BO no mranpasenuro noxrorosku 38.03.01 «3xonomuray, npoduiib DOATOTOBKH «JK0-
HOMUKA NPeOnpUSIMULE U OP2AHUZAYULLY
o nporpamMme H6aKanaepuam

JI.B. 3amapaesoii (nanee Mo TEKCTY PEIEH3EHT), TPOBENEHA periensus paboyeli IpoTpaMMEl, OIIEHOY-
HEIX H METOJMYECKHX MAaTEepPHAIOB 1o mucnumanne «KoMneroTepHble ceTr U uHGOpPMANHOHHAA Oe3-
onacgoctsy OOIT BO mo manpapneHuro moarotoBku 38.03.01 «3xornomukay, 10 OporpaMme Gaxa-
naspuama, paspadoragsoii B 'AOY AO BO "AcTpaxaHCKHHE TroCyIapCTBEHHBIM apXHTEKTYpPHO-
CTPOUTENBHEIA YHHBEpCHUTET', Ha Kadeape CHCTEM aBTOMAaTH3WPOBAHHOTO IPOEKTUPOBAHUS H MOJE-
spoBanus (paspaboravk — doyenm, k.m.H. Jleoscnuna FO.A., cm.npenodasamens Ilymax K.A.).

PaccMOTpeB IpencTaBiIeHHBIE HA PEIICH3UWI0 MAaTEepHalbl, PECH3EHT IPHINET K CIEAYIOIHAM
BBIBOZIAM: '

[penpspnernas pabodas nporpamMMa yaeOHoH AUCHUILIMHEE « KOMIBIOTEpHEIE CETH U MHDOP-
MalnuHoHHas GeszomacHocTs)» (anee mo tekery llporpamma) coorrercrByeT Tpebopanusam OI'OC BO
[I0 HAaNpPaBJICHUIO MOATOTOBKU 38.03.01 «3IKonomukay, yTBEPKIEHHOIO NpHKazoM MUHHCTEPCTBA
obpaszoBanus ¥ Hayku Poccuiickoit @enepanuu ot [2.11.2015 Nel327 u 3aperncTpupoBasHoro B Mu-
uiocte Poccun 30.11.2015 Ne39906.

Ilpencrasnernas B [IporpamMme axkTyanpHOCTE yueOHOH AMCHUIUIMHBI B paMKaxX peallh3anuy
OOII BO He nOANeXUT COMHEHHUIO — JUCLHUILIHHEA OTHOCHTCS K 8APUAMMUBHOT JACTH YIeOHOTO ITUKIIA
brnox 1 «Incrummmans.

Ilpencrasnennsie B [Iporpammve memu yueOHOH AMCIUIIIHHBI COOTBETCTBYIOT TPEOOBAaHHIM
OT'OC BO wanpasnerus norroroku 38.03.01 «Ixonomukay, npoduib TOATOTOBKHA «IKOHOMUKA
npeonpusmuil U Op2aHU3AYUL.

B coorsercrru ¢ IIporpammoi 3a pucnurnaoi «KoMIIBIOTEpHEIE CeTH ¥ HHOOPMAIHOHHAS
0€30IaCHOCTBY 3aKPEILIEHE! IBE KOMIIETEHIINH, KOTOPEIE PEATH3YIOTCS B OO BIBICHHEIX TPEOOBAHHUSIX.

Pesynprarsr ofyuenus, npeacraBieHHEble B [IporpaMme B KaTeropusx 3HaTh, YMETh, BIAAETE
COOTBETCTBYIOT CIIEIM(DUKE H CONEPIKAHHIO AUCIHIUIMHEL H IEMOHCTPHPYIOT BO3MOXHOCTE IIOIyde-
HHS 3asBJIEHHBIX PE3YJIETATOB. '

Wudopmanusa o B3aMMOCBA3H H3y4aeMBIX THUCHHIUIME W BOIIPOCAM HCKIIOUESHHS IyOaupoBa-
HUS B COREP)KAHUM TUCIUILIMH COOTBETCTBYET NEeHCTBUTENBHOCTH. YuebHas aucruunaria « KoMmmsro-
TepHBIC CeTH ¥ MHQOpMAUWOHHAsS 0e30TMaCHOCTE) B3aWMOCBI3aHa ¢ ApyruMu mucnmmimHamu OOIT
BO o nanpasnennio noarotosxu 38.03.01 «Ixonomura», poQuIsb TOOTOTORKA «IKOHOMUKA nped-
npuamull U Op2aHu3ayuLly A BO3MOXXHOCTE XyOIHPOBAHUS B COMEPIKAHUH OTCYTCTBYET.

Ilpencrasnennas IlporpamMma mpeanosiaracT HCIOIB30BAHUEC COBPEMEHHBIX 00Pa30BaTENbHEIX
TEXHOJIOTHH MPH peanusalliyd pasIidHbIX BUAOB yueOHOH paboTer. DopMel 06pa3oBaTenbHEIX TEXHO-
JIOTHH COOTBETCTBYIOT CTIeU(HUKE TUCIIUIUIHHEL

Hpencrasnennsle # onucanHbe B IIporpamme (popMe TeKymeH OLIEHKH 3HaHUK COOTBETCTBY-
0T crenuduKe JUCIUIUIHHD ¥ TPEOOBAHUAM K BHILYCKHHKAM.

Gopma IpOMEKYTOUHOM aTTecTalldy 3HAHMM GaKanagpa, TpeIyCMOTpeHHas IIporpammoi,
ocywmectigercs B popMe 3auema, sxsamena. QOpMEl OUCHKY 3HAHUH, IpeNCcTABICHHEEe B PaGouei
NPOTpaMMe, COOTBETCTBYIOT CIIEIM(HKE JUCIHILIHHE X TPEGOBAHUAM K BEITYCKHIKAM.

Y4eOHO-MeTOANIeCKOe 00eCIedeHne MUCIIUIIAHDI IPECTABIEHO OCHOBHOH, NOTOJHHATENb-
HOH JIATEPATYpOH, HHTEPHET-DPECYPgaMu U COOTBeTCTBYeT TpebopaumsM ®I'OC BO manpapienus
nonroTory 38.03.01 «Ixonomuxay, TpodhuIb TOATOTOBKE «DKOHOMUKA Npednpusmull i opeanu3a-
yum».

Marepransno-Texnuueckoe obecrieenne cooTsercTByeT Tpebosarnm OI'OC BO nampasie-
HES MOIrOTOBKYU 38.03.01 «Ikoromuxa» u cuenudure IUCHUIIUHE! «KOMIBIOTEDHEIE CETH W HH-



dbopmManmoHHas 6e30MACHOCTEY W 00eCIeYnBacT UCIONB30BAHNE COBPEMEHHEIX 00pa30BaTeNbHEIX, B
TOM UHCJIEe HHTEPAKTUBHBIX, METOLOB OOydeHH.

IIpencraBieHHBIE Ha PEIICH3UIO OIEHOYHEIE ¥ METOAMYECKUE MaTepUalibl HAPaBIECHU IOJT0-
TOBKH 38.03.01 «IKxoHomuray pa3paboTaHbl B COOTBETCTBHH C HOPMATHBHBIMH TOKYMEHTAaMH, IIPEX-
CTaBJIeHHEIMH B Iporpamme. OIEHOUHBIC B METONMYECKHE MaTepHaibl o aucrmmuHe «KoMIibro-
TepHBIE CeTH K HH(GOpManuoHHAS 0e30IaCHOCTEY IPEIHA3HAUEHE] UL TEKYINEro KOHTPOJLL B IIpOMe-
MKYTOUHON aTTECTAIMH H IIPEICTABIIIOT COO0H COBOKYIMHOCTH pa3paboTaHHBIX Kadenpoit «Cucmemsl
A6MOMAMU3UPOBAHHO20 HPOEKMUPOSAHUA U MOOENUpPOSaAHUe» MATepHaloB [ yCTaHOBIICHHI
YPOBHS ¥ KaYeCTBa JOCTYDKEHHS O0YJaIOIMMHACS Pe3yNbTaToOB O0yUCHHUS.

3amagaMu OLEHOYHBIX M METOOMYECKHX MATEPUANIOB SABJLICTCS KOHTPOJE ¥ YIpPaBICHHE IIPO-
IeccoM, NpHOOpeTeHHsd o0yJatomuMucs 3HaHUH, yMEHUH, HaBRIKOB H KOMIIETCHIINH, 3asdBJICHHBIX B
o6pazoBaresbHOM IporpaMMe IO JaHAOMY HalIPaBIICHHIO.

OneHoYHBIE X METOAUYECKHE MaTepUaIbl T0 JucHuumHe « KoMIBIoTepHbIe ceTr ¥ HHpOpMa-
IHOHHas 6€30aCHOCTE)» IPENCTABICHEL: TUIIOBEIMHE BOIIPOCAMH K 339€Ty M AK3aMEHY, THIOBBIMH 3a-
JlaHUAMH K KOHTPOJIBHOH paboTe, Kefc-cTamy.

JlagHEIe MaTepHaibl ITO3BOJLIIOT B IOJHON MEpe ONECHWUTEH PEe3YIbTATH OOYdYeHHs [0 JHCIH-
mnare «KoMisroTepHEie cetn ¥ mHGopManmonHas 6e3omacaocTsy B ATACY, a Taxxe ONEHHTDH CTe-
HEHb COPMUPOBAHHOCTH KOMMYHHKATHBHEIX yMEHHH M HaBBIKOB B chepe IpodecCHoHaTbHOro 00-
IOCHM.

OBUIUE BBIBOJAbI

Ha ocroBanmy IpoBeNeHHOM PElIeH3HH MOXHO CHEJIATh 3aK/IOYEHHE, YTO XapaKTep, CTPYKTY-
pa u comepkxanue paboyell IPOrpamMMEl, OLEHOYHBIX H METOJWYECKHX MATEPHAIOB JUCIUILIAHEI
«KommeroTepurle cetr ¥ uH(popMmanmonHas GeszomacHocts» OOIl BO mo mampasnemmo 38.03.01
«IKOHOMUKAY, TIO TIpOTpaMMe baxanaspuama, paspabotannas doyenmom, x.m.H Jexcnunoi FO.A.,
cm.npenooasamenem LLlymaxom KA. cootsercTyer Tpedosarmsm O®I'OC BO, coBpeMeHHEM Tpebo-
BaHHUAM OTpPAC/H, PHIHKA TPyJa, BpodeCCHOHANBHBIX CTaHAAPTOR HAIPABICHHS HOATOTOBKA 38.03.01
«IKoHOMUKa», TPOGUIE IOATOTOBKY «IKOHOMUKA NPeONPUAMUIL U OP2aHUSAYUILY.

Peniensent:

3aMeCTHTEND TUPEKTOPa ONePAIlMOHHOr0 oduca
«TeppuropruansHemi odpuc Acrpaxanckuii
IOx#oro ¢pumumana [TAO POCBAHK / J1.B. 3amapaeBa /

H. 0. D.




MunuctepcTBO 00pa30BaHHAA H HAYKH AcTpaXaHCKoO# o0aacTu
Il'ocynapcTBeHHOEe aBTOHOMHOE o0pa3oBaTeJbHOE YUPEeKIECHHUE
AcTpaxaHcKoOH o0OxacTH BrIcmero o0pa3oBanus
«ACTpaxaHCKHH rocyJapcTBeHHBIH apXUTEeKTYPHO-CTPOUTEJbHBIH YHH-

BEpCHTET»
(FAOY AO BO «ATACY»)
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HanvenoBanue JUCHHILIAHBE
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1. OueHoUYHbBIE H METOAMYECKHE MATEPHANBI JIsi POBeJeHUSI HPOMEKYTOYHOH aTTeCTANMMU M TeKYIero KOHTPOJIS 00yIar0IuX st

1o U CHHILINHE

OHCHO‘—IHHC H METOIUMYICCKHE MaTCPHUAJIBI ABJLICTCA HEOTHEMJIEMOH JaCThIO pa60qei/’1 IIPOrpaMMbl JUCHHILUIHHEI H HIPEACTABIICH B BUAEC OTACIIHLHOIO JO-

KyMeHTa

1.1. Ilepedens KoMmeTeHIMIA ¢ YKAZAHIEM ITANOR MX GOPMHUPOBAHHMS B Ipolecce 0CBOEHHUs 00Pa30BaTEILHOM IPOrpaMMBbI

Hupexc 1 popmyanposka

Homep u HamMeHOBAHME PE3YNLTATOB 00PA30BAHMS IO JUCIH-
nJjnge

Homep pazpesna xucuunIim-
HBY (B COOTBETCTBHM ¢ 1L.5.1)

DopMBbI KOHTPOJIS € KOH-
KpeTru3anuei 3aqaHns

xommerenui N (B COOTBETCTBMH C pa3xeaom 2) 1 2
IIK — 8 - ctocobHOCTBIO 3Harts: Ox3amen, Borpocs! 1.1-
HCIONB30BATh JVIS PEIIeH s 3aKOHOMEPHOCTH Pa3sBUTHA U (QyHKIIHOHMPOBAaHUA HHPOpMa- % 1.19, rect
AHAIMTINECKHX U UCCIEN0- | IIMOHHBIX CHCTEM B Pa3IMIHBIX OTPACIAX IPOMBIIIIEHHOCTH
BATENBCKAX 33714 CoBpe- | ¥ o0InecTBa
MECHHBIC TEXHHYCCKHE Vmers: Konrponsnas pa6ora,
cpencTBa i HEGOPMAIHOH- | MCIONB30BAThL HCTOYHHKH MH(BOPMAIHA U OCYINECTBILITS Kelic-cTam, TecT
HBIE TEXHOJIOTHH. c60p 1 06pabOTKy CTAaTHCTHUYECKUX NAHHBIX IS pEIICHUS 3a- X X
naq obecrrevenus VIB B pamkax cBoeil mpodeccHOHaNBHOM
JIEATENHHOCTH
Bnaners: X X Konrponrnas pabora,
MeToaMu aHamu3a cocrosausa b Keiic-CTau |
[K-10 - cmocoGHOCTEIO | 3HATH: : 3ayer, Bonpocs! 1.1-1.8,
HCIIOJIG30BATh YIS pelle- | 3HATh OCHOBHBIC HOHATHA H METOJBI 06paboTku U mepexadd HH- X TECT
HAS ~ KOMMYHMKATHBHBIX ¢dopmaruy B OBM # KOMIBIOTEPHBIX CETAX -
38789 COBPEMEHHBIE TEX- VmMers: KOHTPOJILH&S{ pabora,
HEYECKHE CPeCTBA 1 HH- | MCTIOIB30BATh HCTOUHHKH HH(pOpMALUK U OCYINECTBIATH cOOp H Kelc-craam, Tect
(OPMAITHOHHEIE TEXHOTO- 06paboTKy CTaTUCTHYECKHX JRHHEIX TIPH TPUHATAN OPraHi3an- X X
OHHO- yIpaBJIeHYeCKHMX pemenuii no obecrnedenuro b B pamxax
THE cBOeH IpoheCCHOHANBHOM eSTeIEHOCTH
Bnaners: KonrponsHas pabora,
BJIQJICTh NPAKTHYSCKMMH HaBBIKaMu 3KcIuryarauwu OBM u X X KeHc-CcTaau
KOMIBIOTEPHBIX ceTel (JIOKAIBHBIX ¥ II00aIbHbIX)




1.2. Onmcanue moxa3aTelell ¥ KPUTepHeB ONEHMBAHUS KOMIETEHIMIA Ha Pa3AHbIX 3Tanax uX (OPMHPOBAHMS, ONUCAHHE KA
OCHHBAHUA
1.2.1. IlepedeHs OLEHOYHBIX CPEICTB TeKym el OopMBI KOHTPOIA

HanMenoBanue
OL{EHOYHOr0 cpea-
CTBA

KpaTKan XapakTepucTHKA OMEHOYHOI'0 CPEACTRA

IlpeacrasiieHue OUEHOYHOT0 CPeACTBA
B (ponuae

KontpospHasg pa-
6ora

CpeﬂCTBO IIPOBEPKH yMeHHI’I TNIPUMCHATE NOJIYYCHHBIS 3HaHHA AT PEIICHILT 3aaY OIpenc-
JICHHOIrO THIIa 110 TEeME MU pa3zeiny

KoMimmekT KOHTPONBHBIX 3aJaHii 1o Ba-
pHAHTaM

Tect

CucreMa CTaHNapTH3MPOBAHHEIX 3aJaHuH, II03BOIISFOAA aBTOMaTH3HPOBAThL POLIEAYPY U3Me-
‘peHrs YPOBHS 3HaHHH H yMeHuUH 06yJaromerocs

Don TeCTOBBIX 3aMaHuH

Keiic-cTamn

[IpoGremuoe 3amanue, B KOTOPOM 00ydaromeMycs IpeiaratoT OCMBICIHTE PEATIBHYIO
npodeCCHOHANTBHO-OPASHTHPOBAHHYIO CUTYAIHIO, HEOOXOANMYIO Ui PEIeHH JAHHOH
pobIEMBI ‘

Tempr s pemenust Keic-cTaau




1.2.2. Onucanme noxasaTedeil H KPHTEPHEB ONEHHBAHAS KOMIETCHIUH Mo JUCUUIIMHE HA Pa3sJAHYHbIX 3TanaX uX (JOpMHPOBaHMA,
ONMCAHME MIKAJI OCHHBAHMS

Komnerennus, | ILmamupyemsle pe- IloxazaTeJ i M KPHTEPHE OlIeHHBAHNA Pe3yIbTATOB 00yUeHHs
ITANbI 3yJAbTATEI 00y4e- Huzxe noporosoro | Iloporossiii yposeus | IIpoasumyTsiil ypoBeHb Bricokuii ypoBeHb
OCBOCHHSA HHA ypOBHSA (3aureHo) (3auyreno) (3auteno)
KOMIIETeHIHH (He 3a4TEHO) ‘ ,

TIK — 8 - crioco6-
HOCTBIO HCIIOINb-
30BaTh I pe-
DICHUS aHAIUTH-
YeCKHX M WHccle-
JIOBaTEJIECKUX
3a/jad COBPEMEH-
HBIe TEXHUIECKHE
cpefcTBA H HH-
¢$hopMaLIHOHHEIS
TEXHOJIOTHH

3naer:

3aKOHOMeEp-
HOCTH pasBUTHI M
(hYHKIMOHUPOBAHII
HHPOPMAITHOHHBIX

CHCTEM B Pa3IAYHEIX
OTpaciiax IPOMBIII-
JIeHHOCTH H 00Ine-
crea (ITK-8)

Ob6yuaronmuics
3HACT M HE MOHHMAaeT
3aKOHOMEPHOCTH pas-
BUTHS U (PYHKIIHOHH-
poBarus HHPOPMAIIH-
OHHBIX CHCTEM B pas-
JIUYHBIX OTPacILIX
IPOMBIIUICHHOCTH U
obmecTsa.

HE

O6yuaromuiics 3HaeT

3aKOHOMEpPHOCTH pas-
BHTHS U (QYHKUPOHH-
poBaHus HHGOpPMALH-
OHHBIX CHCTEM B pas-
JIMYHBIX OTpacisiIx
NPOMBIIUIEHHOCTH ¥
06IIecTBa B THIIOBBIX
CHTYaIHIX.

[OHUMAET 3aKOHOMEPHO-
CTH pasBUTHS Y (QYHKIH-
OHHMpOBaHUS HHPOPMAIH-
OHHEBIX CHCTEM B pa3jIny-
HBEIX OTPAcisaX IIPOMBIII-
JICHHOCTH W ofInecTBa B
THIIOBBIX ~CHTYalWsIX ¥
CHTYallMsiX DOBBIIICHHOMH
CIIOMKHOCTH.

OGyuyarommiics 3HAET |

OOyyaromuiics 3Ha€T U IOHHMAeT
3aKOHOMEPHOCTH PasBUTHA H (yHK-
IMOHUPOBaHUS  HMH(POPMAIMOHHEIX
CHICTEM B Pa3IMYHBIX OTPACIfX IPo-
MBIIUIEHHOCTH ¥ O0IIeCTBa B CHTya-
HUSX [OBBIICHHOH CIIOXKHOCTH, a
Taxke B HECTAHIAPTHBIX WM HeIpej-
BUJCHHBIX CHTYaLUIX, CO3LaBas IpH
9TOM HOBBIC NpaBWiIa U ANTOPHUTMBI
JeHCTBUH.

VMeeT ucnons30BaTh
HCTOYHHKH HHQOP-
MalUM M OCYLIECTB-
nark cbop u obpa-
OOTKY cTaTuCTHYe-
CKHX [ aHHBIX [UIA
peleHus 3aja4
obecrieuenun. b B
paMKax cBoed mpo-
teccuoHanbHON Aed-
tensHocTH (ITK-8).

Obygaroruiics He
yMEeT HCHOIb30BATh
HUCTOYHHKY HHOpMa-
LM B OCYLIECTBIATH
coop m obOpaboTKy
CTATHCTHYECKUX JaH-
HBIX JUIS penIeHus 3a-
Iau obecneucHus KB
B paMKax CBOeH Impo-
teccHoHANBHOR  Jies-
TEJIEHOCTH.

OO6yuaromuiicst ymeer
HCIIONIB30BAaTh MCTOY-
HEKH UHQOpPMAUMH H
ocCyIlecTRIATE cOop U
00paboTKy CTaTHUCTH-
YEeCKMX [JaHHBIX JUIA
peleHus 3amad obec-
neyenus b B pamxax
cBOeH npodeccro-
HAJIBHOH  JIeITEIHHO-
CTH B THIIOBBIX CHTYa-
HSX.

Ob6yyarompiics yMeer uc-
MOJIB30BATh HCTOYHHKHA
HHGOpPMAIMM M OCYILECTB-
a9tk cbop u  oOpaboTKy
CTATHCTHYECKHAX  JAaHHBIX
I pelneHus 3amad obec-
neuennst Wb B pamkax cBo-
eif npodeccHOHAIBHON Me-
ATEIFHOCTH B THIIOBBIX
CHTyalliX W CHTYaIHsIX
TTOBBIIICHHOH CHOMXHOCTH.

Ob6yuaromuiics yMeeT HCIIONE30BaTh
UCTOYHHKH HHPOpMAMK M OCY-
IIECTBIIATE ¢OOp U 00paboTKy cTaTru-
CTHUECKMX HaHHBIX I/ pelieHus 3a-
nmau obecrieuenus b B pamkax cBoeit
IPOeCCHOHANBEHOH IeSTeIbHOCTH B
CHTYalMaX TIOBBIIEHHBON CIIOMKHOCTH,
a Take B HECTAHJAPTHBIX M HETpes-
BHIICHHBIX CHTYyallWsiX, CO3JaBas IIpu
5TOM HOBBIE MpPABHIA M AJTOPHUTMBL
JeHCTBHH.

Bnageer wmerogamu
agaM3a  COCTOSHHS
HB (I1K-8)

O6yyarommiics He
BlageeT  MeTOHaM¥

aHauu3a COCTOSHMA
Ub.

O6yuarommiics Biage-
eT MeTOJaMH aHAJIU-
3a cocrosuusg Vb B
THIIOBBIX CUTYALHSIX.

Obyuyaromuiics  BiIageer
MeTOHdaMH aHaju3a Co-
crosaua b 8 TUROBRIX
CUTYAIMsAX M CHTYalUsX
HOBBIIEHHOM CIOMKHOCTH.

OO6yyaromuiics BiaageeT METOTAMHU
aranusa coctosuus Vb B curyanusax
ITOBEIIIEHHOM CIIOKHOCTH, 4 TAKKe B
HECTAHHAPTHBIX U HENPEABHACHHBIX
CHUTYalUsIX, CO3aBas IPH STOM HOBEIE




ITpaBrUId ¥ AJICOPHTMEIL eHCTBHH.

TIK-10 — cmo-
COOHOCTBIO HC-
II0JB30BaTh IS
pelIeHHus KOM-
MYHHKATHBHBIX
3a:ad  COBpe-
MEHHBIC TEXHH-
YecKHe  Ccpel-
cTBa ¥ wHDOP-
MAaIHOHHEIE

TEXHOIOTHH

3HaeT:  OCHOBHEIE
TIOHATHA M METOJBI
o6paboTku u mepe-
Jauu uedopManuy B
OBM © KOMIIBIO-
TepHBIX cerax (IIK-
10)

O6yuarouuiics  He
3HAET M He TOHUMAeT
OCHOBHBIC TIOHATHI H
MeToabl 00paboTKu U
nepefayn  uHpOpMA-
uua B OBM u xoMm-

TIBYOTEPHBIX CCTAX.

OG6yuarowmifcss 3HaeT
OCHOBHEIE IOHATHI H
MeTombl 00paboTku U
gepenayd WHQOpMa-
g 8 O9BM u kowm-
IOBIOTEPHEIX CETAX B
THITOBBIX CHTYaIHSIX.

OO6yuaroruiics 3maeT M
TOHHMAaeT OCHOBHEIE I10-
HATHA ¥ METOABI 00paboT-
K4 ¥ nepemayn uabOpMa-
g B DOBM n xommeio-
TEpHBIX CETSIX B THIIOBBIX
CHTyalliIX M CHTYaLHIX
TIOBBINIEHHO# CII0XKHOCTH.

OOyuarougiics 3HaeT U NOHUMAET OC-
HOBHBIE ITOHATHA M MeToapl o6pabor-
K4 ¥ nepegadn uapopmanpu B IBM u
KOMIIBIOTEePHEIX CETAX B HECTAHIAPT-
HBIX W HENpPeIBUIEHHBIX CHTYaIUsIX,
co3zaBasi IIPH 3TOM HOBEHIC IIPaBHIA U
aJrOpPUTMBI ACHCTBHI.

VMeer  HCHOJIB30-
BaTh HCTOYHUKH
uHGOpMALUHA U

OCYIIEeCTBIATE COOp
u 00paboTKy cTaTH-
CTMYECKMX NaHHBIX
OpH NPHHATHH Op-
raHU3aHOHHO-

YTIPaBICHIECKUX

pemeHuii mo obec-
neuenuio b B pam-
Kax cBoeH mpodec-
CHOHAILHOH  ged-
tenpHOoCcTH (TK-10).

OGyuarormiics He
yMEeT HCIONB30BaTh
HCTOYHHUKH HH(OpMa-
IMH ¥ OCYINECTBIIATH
coop u o6paboTKy
CTaTHCTHYECKUX JaH-
HBIX JUTA PEILCHHS 3a-
nau obecmeuenus Wb
B paMxax CBOed Ipo-
¢deccroHanbHON  e-
TEJIHOCTH.

OOyuaronmiicss ymeer
HCIIOJNIB30BaTh UCTOY-
HUKH HHGOpPMalMH HU
OCYLUECTBIATE cOop H
06paboTKy CTaTHCTH-
YeCKMX MHaHHBIX UL
pelueHHs 3amay obec-
neuenust Mb B pamkax
cBoei npodeccuo-
HANBHOH  JIEATENILHO-
CTH B THIIOBBIX CHTYya-
LHSIX.

OO0yyaromuiics ymeer Hc-
[IOJIb30BATh HCTOYHHKH
HH(OpMaLUH U OCYHIECTB-
nate cb6op M 0oOpaboTKy
CTATHCTHYSCKUX  JAHHBIX
JUI peleHus 3agay obec-
neyenus b B paMxax cBo-
el npodeccroHanbHOR He-
SATEILHOCTH B THIIOBBIX
CUTyaIaX M CHTYyalusax
TIOBBIIIEHHOU CIIOYKHOCTH.

O6yuaromuiics yMeeT HCIoJdb30BaATH
HCTOYHHKM HHpOpMalMu #  ocCy-
IEeCTBIITE cOOp U 00paboTKy craTu-
CTHYECKHUX JAHHBIX UL pelIeHHA 3a-
nau obecneuenus b B pamkax cBoeit
npoecCCHOHANBHOM IeSATENbHOCTH B
CHTYalMsIX MOBBIIEHHOH CNOMXHOCTH,
a TalKe B HECTAHJIAPTHHIX U HEIpen-
BUICHHBIX CHTYaUHIX, CO3HaBas MpH
9TOM HOBBIE IIPaBWIA U AJITOPUTMEL
neHcTBHi.

Bnageer mnpaxruue-
CKMMHM  HaBBIKAMH
axcryarauua OBM
d  KOMIBIOTEPHBIX
cereil (JIOKaNBHBIX U
rmobanererx)  (ITK-
10)

O6yJaromuiics He

BIaACeT  IPaKTHYe-
CKUMH HaBBIKAMH
axcruyaranug OBM u

KOMITBIOTepPHBIX ceTeit
(JIOKaJIBHBIX W TJIO-
OaJILHBIX).

Ob6yuaromuiics  Bia-
JeerT MPaKTHYECKHMU
HABBIKAMH  9KCIUTya-
Tamuun OBM m KoM-
NBIOTEPHBIX cerei
(JIOKQJIBHEIX ¥ IJIO-
OaJIbHEIX)B  THUIIOBBIX
CUTYALIHSIX.

Obyuaronnuiicss  BiaJieeT
TPAKTHYECKUMY HABBIKAMH
skciutyaranquy  OBM  u
KOMITBIOTEPHEIX cereit
(IOKTbHBIX H  DI0Oasb-
HBIX)B THIIOBBIX CHTYyaIlH-
IX W CHTYalUsSX [IOBBI-
IIEHHOM CJIOYKHOCTH.

OOygaromuiicss BrajgeeT IpaKTHIe-
CKMMH  HaBBIKAMH  SKCIUTyaTaIlHH
OBM u KOMITHIOTEPHEIX ceTeil (Jo-
KaJIBHBIX U TJI00aNbHBIX)B CHTYALHAX
TIOBBIIIEHHOM CIIOJKHOCTH, & TakXe B
HECTAH/JApPTHRIX M HENPeIBHOSHHBIX
CHTyalMsX, CO3AaBas IPH 3TOM HO-
BBI€ NIPaBHJIA M &JITOPHTMBI A CTBHH.




1.2.3. Ixaia oxeHHBaAHAA

YpoBeHs NOCTWKEHHH

OtMmeTka B 5-6abHOH 1IKaIe

3aureHo/ He 3aUTeHO

BBICOKHE «S»(oTIHYHo) 32YTEHO

IIPOIBHHYTHIH «4»(xopowo) 3a4YTEHO

TIOpOTOBBIH «3»(YOOBJIETBOPUTEIIHHO) 3a4YTeHO
HIDKE HOPOroBOro «2»(HeyOBIIETBOPUTEIIHHO) HE 334TeHO




2. TuemoBble KOHTPOJILHbIE 3aJaHHA WA HHbIe MaTepHAJIbl, HEOOXOXHMBIC A
OIEHKH Pe3yJIbTATOB 0CBOSHHS 00pa30BaTe/IbHON HPOrpaMMbI

THIIOBBIE 3AJAHWS JIJISI HPOBENEHUA MPOMEKYTOYHOMN ATTECTAITUM:
2.1. 3ager

a) THIOBEIE BONpockl: 3HaTh (IIK-10):
1. OcHOBH HHGOPMALEOHHON GE30IIACHOCTH.

1.1. OcHOBHEIE TOHITHA HHPOPMAIHOHHON 6€301aCHOCTH.,

1.2. Mogemuposanue yrpo3 b: pasnaassie MOAXOIEL

1.3. Kpunrrorpaduaeckue aIrOpATMEL

1.4. MeTtonp! KpAIITOAHATH34.

1.5. DxorOMEKA MHOOPMAIMOHHOM 6€30IIaCHOCTH Ha IPAMEPE OIIEHKH KPHIITOCHCTEM.

1.6. Kpurrronposafinepsr. OcoOeHEOCTH HCIOIB30BaHMA A OyXIaNTepCKAX CHCTEM.

1.7. API mis pabotel ¢ kpunToceparcamr Windows.

1.8. Kpurrrorpaduaeckue ¢yaxmmu B NET Framework.

1.9. XML- xpunrorpadus.

1.10. [I1ab10HET ACIOIE30BaHEA KPHOTOIpadhaIeCKuX QYEKIHM B 6yXralTepCKUX MPHI0XKEHHIX.

1.11. IIpobnema ayTeETADHAKAIVH,

1.12. ViadpacTpyKTypa OTKPHITHIX KIFOIEH.

1.13. IIpotoxoss! ayrenTudrxammy B Windows

1.14. CucreMs! yripaBieHHs HACHTHIHOCTEIO.

1.15. Kpunrorpadmaeckne Mexanm3mel Windows.

1.16. 3ammTa OT BUPYCHEIX YTPO3.

1.17. Anamm3 3amq@IneHHOCTH OyxranTepckod MHGOPMANMOHHOR CHCTEMEI Ha OCHOBE BEHIABIICHHS

ysa3BAMOCTeH 1 0OHAPYKEHHI BTOPKCHHAH.

1.18. 3ammTa OT CETEBHIX aTaK Ha OCHOBE MEXCETEBOI0 SKPaHUPOBAHH.

1.19. Aymat madopMarmoEHON 6€30IaCHOCTH CHCTEMBI OYXTanTepCcKOro ydera  ayJura.
6)  KpUTEpHH OICHHMBAHWAI.

IIpu ONeHKe 3HAHWH HA 3aUeTe YUMTEBAETCS:

1. Yporers chopMUPOBaHHOCTH KOMIIETCHITHH.
2. YpOBeHb YCBOEHHS TEOPETHICCKIX ITOJOXKEHIH JACIATUINHEL, IPABAIBFHOCTE (hOPMyIHPOBKA OC-
HOBHBIX ITIOHATHH U 3aKOHOMEPHOCTEH.
3. Yporens 3HaHKA (aKTHICCKOTO MaTepHaia B 00beMe IporpaMMeL.
4. Jloruka, CTPYKTypa X IpaMOTHOCTb H3JIOXKEHH BOIIPOCa.
5. YMeHme CBS3aTh TEOPHIO C IPAKTHKOH.
6. YmMenne nenath 0000ImeH s, BEBOIEI.
Ne o/ {Onenxa , Kputepnn onenkn
1 OTIMYHO OTBeTEL Ha IOCTABIICHEEIE BONPOCE! W3NArar0TCs JIOTHIHO, OCIIEX0BATeNBHO | He TpeOyIoT 1o-
IOJIHWTENLHBIX ToscHeHuH, [1oHo PACKPBIBAIOTCA NPHIHHHO-CICOCTBCHHBIC CBA3H MEXTY AB-
JeHWIMH ¥ cOOHITrsmMH. JenatoTes 060CHOBAHHEIE BEIBOIEL, JIeMOHCTPHPYIOTCS TIy0OKUe 3Ha-
Hui1 6a30BbIX HODMAaTHBHO-IPABOBEIX aKTOB. CoBIIOMAI0TCs HOPMEL JIUTEPaTypHOH pedn.
2 XOpOIHO OTBeTH Ha IOCTABICHHBIE BOIIPOCH! M3IArdrOTCA CHCTEMATHINPOBAHO X IIOCICAOBATEIBHO. Ba-
30BBIC HOPMATHBHO-IPABOBLIC aKThI HCIIOJIB3YIOTCA, HO B HEHOCTATOYHOM obseme. MaTCpHaJI
73AraeTcs YRepeHHO. PacKphIThH NPHIHEHO-CIEICTBEHHEIE CBI3Y MEKITY SBICHUIMH B COOBI-
THAMH. [eMOHCTPUPYETCs yMEHNE aHAIM3HPOBATh MaTepHall, OHAKO He BCE BEIBOJB! HOCAT
apmemnpox;ammﬁ H TOKa3aTeIhHBIH XapakKTep. Coﬁmonamcx HOPMDEI! JlmepaTypHoﬁ pedn.
3 VnopneTro- | JOLyCKarOTCS HapyIIeHHS B OCHEN0BATCIFHOCTH H3NoxeHud. MMerotest ymoMuHaras 06 ot-
pPITC.TIBHO JCIBHBIX 6a30BEIX HOPMATUBHO-TIPABOBLIX aKTaX. Hemnomro PACKPBIBAXOTCA IPHIHNHHO-
CIICICTBEHHBIE CBS3H MEX[y ABICHIIMU U COOBITIAMH. JleMOHCTPHPYIOTCS IOBEPXHOCTHRIE
3HagHyA BOIIPOCA, C TPYHAOM PECINAIOTCA KOHKPETHRIC 3aAa4H. Hmerotcs 3aTPyXHEHNA C BRIBOJAA-
MH. HOIIYCKaIOTCSI HApyIIeHud HOpM JlmeparypHoﬁ PCIH.
4 Heynosners Marepuan usaraeTcs HeIIOCISAOBATEIHLHO, COHBINEO, He TIpeACTABIIIST ONPENeIeHH0oN cucTe-
MBI 3HaBwi 1o rucmurEe. He packpsBaroTcs IpHIHHEO-CIICACTBEHHEIC CBI3H MKy ABIE-
HHAMH B cobbiTiavMu. He nporowres aHanmu3. BEIBOIE! 0TCYTCTBYIOT. OTBETH! Ha JIOHONHHE-
TEJHHBIC BOIIPOCHI OTCYTCTBYIOT. ViMeroTcs 3aMeTHEIS HapyldeHusd HOpM nmepaTypHoﬁ peaa.

OPHTCIIBbHO




5 3agreso BrICTaBNIsAeTCA HPY COOTBETCTBHH MApaMeTpaM 3K3aMEHAMOHHOM IMKamel Ha YPOBHAX
KOTIIHYHOY, KXOPOMIOY», KYHOBNETBOPHTEIBHOY. :

6 He 3agTeH0 | BricTaBiieTcs npn COOTBETCTRAY apaMeTpaM 3K3aMEHaI[HOHHOM KAkl Ha YPOBHE KHEYLO-

BIIETBOPHTENEHOY.

2.2. 3x3aMeH
a) TamoBsle Bopoce: 3uare (IIK-8):
1. OCHOBBI TOKaTBHBIX U TIOOANEHBIX KOMIIBIOTEPHBIX CETEH.
1.1. TlomsTRe, apXUTEKTypa A KIaCCH(UKAINI KOMIIBIOTEPHBIX CETEH.
1.2. Hasnauenwe JOKAITBHEIX KOMIBIOTEPHEIX ceTell, HX KOMIIOHEHTH B Tonoorrd. OcobernocTr
HCIOJB30BaHMS B OyXTaITEPCKOM YIETe.
1.3. Hazgauenwe u CTpyKTypa riuobambHbX ceredf. OCOOCHHOCTH MCIIONB30BaHMS B Oyxraurep-
CKOM y9€Te ¥ ayIuTe.
1.4. IIpoTOKOIEL, STATOEHAS MOLEIE B3aUMOACHCTBUS OTKPBITEIX CHCTEM OSL.
1.5. IonsTHe M MOIETH apXUTEKTYPEL «KJIHEHT-CEPBEP.
1.6. AmMurHUECTpaTHBHOE yCTPOHCTBO ceTH MHTEepHeT.
1.7. OcHOBHBIE CEPBHCH B TeXHONOrHH ceTi MuTepreT. OCOOEHHOCTH HCIONB30BaHAA B Oyxrai-
TEPCKOM ydeTe U ayIuTe.
1.8. Cozmanme HTML-noxymerToB Uit myOimkanyu Ha Web-cepBepax
6)  KpHTEepHH OLCHUBAHMI.
ITpu oneHKe 3HaHWH Ha SK3aMEHE qu:r,mae:rc;z
1. YposeHs chOpMHEPOBAHHOCTH KOMIIETEHITHH.
2. YPOBEHD YCBOCHHS TCOPETUICCKUX IIOJIOXEHIN JUCIUIUIHHEL, IPABIIBHOCTE (HOPMYIHPOBKA OC-
HOBHBIX ITOHATHH U 3aKOHOMEPHOCTEH.
3. YpoBeHb 3HaHUS (aKTAIECCKOTO MaTepHaia B 00beMe IPOrPaMMEL.
4. Jlormka, CTpYKTypa X IPaMOTHOCTb H3JIOXKEHWS BOIIPOCA.
5. YMerve CBA3aTh TEOPHIO C IIPAKTHKOH.
6. YMeHue nenarh 0000Ierrs, BEIBOIEL.

Ne /i [(Onerxa Kputepun onesxu

1 OTIHYIHO OTBeTH! Ha TOCTABIICHHEIe BONPOCE! H3TATAI0TCS JIOTHIHO, IIOCIEHOBATEILHO ¥ HE TpeQyIoT 10-
TIOTHHTETHHEIX MoAcHe . I10Ho pacKprIBatOTCS NPHIHHHO-CII6ACTBEHHBIE CBA3H MEXIY sB-
nerEsME B coGsrrusaMu. lenatores 060CHOBaHAkIe BEIBOIEL. JleMOHCTPHPYIOTCS NIy0OKHde 3Ha-
HEA 6a30BBIX HOPMAaTHBHO-IPABOBEIX akToB. CoOIE0Jar0TCA HOPME! INTEpaTyPHOH peun.

2 Xoporto OTBeTE! Ha IIOCTABIICHAEIE BONPOCEH! W3JIATAI0TCS CHCTEMAaTH3HPOBAHO | IIOCeI0BaTeNbHO. Ba-
30BBI€ HOPMAaTHBHO-IPABOBEIE aKTHI MCIIONB3YIOTCS, HO B HEocTaToIHOM 06beMe, Mareprat
H3IIaracTcs yBePEHHO. PaCKPEITE IPHIHHHO-CIIeICTBEHHBIE CBI3H MEKITY ABJICHMAMHE ¥ COOBI-
TEIME. JIeMOBCTPHUpPYETCS YMECHAE aHAIH3HPOBATh MaTepHall, OIHAKO HE BCE BBIBOABI HOCAT
apryMEHTHPOBAHHEIA M JOKa3aTeNIbHEL Xapakrep. Co0ixoaroTes HOPMSBI INTEpaTyPHOH pedn.
3 VnopmerBo- | JomyckaroTcs HapyMmeHHs B NOCIEN0BATEIFHOCTH H3I0Ke !, FIMeroTcst yroMuHaHuA 06 oT-
PUTETEHO JeNLHEIX 6a30BRIX HOPMATHBHO-IPABOBEIX aKTaX. HeIoIHO pacKphIBaOTCA IPAYHHHO-
CIIEICTBEHHEIE CBI3Y MEXIY SBICHUAMH X COOBITHIMY. JIEeMOHECTPHPYIOTCS IOBEPXHOCTHbIE
3HAHHWS BOIPOCE, ¢ TPYIOM PEINaroTCs KOHKPETHBIE 3a1aqn. FIMeroTes 3aTpy HEHNS ¢ BEIBOJA-
Mu. [JonyckaroTes HapyIIeHHs HOpM JIMTepaTypHOii pegx.

4 Heynopners | Marepran usnaraetcs HENOCIeI0BaTENBHO, COUBIMBO, He IIPECTABIAET ONPeCIIeHHOM crcTe-
opuTensHO | M 3HaHu o pEcummaHe, He packprBaroTes NPHIWHHEO-CIeACTBEHHARIE CBA3H MEXIY SIBJIC-
HEsME ¥ coOpITHaMH. He npoRoguTes agamys. BEBOABL OTCYTCTBYIOT. OTBETHI Ha HOIOHH-
TEJILHBIE BOIPOCKI OTCYTCTBYIOT. MIMeIoTCH 3aMeTHEIe Hapy ISy HOPM JIMTEPaTyPHOH PeUH.

THIIOBBIE 3ATAHMA JJIA MPOBETEHIA TEKYIIET O KOHTPOJLA:
2.3. Konrpoasnas pabora.

A) THIIOBEIE BOIIPOCH (3ananns): ¥Ymers (IIK-8, ITK-10), Baagers (IIK-8, ITK-10):

3aganne Ha KOHTPOaLHYI0 pabory «Paspaborka noanraxa nEOpManmoHHOH (e30acHoCTH»
Annoranus: Ilepen cTymeETaMu CTaBHTCH 3alada pa3paboTaTh MOMUTHKY HHOOPMAITMOHHOR
Oe30macHOCTH pacgeTHON wacTy Bysa ¢ HCIONB30BaHAeM OOIMENPHHATEHX MaGIOHOB ¥ YYETOM CIIe-
ITEQUKA IeSTeNbHOCTH ITOAPa3eICHIIS.
10



Mertoangeckne ykasanus :

o VI3yunTh mabIoHsl JOKYMEHTOB, OIMCHBAIOIIAX HONHTAKY HHQOPMANHOHHOR 6€30IacHOCTH
OpraHm3aliH, IpeACTaBIeHHEIE B pasnene « Ilonumuka besonacrnocmu « caiira SecurityPolicy.ru (oc-
HOBHAs IeNb IpoekTa SecurityPolicy.ru — co3nanue coOOMECTBOM CICIUAINCTOB KOMIUIEKTOB THIIO-
BBIX JIOKYMEHTOB 0 MHGOPMAanMOHHOH 0€30IMacHOCTH AV Pa3siHYHBIX OpTaHM3alMH, KOTOPBEIMH MO-
T'YT BOCIIONIB30BAaThCS BCE JKeNaromue 0e3 orpaHmueHui, a Taxxe nmofdopka madiIoHOB JOKYMEHTOB
110 HHQOPMAITMOHHOH 6e30IIaCHOCTH, 3aKOHOIATENbHBIX ¥ HOPMAaTHBHEIX aKTOB)

o V3y4nTh YCTAB B CTpaTerudeckue ey cBoero BY3a (daxynprera/xadenpsi)

o [TomoGpats Hauboiee TOXKOISINHY WabnoH OOKyMeHma I OIACAHU MONHTHKA 6e30nacHo-
cra BY3a (moapasnenernus), Ipu #e06X0MMOCTH MONUGHIHPOBAB €r0 CTPYKTYPY

« PaspaGorars nomuruky GesomacHocTr BY3a (ozxpasneneHus) ¢ y9eToM CHENU(UKH €ro mes-
TEIBHOCTH U IUTAHOB Pa3sBUTUA

Kparxkne arorn
B pe3ynpTaTe BEIMIOIHEHUSA KOHTPOIBHOM pabOThl CTYNEHTHI AOIDKHEL

* IOHATH BAXHOCTH MCIONBL30BAHAS OPraHM3allHOHHEIX Mep it obecredeHys HHGOPMAaUOH-
HOH 6e3omacHOCTH

e MOJYYHUTE NPAaKTAYECKHE HABBHIKK Pa3spaboTKH HMONHTHKH HH(MOPMAIIHOHHOH 0€30IIacHOCTH C
Y9€TOM HY)KI KOHKPETHOH OpraHA3aIluy U IIpPIHSITL]X CTaHJapTOB
6) KPHUTEPHH OLCHABAHHS.

Bremomasercs B uceMeRHOH Gopme. IIpu orierke paboTHl CTy[EHTa YIHTHIBACTC:

1. IpaBmisHOCTE OQOPMITCHUS KOHTPOILHOH paboTh! (pedepara, oKIana, cce ’ T.h.)

2. YpoBeHS cOPMHPOBAHHOCTH KOMIIETCHIIIH,

3. Vposens YCBOEHHS TEOPETHYECKIX TIOJOXEHIH JUCIUILIHHE, IPAaBHIEHOCTE QOPMYyIHPOBKH OC-
HOBHEIX IIOHSTHH U 3aKOHOMEPHOCTEH.

4. YpopeHb 3HaHUA (AKTHIECKOr0 MaTepHala B 00beMe IIPOrpaMMBL

5. Jlormka, CTpyKTypa X TpaMOTHOCTE H3JIOXKEHWS MACEMEHHOR paboThL.

6. YMeHwme CBA3aTh TEOPHIO C IPAKTHKOH.

7. Ymenue nenatsh 0000IIeH S, BRIBOJIEL.

Ne i/r  [(Onenka Kpurepun onesxu
1 OminyHo CrynesT BemIonHI paboty 6e3 ommubOK ¥ HeNOUETOB, JOIMYCTIII He oJiee OHOr0
HesloyeTa '
2 Xopomo CTyneHT BBITONHII paboTy MOIHOCTEIO, HO HOIYCTHI B Heil He 6onee onHOH He-
rpy6oii ormubKU B OJTHOrO HeJoderTa, WiK He Goee IByX HEJIOYETOB
3 Vmosnetopu | CTyNEHT IPAaBHISHO BENIOIHI HE MEHES [IONOBHHEI PaGOTHI MM IOTyCTHII He 60~
TeJILHO Jiee IBYX rpy6six ommboK, WK He Gonee onHOM rpy6oit u oaHoi Herpy6oii ommb-

KH H OJHOTI0 HeJ(04YeTa, WiIH He Ooiee AByX-TpexX HerpyOsIx omMOOK, WIH OZHOH
Herpy0oii ommOKy ¥ TpeX HeJO9IeTOB, HIH IPHU OTCYTCTBHH OMMOOK, HO TIpH HaM-
MM YCTBIPEX-ILTH HEJI0YSTOB, IVIOXO 3HACT MATSPHall, OMyCKACT HCKKSHHE

(baxToB
4 Heynosnerso | CTyREeHT JOIYCTHI YHCIO OIMMOOK ¥ HeJOIETOB IPEBOCKONSIIES HOPMY, IIPH KOTO-
PHTEIIHHO poit MOxKeT OBITh BEICTABIICHA OLIEHKA «3%, FUIH €CJI IIPABIUIEHO BHIIOIHII MEHEe
TIOJIOBUHEI pabOTEI :
5 3agTerHo BrrcTaBnsgercs mpu COOTBETCTBHH ITapaMeTpaM SK3aMEHAIOHHOH IMKaIIb
Ha YPOBHSAX «OTJIHYHOY, «XOPOINOY, KYAOBICTROPHTEIHHOY.
6 He 3agreno | BricTaBisercs mpr COOTBETCTBHE HapaMeTpaM 3K3aMEeHAIIMOHHOMN [IKaIbI

Ha YPOBHE HEYIOBJICTBOPATEIHHOY,

2.4. Tecr.
a) THIIOBBIE 3amauus (Ipunoxerue 1): 3HaTb (TIK-8, HK-ID), YMeTL (1IK-8, ITK-10):
6) KPHTEPHH OLCHUBAHUS.
IIpu onerxe 3HaHMI ONEHUBARYA TECTOB YIUTHIBACTCH:
1. VpoBeHb CHOPMHEPOBAHHOCTH KOMIIETEHIIHIA.
2. YpOBEHb YCBOCHHA TEOPETHICSCKHX IIOJIOKCHHM MUCIMILIAHEL, HIPaBHIBHOCTE HOpMy-
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2. VPOBEHE YCBOEGHHSA TEOPETHICCKHX IOJIOKEGHMN IHCIHIUIFHBL, IIPAaBIILHOCTE QOpMy-
JPOBKH OCHOBHBIX ITOHATHH B 3aKOHOMEPHOCTEH.

3. VpoBeHb 3HaHHS (aKTHIECKOro MaTeprana B 06beMe IporpaMMEL.
4. Jloruxa, CTpyKTypa B IpaMOTHOCTS H3JI0OKEHHA BOIIPOCa.
5. YMerMe CBA3aTh TEOPHIO C IPAKTHKOH.
6. YMmeHue nenath 0000ImeHns, BEIBOIEL _
Ne i/ {Onenxa Kpuarepnn onenkn
1 Otuaso BEITIONTHEHE! CIICAYIOIIHE YCIIOBHA:
- JlaHs] paBWIbHbIC OTBETH He MeHee deM Ha 90% BOIpOCOoB TecTa, HCKIFOYAs BOIPOCHI,
Ha KOTOpBIE CTYISHT NOJDKEH HaTh CBOOOINHEIH OTBET;
Ha BCE BOIPOCHL, IIPEIIOIaratolye CBOGOJHEIM OTBET, CTYNCHT Jall IpaBUIbHEIA H 1T0JI-
HEIA OTBET.
2 Xopomo BEIIOJIHEHE! CIICXYIOIIHE YCIOBHA:
- [IaHpl IPaBIIIBHEIE OTBETHI He MEHee 9eM Ha 75% BOIPOCOB TeCTa, HCKIIoYast BOIPOCE,
Ha KOTOpPbIe CTY[ACHT HOJDKEH HaTh CBOOONHBIH OTBET;
- Ha BCE BOMPOCHI, IPEIIIONIATarOHe CBOOOMHEIN OTBET, CTYAEHT JaJl IIPaBWILHBIH OTBET,
HO JONYCTII He3HAYNTENBHEIS OMMOKH H He TTOKa3aT He0OX0AUMOM ITOIHOTEL
3 YIOBIeTBO- | ©CNH BBIIOIHEHB! CISIYIOMIE YCIOBHS:
[PETETIFHO - aHB! IIpaBHIbHEIE OTBETH He MeHee yeM Ha 50% BOIIPOCOB TECTa, HCKITI0Yas BOIPOCHL,
Ha KOTOPEIe CTYAEHT JOJDKEH aTh CBOOOHEIN OTBET;
- Ha BCE BOIPOCHI, IPEeAIIONaraoniie CBOOOIHEL 0TBET, CTYICHT Aal HeNPOTHBOPEUHBEIH
OTBET, WIH [IPH OTBETe NOIlyCTWII 3HAYMTENbHEIe HETOYHOCTH M HE IOKa3aJl IIOJIHOTEL.
4 Heynosners | CTyIS€HTOM He BHITIOIHEHB! YCJIOBKS, IIPEATIONAraroye OIEHKY «Y JOBJIETBOPHTEBHOY.
OpHUTEIHHO
5 3agresHo BricrapnseTcs Mpy COOTBETCTBHH HapaMeTpaM 5SK3aMEeHAIMOHHOK INKambsl Ha YPOBHAX
: KOTIIFYHOY, KXOPOIIOY, «YIOBISTBOPHTEIIHHOY.
6 He 3aurero | BricraBisgercs mpy COOTBETCTBUH ITapaMeTpaM 5K3aMEHAIMOHHOM IKATEl HA YPOBHE
«HEYZOBJIETBOPUTEIHHO.

2.5. Keiic-ctagn »
a) THITOBHIE 3amanys (mpuioxende 2): Ymers (IIK-8, ITK-10), Baragers (IIK-8, IIK-10):
TTopsnox (anroprT™) paboTEI 110 KEHC — METOTY
Opraruzanuonnas 9acTh. Belnada kelica.
VunusuayansHas caMocTosTenbHas pabora cTymeRTOB ¢ KedcoM. llomydeHme HONOIHHTENBHOM

nedGOpMAITHH.

IIpoBepka yCBOSHMS TEOPETHIESCKOTO MaTepHaia II0 TeMe.
Pabota cTynmeETOB B MUKpOIpyIIIax.
Juckyccust (KOJUIeKTHBHAS paboTa CTYICHTOB).
Odopmierre CTYIEHTaMA UTOroB PabOoTEL
ITorBenenye HTOTOB IPEIOAABATEIIEM.
Meroauka Kaxgoro sTara.
1. TIoAroToBKa K 3aHSTHIO MPEIOAABATEIIEM M CTYICHTaMMU:

Ha 3TOM 3Tarte npenoaBaTeis IPOBOMAT JOrudecknit 0T6op ygebHOro Marepuana, GopMympyeT
npo6reMsl. Ilpu oT6ope MaTepraia yUATHIBAET, 9TO:

e yueOHEBI MaTepran 6OIBIIOro 00beMa 3aNOMHIHASTCS C TPYIOM;

o yueOHBI Marepyay, KOMIIAKTHO PACIIONIOXEHHBIM B OLpPENENCHHON cucTeMe, 00nerdaeT Boc-

IPUSTHE;

e BhHIIeJeHVE B 00ydaeMOM MaTepraie CMBICIOBBIX ONIOPHBIX IYHKTOB CHOCOOCTBYET 3P deKTHB-
HOCTH Cro 3arnoMuHagud,
2. OpraEu3an@oHAas 9acTh TPAIUIHOHHEA II0 CBOEMY COACPKAHUIO B METONUKE ITPOBEACHH .
3. ManuBunyansHast CaMOCTOATeNbHA paboTa CTYIEHTOB ¢ KeHCoM:
CTyneHTHI Ha JaHHOM 3Talle 3aHATHA paboTaroT ¢ yueOHO — MeTogmdecKuM ofecredenyeM, JOmoi-
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Csl Ha TPeX BUAX ACATEIIBHOCTH CTYACHTA:

® [eATENHbHOCTH [0 YCBOGHMIO HMOHATHH, 3aKOHOMEPHOCTEH WK IPUMEHEHHIO rOToBOH HH(OpD-
MaIi# B 3HAKOMBIX CHTYaIlVIX;

® NeATENLHOCTH, NENBI0 KOTOPOH SBIAETCS OMpEeNeNeHAe BO3MOXHBIX MOIM(HKAIUKA yCBOEH-
HBIX 3aKOHOMEPHOCTEH B M3MEHEHHBIX YCIIOBHAX CHTYalluu;

® IeTEILHOCTH, HAIIPABICHHON HA CAMOCTOATENBHOE PEIICHHE TBOPYECKHX 3a1a9.

Tlpu Beel IpOCTOTe HA3BAHHOrO 3Tarna TpedyeTcs OOIbIoe HCKYCCTBO IPEIONaBaTelis, YTO0k! CTH-
MyIHpOBATE HHTEPEC CTYLNEHTOB K CaMOCTOATENbHON paboTe, aKTHBH3NPOBATh M MHTCHCHMHIIUPO-
BaTh WX YISOHYIO JEATENHHOCTE. B mpomecce caMOCTOSTENbHOH paboThl K CTYASHTaM IPAMCHICM
CaMbIe Pa3IMIHbIE METOMBI i IPHEMBL O0YIEHH S, B TOM 9HCIIE ¥ TPaaHIHOKHELE.

4, ITpoBepka yCBOEHUS H3YYEHHOTO MaTeprand. TaK Kak CTYAEHTELI CaMOCTOATENBHO 10 KEHCY U3y-
YaIOT HOBBIM MaTepral, He0OXO MBI JUIT BBIIONHEHNS IPaKTHYECKOTO 3aJaHusd, 9aCTO BOSHUKALT
IIOTPEOHOCTE B IIPOBEPKE €0 YCBOSHHS. MeTOIE! IPOBEPKY MOTYT OBITh TPa UIMOHHEEME (YCTHBIHA
bpONTATEHELL OIPOC, B3aUMOIPOBEPKA, OTBET MO KapTOdKaM M T.JI.) K HETPaJHIHOHHEIME (TeCTH-
pOBaHUE, PEHTHHT | T.1.) '

5. Pabora B MEKpOTpYIIIax 3aHMMAeT IeHTPAIBHOE MECTO B KeHC — METOJIE, TaK KaK 3TO CaMblif XO-
pormuii MeToj M3ydeHus W oOMeHa ombrroM. ITocnme TOro, Kak CTyHNEHTEL Pa3[elcHBI Ha Mallble
TpYyIIel A1 paboTE, OHH HAYHHAIOT CaMOCTOSTEIBbHYO paboTy. IIpwHIHIEI opraEusalid camo-
CTOATENBHON COBMECTHOH PabOThI CTYIEHTOB B MaIBIX IPYyIIIax:

o [IpuHIMIT COTPYIHUIECTRA: (CaMOOPTagm3alysi CTyEHTOB; COBOKYIIHOCTh COBMECTHON ¥ HH-
NVBUIYaIbHON NEesSTeNBHOCTH; CaMOCTOsITeNbHast paboTa foMa KaK oliepexxarorniee o0ydeHue
% paboTa HETIOCPEACTBEHHO Ha 3aHATHH).

o [TpUHINMI KOJUIEKTHBA3MA: (yJIacTHe KaXJIOro CTyIeHTa B IMOCTAHOBKE Ieiell yaeOHoH pabo-
TBI, JESTEIHHOCTH, KOHTPOJIE, OLCHKE B yIeTe COBMECTHOH NESTENbHOCTH; padoTa KaxIoro
apecoBana He IPEeIoIapaTelro, & BCEM CTYAEHTaM; IIPeIoIaBaTellh — OPraHu3aTop H pyKo-
BOJTUTEND Y9eOHO} HeITeNbHOCTH, WICH 3TOr0 KOJUIEKTHBA).

o [Ipwaitun poneBoro ygacTws: (HOOPOBOIBHOCTH IPH BEIOOpE pPOJIeH; YAOBOILCTBHE OT CHIT-
PaHHOY PO, TAKTHIHOCTE B CMEHE poekt).

o [TpuHIUI OTBETCTBEHHOCTH: (0TBEYAET MAaTEpHAN ypoKa CTYASHT He IpenojaBarello, a CTy-
JIEHTaM; KOHTPOJIb TJIACHEL; 06ydyaeM CTYIEHTOB MeTONaM CaMOKOHTPOINS B CAaMOOIIEHKH).

B MeTouixe paboThI MaJlbIMU IPYIIaME IIPHBIEKaeT CaMOCTOSTENbHas paboTa CTyIeHTa IPH II0-
TyJ9eHun HHGOPMAIY 1 e aHaIw3e, IPUBEICHAE B JOTWISCKYIO CHCTEMY, €e IHOKOCTE, BO3MOXK-
HOCTH IIPEMEHCHHS Pa3INIHEX GOpM 00ydICHH.

HmeHHO npu paboTe B MEKPOIPYIIax IIPOWCXOIHUT pa3bop cuTyaummi Kak COBOKYHMHOCTH 0OCTOL-
TENLCTB, 0OCTAHOBKH YUK ITOJOKSHHS IEl, B KOTOPBIX CTYAEHTH! 00OHAPYKUBAOT IIPOTHBOPEYHSL.
CTyZeHTS! CIIYyIIaroT IPYT APYTa, TOBOPST CaMHU, 3alHCHIBAIOT, AHAIUSHPYIOT NONYYCHHEI Pe3yIlb-
TaT, IPH 3TOM CIOPAT, y4arcs CIylaTh, COTNAIIaThCS C JIyYIIMM HOPOEKTOM pEeIIEHHS, HaXOIST
OmMmOKH, IIPOEKTHPYIOT pEIIeHus, AeHCTRBAS, TOTOBIT MaTepHal Ui JUCKYCCHH.

Jns sbdextrBrOR paboTH MAJIBIMK TPYIIIAM¥ COOMIONAIOTCA IPaBAIIa:

— OOITHOCTE TPOOIEMEL IS BCEX;

— obmHoCcTs Tpebopammil (AN 3TOro, OCOOEHHO Ha IEPBRIX IIOpaX, CO3JaecM IPYHIEl IPHMEPHO
PaBHBIX BO3MOXHOCTEH);

— KOJIM9IECTBO JEJIOBEK B Ipyumie — He 6osree 5—~1H (et G QekTiHBHON paboThl KaXI0ro);

— BBIZICIEHUE Hepa (HOpMaNbHOTO UITH He(QOpPMaIBEHOT0);

— CO3JaHHe KOHTPONHUPYIOmeH rpysl (HaupaMep, SKCIIEPTOB);

— IMIacHOCTH PabOTEI BO BCEX IPYIIIaX W KOJUIEKTHBHOE 00CYKICHHE;

— Y4YET BO3MOKHOCTEH IPyIIIBI IIPH ITOCTAHOBKE IMPOoOIeMB! (331a9¢ OJDKHEL OBITE OCHIHHBIMH).
BrIIojgHeHre 3THX IPaBAII JaeT BO3MOXKHOCT OPTaHH30BaTh Pa3sBHBArOIIME yaeOHEBIH Iporece, Tak
KaK B PEeINCHMM TBOPYCCKOH 3a7a9u CTYACHTH CHAaYala BEAYT MBICICHHBIH Mepebop M3BECTHEIX UM
CIIoco00B PemIeHns U, He Halg ero B apceHalle CBOSTO IIPEKHEr0 OIIBITa, KOHCTPYHPYIOT HOBHIH
crocod.
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6. Ocoboe BamMaHFe IpH paboTe B MATBIX Ipynmax obpamiaeM Ha JUCKYCCHIO, B XOXe KOTOPOH
OCYIIECTBIILETCS IPEACTABICHAE BapHAHTOB PEIICHH KaXk O CHTyalli;, OTBETEI Ha BO3HHUKAIOIIHE
BOIIPOCEL, ONIIOHHPOBAHKE.

[lpw [UCKYCCHH CTYNEHTH HAXOAAT IPOTHBOPEYHd, OMMHAOKH, HETOYHOCTH, MOAXOIBI, BapHaHTEI
peImeHu, MONENHUPYIOT PeeH s, IeHCTBHS, TOBOPST, CILYINAOT, OTCTAWBAI0OT MHEHHUE IPYIIIIEL.
MeTtonrKa IIpOBENECHHUS TUCKY CCHH:

— coo0menue IpeicTaBUTeNeH MEKPOrPYIIT;

— OTBETHI Ha BOIPOCEI, COCTABICHHbIEC WICHAMH OIINTOHUPYIOIKX MHKPOIPYII MM IIpenoiaBare-
aeM;

— OT3BIB AKCIIEPTOB Ha paboTy MEUKPOIPYIII C YI€TOM IIPAaBHIBFHOCTH ¥ OPHIMHAIBHOCTH IIPHAHITOIO
pemeHus IpoOIeMBI-CHTYALUH, CONCPKaHNS 3aJaHHbIX BOIPOCOB, Ka9eCTBa BEIIOMHEHHOHN MIpaK-
THYECKOH paboTEL.

Pe3ynsTaToM HHCKYCCHE SRISLETICS IPHHSTHE SOHHOTO, HauboJjee ONTHMAIBHOrO IIPEHATOTO HOCIE
OOCYXIEeHHs SKCIIEpTaMK COBMECTHO C IIPEIOaBaTeNieM pemeHus, QOpMHUpOBaHKe YMEHHH, HaBbl-
KOB PEIIICHN I HECTEPEOTHIIHBIX 38189 ¥ PR3BUTHE JIOTHIECKOr0 TUCKYCCHOHHOIO MBIIIICHY.
Kaxass MEKpOIpyIIa 3HACT MOPANOK IHUCKYCCHE, KPHTEPHY OLEHKH BBIIONHEHWs paboTsl H 00-
CYXIeHHS IpoOIeMbl — CATYalHH.

7. Odopmnerue cryneHTaMu ¥TOroB paboTel. Ha naHHOM 3Tame NpOHCXOMHT UCHpPaBIICHUE 3aMeda-
HUH, CHENTaHHBIX SKCIEPTHOM IPYNION ¥ IperonaBaTeieM, BHECEHWE HCIPABICHUH B JEPTEXKH.
Hammare nagrOro STama He 00s3aTeNbHO IPH YCIOBUY IPaBUIBFHOIO BEIIOIHEHUS 33JaHUS BCEMH
rpynnaMu. MOoXXHO COBMECTHTE 3TOT 3Tall C JUCKYCCHEH M IOABEJICHHEM HTOTOB.

8. IlogBeneHUe HTOTOB NIPEIOAaBATENIEM:

DTOT 3Tall TAKKe MOXHO COBMECTHTE C AucKyccuell. Ha 3ToM 3Tanme mprHMMAeTcs KOJUICKIHBHOE
pelneHye TpoOiieMbl, CHTYaldH, MOITOMY CTYNEHTHI NOJDKHBI 3HAaTh KaK, KOTNd, B KaKOM BHIE
oopMIIIETCs AX pelIeHue.

Kputepuu onerox paboTel 0 3TanaM 3aHATHL

Neo HawmeroBarme KpHTEPHS

1 [TpodeccroBampHOE, TPaMOTHOE PENICHUE IPOOIEMB]

2 Hosw3Ha ¥ HEOPHHAPHOCTD PEIEHHS IPOOIIEMEL

3 KpaTKOCTh B 9eTKOCTh H3JIOOKEHM TEOPETHIeCKOH HacTy penie-

HIS IPOOIIeME]
KagecTBo rpaduaeckoil gacTd 0OpMICHEA PEMICHHS IPOOIEeME]

(OTHKa BeOCHUS TUCKYCCUT

[AI(TI/IBHOCTB paboTE! BCeX WIEHOB MUAKPOIPYIIIIEL

Y] O[] O] &~

[Hrpaduse Gamme! (HapymeHue [IpaBUil BEIEHUAI AUCKYCCHH, HE-
KOPPEKTHOCTE ITOBENCHUS 1 T.1.)

0) KPHUTEPHH OLICHMBAHUS.

YCIEITHO apIyMEeHTHPYET CBOE pelIeHue,

Ne  |Onenka TKpnTepnn ON€HKH
n/n
1 Otyrano BBICTaBJETCS CTYAEHTaM, KOTOphIe BBIIOJIHWIM BCE IUECTh KPHTEPHEB,

IIpH 5TOM HMEIOT ITTpadubie Oaluibl.

2 Xopomo BBEICTABJIACTCA CTYHAEHTaM, KOTOPEIC BEIIOJNHMWIN BCE INECTH KPHWTEPHEB, HO

3 V,ZIOBJIGTBOPI/ITCJIBHO BRICTABJIACTCA CTYACHTAM, KOTOPBIC BBHIIOJHWIM BCE INECCTE KPHTEPHEB, HO
TIpH 3TOM BBIIBJICHO HEITOJIHOC COOTBETCTBHE NBYM H3 KPHUTCPHCB W MMEIOTCA
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tpadusie OaIbl.

HeynornerBopurens
HO

BBICTaBILIETCA CTYAEHTY, KOTOPHIM BBIIOJIHMI BCE IATH KPHUTEPHEB, HO IIPH
9TOM RBBISBJICHO HEIIOJHOE COOTBETCTBHE Oonee d4eM IBYM H3 KPUTCDHEE H
HMEIOTCs IITpadHble 6aImbl.

TITHHE.

3. Merogmdeckne MAaTepHAIbl, ONpeNe/SIONIHE IPONEIyPhl ONECHHUBAHMA 3HAHUH,
YMeHHI{, HABBIKOB, XapaKTePH3YIOIIAX 3Tanbl (POpMHAPOBaHAS KOMIIETEHIHH

Iockonpky yaeOHas MUCHHILTHEA IpH3BaHa HOPMUAPOBATh HECKOIBKO HECKPHITOPOB KOMIIE-
TEHIHH, IPOIelypa OeHURaHus PeaIA3yeTcs IOITAHO: '
1-# 3Tam: oneHHBAKVE YPOBHS HOCTIDKEHHS KaKIOT0 U3 3aIlIaHUPOBAaHHEIX PE3yIbTaToB 00y-
YeHHs — JECKPANTOpoB (3HaHWH, yMEHHH, BIaNcHUN) B COOTBETCTBHM CO INKalaMd U KpUTEPHSIMA,
ycranosnerrsmve Marpueit kommerermmi OOIT (mpmnoxerne k OOIT). DxcnepTHOH ONEHKe TIPEIo-
JaBaTeNist DOIeKaT YPOBHH CQOPMUPOBAHHOCTH OTHENBHBIX ACCKPHAITOPOB, IS OLEHHUBAHHS KOTO-
PBIX IpeqHa3HadeHa NaHHas ONEHOTHAs IpoIeypa TEKyINero KOHTPOILL MM IIPOMEXYTOYHOH aTTe-
CTaIUH COIJIACHO MaTpPHWIE COOTBETCTBMS OIECHOYHBIX CPEICTB pe3yipTaTaM OOydeHMs IO IHCIIH-

2-3Tam: WHTeTrpajibHag OICHKAa AJOCTHXCHUSL O6Y‘E[BIOIIIH'MCH 3aIIaHPOBAHHEIX DE3YIBTATOB
OGY‘IGHI/UI II0 ¥ToraM OTHCIBHEIX BHIOB TCKYINCI'O KOHTPOJIA B IIpOMC)KYTO‘IHOﬁ arTeCTalum.

XapakrepucTaKa Iporegyp TeKyIero KOHTpoJs U NPOMeXyTOYHOMH aTTecTaluy 1Mo JuCHu-

IJIAHE
TlepronuarocTs B
P Coocof y4era HEIHBHIY-
HavmenoBanue one- | croco0 mpoBemeHUs | BHABI BCTABILIEMBIX .
Ne HOYHOIrO CpefCTBa | IIPOLEYpPSI OLeHHBA OIIEHOK ATBHELK JOCTHXEHHH 05y-
p P YAFOIIHXCS
By
Pa3 B cemectp, 1o . BenomocTh, 3adeTHAL
P, ITo naTubansHOMH A ’
1. Ox3ameH OKOHYaHWH H3YIeHHT arte KHIDKKa, yaeOHas KapTouKa,
JIUCITHIUIHHE] THK ropThonIHo
Paz B cemectp, mo
KonTtpomsaas pa- P ITo mxaie 3aqre- XKypuan ycreraeMoCTH
2. 6oTa OKOHYaHUM M3y4ICHUA HO/HE3A9TEHO IperonaBaTens
JPICLIATUIHHBL © P
Paz B cemectp, no N
., P ITo marubansroH Kypsan ycnesaeMocTi
3. Keiic-ctamm OKOHYaHHMH H3yJESHHIL a6 eroaBaTeNs
JIVICIIATUTHHBL T p
Paz B cemectp, o .
P ITo narubanerOi Kypuan ycriepaeMocTH
4, Tecr OKOHYaHUY H3Y9IEHIA Are eTONABATENS
JWICIATUIHHEL LK P
Paz B cemectp, o Benomocrts, 3auersas
P; ITo mxae 3agre- A ’
S 3ager OKOHYAHHH H3YICHUA KHIDKKa, yaeOHast KapTouKa,
HO/HE3a4TEeHO
JICIIVTUTIHEL TOpTQOIIHO
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IIpniro:xenne 1
WudopmarnuonHsas BoifHa — 370..
A. 3II0CIIOBHE B a/Ipec PYroro 4ejIoBeKa;
B. radopManmoHHOe MPOTABOOOPCTBO C NENBI0 HaHECSHU T ymepOa BasKHbM CprKTypaM po-
THBHHKA, IOAPEIB €ro IIONUTHIECKON ¥ COIMANBHOM CHCTeM, a Takxe JecTabmnusamyn obmecTsa
H rOCyJapcTBa IPOTHBHHKA;
B. axT npumMeHeHEI HHGOPMAMOHHOI0 OPYXHA.

2. Nadopmarnmorras 6€3011acHOCTE — 3TO...

A. HEBO3MOXHOCTH HAHECSHIS Bpesia CBOHCTBaM 0ObeKTaM 6e30I1acHOCTH, 06yCIaBIMBaEMBIM
urGopMarmelt 1 HHGOPMAIHOHHON HHPPACTPYKTYpoi (3aIMIIERHOCTS OT YTPO3);

b. npenoTepamiesye 3;1a HaHOCHMOTO TOCYapCTBEHHEIM CTPYKTYPaM;

B. mpoBeneHrE IPUPOSOOXPAHHEIX MEPOIIPHATIH,

3. K morgruio nEGopManuorHoit 6e3onacHocTet HE oTHOCATCA:
A. IpEpO00OXPaHHEIE MEPOLPHATH;

b. HameXXHOCTH PaboTH KOMIBIOTEPA;

B. coxparHOCTS IEHHBIX TaHHBIX.

4. K o6bextam mubopMannorHo# GezomacHocTd Ha npenpustun HE otrOCATCS:
A. mHQOpMaTHOHHEIE PECYPCH];

B. cpencrBa BEIMUCIATEBHOM B OpraHn3alliOHHOYN TEXHUKY,;

B. Koncrurynms Poccun.

5. Obecnieuenue Oe30macHOCTH HHEGDOPMAIIUH — ITO. ..

A. 0HOPa30BOE MEPOIPHUSITHE;

B. KOMILIEKCHOE HCIIONE30BaHke BCETO apceHaa MMEIONIUKCS CPENCTB 3alUTE;
B. paspaborka xaxaoi ciry00l IIaHOBBEIX Mep IO 3aIMuTe HHGOPMAITHH.

6. Jluarsucrageckoe obecnedenne HEGOPMAIHOHEHOH 6e30nacHocTH — 5T07

A. peamsanus 3arquTH HEGOPMAIHY CTPYKTYPHBIMY CIHHATIAME, TAKUME Kak: cIyx06a Gesomac-
HOCTH, Ciryx0a pexuma & T.JI.;

B. HOPMBI ¥ pErIaMEHTHI ASSTEIHHOCTH OPTaHoB, CIIyXKO0, CPEIICTB, peau3yIOmuX GYHKIUH a1k~
THI HHQOPMAIHH;

B. COBOKYIIHOCTD CIIEIIHATFHBIX S3BIKOBBIX CPENICTB OOIIEHMS CIEHAICTOB B HOJIBBOBaTeJIeI/I B
chepe 3amuThr HHGOpMAIH. '

7. Dprosommdgeckoe obecredenye HHGOPMAIHORHOM Ge30IacHOCTH — 3T0?

A. aHTHBHUPYCHEIE IPOrpaMMB];

b. coBOKYIIHOCTE CpencTB, obecedrBarommx yaoOcTBa paboThl MOIB30BaTENeH anmapaTHEX
CPEICTB 3amuThl HH(GOPMAIHY;

B. xoMIIexc MaTeMaTHIECKIX METOIOB, CBSI3AHHEIX C OIEHKOH OMaCHOCTH TEXHUIECKUAX CPECTB.

8. Undopmanuorsoe obecreyenre nHQOPMAIMOHHON 6e30MacHOCTH — 3T0?

A. COBOKYIIHOCTH CIIEIHANBHBIX I3bIKOBEIX CPEICTB OOIMEH s CIICIHAFCTOB ¥ IIONb30BaTeNeH B
cepe 3ammuTEL THGOPMALIHTL,

b. asTBHpYCHEIE IpOrpaMME!;

B. moxymeHTHpOBaHHEIC CBEIEHYIS, IEXaINe B OCHOBE PelleHrs 3a/1a4, 00eCIe MBaromux QyHK-
[FOHUPOBAHUE CHCTEMEL

9. OpramusanroHHOe obecriederne HHYOPMAOHHOH 6€30IacEOCTH — 3T0?
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A. peanuzanzs 3amyTH HHGOPMAaHE CTPYKTYPHEIME €AWHIIAME, TAKAMH Kak: ciryx0a 6e3omac-
HOCTH, CiIyxba pexuMa | T.1.;

b. coBoxynHOCTE CPENCTE;

B. HopmaruBHEIE JOKyMEHTE! 10 1B, Tpe6oBarne KOTOPHIX ABITIOTCI 00I3aTeIBHEIME B PaAMKax
cepsl AeUCTBHS KaKIOT0 IOAPa3AEIECHHIS.

10. K ocHOBHEIM yTpo3aM nHGopMannorHo# 6e3omacroct HE oTHOCSTCS:
A. packprITHe KOHQUISHINATLHOH HHQOpMALIHT;

b. HapyuieHne IpHHIKIIOB SKOHOMAYECKOH 6€30IacHOCTH;

B. oTxa3 ot o0ctyXuBaHAS.

11. MadopmanmorHOE OpYKHUE — 3T07

A. KOMIUTIEKC TSXHHIECKIX CPEICTB, METONOB B TEXHOJIOIUH, HallpaBIeHHEIX IIPOTHB YIIPaBICHIe-
CK¥X CHCTEM;

b. HOpMaTHBHO-IIpaBoBas Oa3a mo HHQOPMAHOHHOHN 6€301aCHOCTH;

B. xOMIUTEKC HHIUBUAYATHEHOT0 1 00IIECTBEHHOTO CO3HAHMA.

12. IIpasosoe obecredenue HHPOPMAIMOHHOR 6€30IaCHOCTH — 3T0..7

A. HopMaTUBHEIE HOKYMEHTHI 110 VB, TpeGoBaHus KOTOPEIX SBILFOTCS 00I3aTENLHEIMA B PaMKax
cepsl NeUCTBUA KaXA0T0 NOAPa3AeICH T,

B. HOKyMEHTHpPOBAHHEIE CBEICHHS, JIeXKAINIe B OCHOBE PEIICHUS 33029, 00eCIeIMBAIOIHX QyHK-
IMOHHUPOBAHHE CHCTEME],

B. mmpoxoe HCmoIp30BaHAe TEXHHISCKAX CPEJICTB 3aIMUTEL HHPOPMAIH.

13.OxonoMHYecKas HHPOPMAITAS SBIIIETCA TOBAPOM?
A. na;

b. mer;

B. xpome xoEQUICENIHATHHBIX CBEASHHUH.

14. K gucny ocobernocteit nadopmarym xak Topapa HE oTHOCATCS:
A. coxpaHIEeMOCTb;

B. HeCaMOCTOATEILHOCTS;

B. caMOCTOATENBHOCTS.

15 Mudopmanys MOKET COCTABIATE KOMMEPIECKYIO TalHy, €CIIH:
A. x Hel geT cBOOOIHOTO JOCTYNA Ha 3aKOHHOM OCHOBAHUH;

B. comepykuTes B yapeIuTeNbHEIX JOKYMEHTAX;

B. comepxuTcs B OyxranTepckoM Ganancax.

16. He sBisoTca koMMep9IecKol TaifHoR?

A. cBemenws, colepKamuecs B JOKYMEHTAX, JalOMHIe IIPABO 3aHAMATECS IPEIIPHHAMATEIBCKOU
IeATeNbEOCTEIO;

b. cBenenus 0 HayIHBIX pa3paboTKax;

B. ceemenus o nepcoHae NPEAIPUATHL.

17. KorbuneHmuamsHOCTs KOMITBIOTEPHOR HHpOpManued — 3To?

A. IpenoTBparneHye IPOHHKHOBEHIS KOMIBIOTEPHEIX BIPYCOB B TaMaTh [JOBM;

b. ceo¥icTBO ME(OpMaryy OBITH H3BECTHOM TONBKO NOITYINEHHLIM U IPOINE M IPOBEPKY (@B~
TOpH?:ﬂIIHIO) CY6’I:€KT3.M CHCTEMEBEI,

B. 6ezonmacnoe mporpamMmuOe obecriedenue.

18. barxoBckas Taiiga — 370..7
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A. vedopManma o 6aHKOBCKOM CYeTe, BKIAJE, onepaumix IO CUeTy, O KIMeHTax OaHka;
B. nadopmarms 0 coTpymHuKax 6aHKa,
B. madopmamms o pexume paboTsl HaHKa.

19. O6zvexramu npodeccuonansEol Talusr HE seismorcs:
A. TalfHa CTpaxOBaHUIT;

b. Bpagebras TaitHa;

B. 6yxranrepckuii Oanasc.

20. HecasknOHUPOBAHHEIM JOCTYIIOM SIBIIIETCA:

A. HEIOCTATOYHOE 3HAHME PAOOTHAKAMY TIPSIIIPHSTHS IIPABII 3aIIKUTEH HH(OPMAIIH;
b. cnabrrit KOHTPOJIB 32 COOIIOICHIEM [IPaBHIL 3aIUHUTE HEPOPMAITHH;

B. xumenne HocuTenel HEQOpManuy B JOKYMEHTANBHEIX 0TXO/I0B.

21. Peanmzanmu yrpo3 HEGOpMannoHHOR 0€3011acHOCTH CIIOCOOCTBYIOT:
A. BONTIMBOCTD;

b. mpoctymasie 3a00eBaHms;

B. Hanorossui xomexc.

22. THTIOBEIME ITYTSMHU HECAaHKIIMOHUPOBAHHOI0 IOCTyIIa K HH(OopMaIyy, SBIFOTCS:
A. mEcTaHMoEHOE QOTOrpadupOBAHUE;

b. Bexoz u3 ctpos ITOBM,;

B. yparass:.

23. HecarxumoHHpOBaHEEM KocTyIoM K uadopMmanuu HE aemgercs:

A. AcTIOoNB30BaHYe IPOTPAMMHEBIX JOBYIIEK;

b. ;moburensckoe pororpaduponanue;

B. BrOgeHpe B OUOIROTEKY IpOrpaMM CHeIHaNbHEIX OJI0KOB THIIA «TPOSHCKHH KOHBY.

24. K cnocobam Bo3eicTBrS yrpo3 Ha nHGopManuorskle 006ekTs! HE oTHOCATCS:
A. mporpaMMHO-MaTeMaTHIECKHE;

b. opramn3aiuoHHO-IIPaBOBEIE;

B. nororopHBIE OTHONICHHAS.

25. XakepHas Bo#HA — 9T07?

A. aTaxa KOMIIFIOTEPOB K CeTel rpaXIaHCKOro HHGOPMAIHOHHOI0 IIPOCTPAHCTBA;

b. mcnoms3oBarre uHGOPMAH U1 BILAHNS HA YMBI COIO3HAKOB U IPOTHBHUKOB;

B. 6noxupoBanve HREPOPMAITHHN, IPECTEAYIOMEe IeIb IOIyIUTh 3KOBOMIYECKOe IPEBOCKXONCTRO.

26. YTpO3H TOCTYIIHOCTH NAaHHBIX BOSHUKAIOT B TOM CIIydae, Korna?

A. 00BeKT He HONIyJaeT HOCTyIla K 3aKOHHO BEIICICHHEIM €My pecypcaM;

B. merannHpi TONE30BaTEIH IEPERacT ATH IPHHAMAET IUIATEXKHbIE TOKYMEHTEI, & IOTOM OTpPHIa-
€T 3TO0, YTOOBI CHATE ¢ ceGsl OTBETCTBEHHEOCTS;

B. cirygarorcs cTUXuiHBIC O€ICTRES.

27. BHeapeHne KOMIIBIOTEPHBIX BUPYCOB ABJISIETCS CICAYIOMNIM f‘l‘IOCO6OM BO37CHCTBUA YIPO3 Ha
rHGOPMATHOHHEIE 00BEKTEI?

A. mEQOpPMANHOHHEIV;

b. duzngeckum;

B. mporpammuo-MaTeMaTHUecKaM criocobom.

28. Jlormaeckas OoMba — 3107
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A. KOMITBIOTEPHEIA BUPYC;
B. cmoco6 Benenns mabOpMANEOEHON BOHHEI,
B. mpuemM, HCIIONE3yeMELH B cIIOpe Ha QHIOCOPCKYIO TEMY.

29. O6pexroM HHGOPMAIMOHHON aTaKy HE SBIIIETCS:
A. AUIC B menom;

B. xanmame! nepenagn naHHEBIX;

B. npupo0oXpasHbie MEPOIIPHATHA.

30. Iox «vackapagoMy IOHHMAESTCS?

A. BENIOJIHEHWE KAKUX-TIE00 IeHCTRAN OHUM IIONB30BATENeM OT HMEHH JPYTOro IONIB30BaTeNsd,
b. 06paboTKa AEHEKHBIX CIETOB P IONYIEHUH JPOOHBIX CyMM;

B. MoHEOTOM3AIHS KaKOro-TH00 pecypca CHCTEMBL

31. «JlroxoM» Ha3BIBaeTCA?

A. WCTIOJIF30BaHKE ITOCTIEe OKOHYAHUS PabOThI YaCTH JaHHEIX, OCTABINUECS B IaMITH;

b. mepenaqa coobmenuit B CETH OT UIMEEH APYTOTO IOIB30BATEN;

B. He ommcanHas B JOKyMEHTAUH Ha IIPOIPaMMHEBIH IIPOIYKT BOZMOXKHOCTE pabOTEI ¢ HAM.

32. «kMoGHuIIBHEIE» BEPYCHL PACIIPOCTPAHIIOTCS:

A. myteMm B3ioMa nporpamMMm BOBM;

B. B BUOE «UepBeM» U KTPOSHIIEBY I MOOWITHHBIX TENe(HOHOB;
B. 0 MHHEWA CBA3X MEKIY y3JIaMH CETH.

33. lna xoMubroTepHEIX npectymmieruit HE xapakrepra:

A. CIOXXHOCTE cOOpa TOKa3aTebCTB;

B. Hamaawe [OCTATOYHON CIENCTBEHHON NPAKTHKH 110 PACKPEITHIO KOMIIBIOTEPHEIX IPECTYILICHIH
B PO;

B. BBICOKAS JTATEHTHOCTE.

34, Accomuanys BEIUMCIHUTEILHON TEXHUKY CO30aHa B!
A. 1947 roxy;
b. 1964 rony;
B. 2017 rony.

35. Korcopiuym Beemuproit ITayruaer obopmies:
A. B 1989 roxy;
b. B 1994 roxy;
B. 82017 roxy.

36. Mexnyrapoqras Opragu3arys 110 CTaHAapTH3alAA 3T0:
A.ISO;

b. ACM;

B. OOH.

37.IIpoexT MEXIyHapOAHEIX CTAHAPTOB IPHOOPETAET CTATyC MEXIYHAPOJHOIO CTAHIapTa, €CIH
3a HETO IIPOTOJIOCOBAIIO:

A. 100% unenos;

B. 75% gnenos;

B. 80% unenos.

38. AmbsHC 110 6e3omacHoCcTH ceT VIHTepHET co3aH B:
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A.2001r.
b.2016 .
B.2017r.

39.Jloxtpura MapopManmoHHON 6€301aCHOCTH DPHHITA B!
A. 2012 roxy
b. 2014 rony
B. 2016 roxy

40. B opranu3airoHHyI0 OCHOBY CHCTEMEI 0OecredeHr HHEPopMannorHoH besomacrocta PO
BXOJIUT:

A. Coser 6e3omacHocTH PO;

b. MurucrepcTBo 00pa3oBandd A Hayku PO;

B. IIPV CIIIA.

41. K axram ¢henepansBoro 3akoronarensersa 1o Mb 38 PO Bxoadr:
A. Ilpuxazsr @Ch;

b. Mexnyraaponasie CTaHIApThL;

B. Korcrurynus PO.

42. 1IpaBoBoe obecnedenue I1b o3HaqaeT:

A. 3ammuty HHTEpecOB QU3NIECKUX K FOPHINIECCKUX JIAI;
B. 3ammry mHTEpECOB roCyapcTBa B 00mecTBa;

B. Bce BrImenepedncIcHHOE.

43, MaciTabbl KOMIBIOTEPHON IpecTyIHOCTH B PD:
A. Heyx10HHO CHHXAIOTCH;

b. Bospacraror;

B. Ocrarorcs w3 rofa B 1oJ HEH3MECHHLIMH.

44, Crarps 23 Kosctarymuu PO onpeperser:

A. TIpaBo Ha moydeHne JOCTOBEPHOH HHGOPMAIIIH O COCTOSHIM OKPYKAIOeH Cpesy,

B. IIpaBo Ha HEMPHKOCHOBEHHOCTE YaCTHON KU3HM, IHIHYIO H CeMefHyI0 TalfiHy 1 HHbIe coobime-
HHAS,

B. OTka3 B IpeoCTaBIeENY IPaXIaHAEy HHGOPMAIHH.

45. B HanorosoMm xomexce PO mMmeercs:

A. c1.139 «Cryxebras u KoMMepdecKas TalHa;
b. ¢1.102 «Hanorossie TalHEIY;

B. c1.946 «Taitra cTpaxoBaHuIY.

46. Oenepansubii 3axon «O6 wHOOpMAaIWH, HHEGOPMAIMOEHEIX TEXHONOTTSIX ¥ 0 3aliTe HEQOp-
MalAn»:

A. TIOKa He TIPUHSAT;

B. npuast 8 2000 roxy;

B. opunsar 8 2006 roxy.

47. ®enepansabi 3aK0H «O IEPCOHATBHBIX NaHHBIX) IPHHIT:
A. B 2006 rony ¢ m3memennsamu Ha 1 saBaps 2017 roxa;

b. 8 2009 roxy;

B. B 2016 roxy.
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48. B xakoit cratbe YK npenycmarpusacTcs Hakasanne 3a «HempasoMepHBIH ZOCTYI K KOMITBIO-
TepEOH HHOpMAITHH»?

A.BcT.272;

b. B ¢1.273;

B. B ct1.274.

49. TIprHIHIOM IOMHUTHKE 0€30IaCHOCTH SBILFOTCA:
A. Omopa Ha COOCTBEHHEIE CHIIHL;

B. Ycunenne camoro cadoro 38eHa;

B. JemoxpaTadecKuii EHTPATAZM.

. 50. ITprHIAT CHCTEMHOCTH 03HAYALT:
A. KoMueKcHEIM aHam3 yrpo3, CPENCTB 3allUThl 0T 3TUX YIPo3;
b. IIpo3pagsoCcTh [UIT erajJbHBIX II0Ib30BaTeIeH;
B. OmenonnporarHOCTE 0OOPOHEL.

51. Tonmteka Ge30macHOCTH paszpadaTbiBaeTCs IPUMEHATEIBHO K:
A. OpgaOMY BepXHEMY YPOBHIO YIIPaBICHHS;

b. TpeM ypoBHAM ynpaBneHHS (BEPXHEMY, CPETHEMY U HIDKHEMY);
B. Pemennro aKiTioHEEpOB KOMIIAHUH.

52. IIporpamma 6€30IIaCHOCTH CHEXPOHUZHPYETCS C XU3HEHHBIM ITUKIIOM CHCTEMBI?
A. na;

b. mer;

B. otgacth.

53. B momurtuxe 6€30maCHOCTH OCHOBHBIM IIPUBIUIIOM ABJISETCS YCHIICHHE CaMoro cnaboro 3Be-
Ha?

A. mer:

b. na;

B. oTgactm.

54, B momutuke 0€30MacHOCTH He NOJIKHA OBITE!
A. HEBO3MOXXHOCTH MUHOBATH 3AIMUTHLIE CPEICTBRA,;
- B. pasnenenue obs3aHHOCTEH;
B. Bo3MOxHOCTE IIEpexoa B HeOGE30IIaCHOE COCTOSHHE.

55. KoHTpomb 1eI0CTHOCTH IporpaMMEOro odecnegenws HE mpoBomuTes ¢ HOMOINBIO:
A. BHEITHUX cpeacTB (IIporpaMM KOHTPOILS [IEIOCTHOCTH);

b. BEyTpeHHMX cpencTB (BCTPOSHHBIX B CaMy IIPOrPaMMYy);

B. xpunitorpadguaeckux cpencTs.

56. Kaxoi#t mogxox x obecneuermro OGe3onacHocTs HHGOPMAIHY He CYIIEeCTBYeT?
A. KOMILTIEKCHBIH;

B. @parmenTapHSTi;

B. Teopermueckmit.

57. Kpunrorpadus — 570..7

A. Bayxa o nmdpoBanmy (IpeobpasoBanuy) HHOOPMAIHY;
b. mayxa o Bupycax;

B. mayka 06 pr(pOpManTHOHHEIX BOHHAX.
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58. Kpunrorpadmdaeckne cpeicTsa — 970..7

A pernaMeHTaIVsI IPaBUi HCIIONE30BARMS, 00paboTKy ¥ nepenauy HHOOPMaN¥H OrpaHHIeHHOr0
JoCTyTa;

b. cpencTBa 3amuUTE ¢ HOMOIIEIO IIpeobpazoBanus HHGOpManuy (I poBaHHIE);

B. cpencTBa, B KOTOPBIX IPOrpaMMHEBIE U anllapaTHRIC JaCTH IIOJHOCTHIO B3aMOCBI3aHEL

59. lnppopanre ¢ CAMMETPHIHBIM KIFOIOM IPEIONATaeT, 9T0..?
A. ACTIONB3YIOTCA IBa Pa3HBIX KO,

b. 00a xro9a 0uHaKOBEI;

B. HEBO3MOXHO 0TKa3aTECS OT aBTOPCTBA

60. MuarMA3anzs yTeIKE THEQOPMALMY Yepes3 IePCOHAN 3TO:

A. Oprauu3aMHOHHO-TEXHWIECKHE CPEICTBA 3aIuTh HEdopManuy;
b. oprann3anunoHHO-5KOHOMHYECKHE MEPHL;

B. opraEu3an@oEHO-aIMAHNCTPAaTHBHEIS MEPEL

61. K oprasmzanuu KOEQEAEHIHAIBEHOTO JEIOIPOU3BOACTBA OTHOCHTCS:

A. opraEu3anyusl TOKyMEHTO000pOTa;

b. ucrionp3oBanme cepTROUIMPOBAHHBIX TEXHUYECKUX U IIPOIPaMMHEIX CPELCTB;
B. mpoBepka HaleXXHOCTH COTPYAHHKOB.

62. Oprarusanuonnaoe obecnederre nHPOPMAIORHOH 6€30IaCHOCTH — 3T0..7

A. peaymmzanmsa 3amuTsl ZHGOPMAlAH, OCYIIECTBIIsIEMas CIyX0amMr 6€30IIaCHOCTH PeXAMa, 3allH-
Ta HHQOPMALIAY TEXHUIECKAMHE CPEICTBAMHE X JP.; ‘

b. COBOKYIIHOCTE CpEACTB, o0ecneunBaromuX yao0cTBa paboTh! moIb30BaTenel;

B. sopMaTHBHBIE NOKyMeEHTH I0 Vb, TpeGoBaHEI KOTOPHIX SBILIFOTCA 0043aTENBHBIME B PaMKax
cheprr TeHCTBHT KKAOTO IOAPa3IeICHI.

63. C yBONBHIOIIIIMUACS COTPYTHAKAME:

A. IoImMCEIBaeTCA JOTOBOP O HE PACIPOCTPaHEHNH KOH(QUICHITAAIbHOCTH;
b. o6MeBmBarOTCS PyKOIIOXKATHEM;

B. npennararoT BepHYTHCS.

64. Oprauu3amust ZJOKyMEHT0000pOTa IIPEATIONIaraeT:

A. rcxmogeHHe 10cTyna K OyMaXHOH «CTPYXKEY;

b. npenynpexnenue He 060CHOBAHHOTO O3HAKOMIICHHS C JOKYMEHTAMY;
B. rcxmoueHue He 060CHOBAHHOH PACCHUTKA. ’

65. IIpoBeneHre Opragu3aiOHHO-3KOHOMITIECKIAX MEPOIIPHSITHH IPEIIONaracT:
A. cTpaxoBanne HHEGOPMAITHOHHEIX PHCKOB;

B. oprarusanuio nacCHBHEOTO IPOTHBOACHCTBHA TEXHHICCKUME CPEICTBAMH;

B. obecniegenms 251eKTPOEHOTO JOKYMEHTO000POTA.

66. Anpec SNEKTPOHHON TOYTHI BKIFOYACT:

A. Jlorus.

b. CamBomuueckuit agpec cepBepa U BMs 30HEL
B. Bce BrnmenepeurcieHHOE.

67. OnexTporHas moura HE cuy»xut miw:

A Tlepemadan TeKCTOBEIX cOOOIIEHUH B nipenenax VnTepHer.

B. Cucremer Tenexonbepenuii.

B. OmnoBemtenns mos30BaTeNel 0 HACTYIUIEHHIH ONPENeTEHHEX COOBITHIA,
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68. Madopmanmornsmu yrposamu B METepHeTe HE sengercs:

A. HecaHKIIMOHUPOBAHHEIN HOCTYIL K CETH OpraHU3aiy.

b. C60p 1 MOHHTOPHHT CETeBOH HH(POPMAaILMH B HHTEPEcaxX TPETHHX JIHII.
B. Mcnonp3osanne OpanaMayspa.

69. J{1d 3amuTE! 371eKTPOHHOM T0UTE B IHTepHETEe HCIIOIB3YIOTCS:

A. ABTHBUpYCHEIE IPOTpaMMBL

b. Cuenuansasre npotoxonsl (REM, CryptoAPi u ap.)

B. Haubonee mpocroe 0003HadeHue SICKTPOHHOH MOUITH ((aMurs, DacIOpTHEIE NaHHEIE X T.IL.).

70. OCHOBHBIE CEPBUCHI CUCTEMEI JIHTEpHET:

A. WorldWideWeb (WWW).

B. IIporpamMmeI-Gpay3ephl d CHCTEMBL TEEKOHbEpeHIIHil.
B. Bce BrmmenepedncnesHoOe.

71. K cepsepam cucremsr MaTeprer HE oTHOCSATCS:

A. ITporpamma negaTy y9eTHBIX JOKYMEHTOB.

b. IIporpamma nepecsuky $attios.

B. Cuctema nrdopManroOHHOT0 TOKUCKa ceTH LHTEpHET.

72. Axpec 3IIEKTPOHHOM ITOYTHI HKMEET BH!

A. TOrvH(@CUMBOIMYECKUH aApec CEPBEPa. UM 30HE];
b. morun.mMs 30HE];

B. norusn.

73. MexcereBoH 3KpaH — 3T0:
A. Bpaamvayap (Firewalls);

b. Qunptp;

B. AHTHBHpYCHAS IIporpamma.

74. UtoO65I m36aBHUTECS OT MOOMIIBHOTO BHpYCa:

A. HyXHO IIOIB30BaThCA KIABHITHEM MOOHIBHIKOM.
B. IIprobpecty cambrii TOPOTOCTOSIIUA MOGHIHHHUK.
B. ITo3HaKOMHUTECA C XaKEPOM.

75.Kaxxmyro CHCTEMY 3aIIUThI ClleyeT paspabareiBaTh HHAUBALYAIBHO, YIATHBAL:
A. OpraHu3anfoEHyI0 CTPYKTYPY OpraHu3aniy;

B. O6vem 1 xapaxTep wHQOPMAIHOHHEIX IIOTOKOB;

B. Bce BrmenepedncneHHoe.

76. IlepBrIi 3Tal MOCTPOSHUST CHCTEMBI 3aITUTHL:
A. ITnaruposanue; '

b. Aramus;

B. Peanuzanus CHCTEMBI 3aIUTEL

77. To ciocoby ocymecTBIeHHS BceX Mep obecrieuerus 6e30acHOCTH MOApa3AcIIrOTCs Ha:
A. IlpaBoBEIE ¥ MOPaITbHO-3THIECKHUE;

b. AnMuHUCTpaTHRHELE, GH3NIECKAE, allllapaTHEIe i IPOrPaMMHBIC;

B. Bce prmmenepeanciennoe.

78. Yame BCEro IprMEHSETCS CIOCO0 peau3ayiy 3aiThL:
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A. «BerpoerHany;
b. KomOuBHpOBaHHAS,
B. «[lobaBieHnasI».

79. DTaIsl COIPOBOXKICHHUA 3TO:

A. KorTpoms paGoTh! CHCTEMEI, PETHCTPAITES IIPOUCXOAIIUX B Hel COOBITHH 1 MX aHalu3;
B. IltapupoBanue CHCTEMEI 3aIIUTE];

B. Peammzanus cHCTeMEI 3a00UTEL.

80. ITomrraxa 6e301acHoCTH BXOIAT B:
A. AHanw3 pHUCKOB;

b. Ilnan 3a00aTEL;

B. Yupasnerue noctynom.

81. Ilnan obecrmevenrs HEIPEPHIBHON pabOTEI M BOCCTAHOBIICHMS BKIIIOYACT:
A. YTo ¥ KoTa HODKHO OBITH CHENaHo;

b. Kem u xax 370 TOJDKHO OBITE CHIEIaHO;

B. Bce BRIIenepeurCIeHHOE.

82. OTHOCHTCS K BIOKEHIIM B HEGOPMaNAOHRYIO 6€301IaCHOCTE ClIeyeT KakK:
A. K 3aTparam;

b. x mEBECTHITAM,;

B. K Heu30eXHBIM IIOTEPIM.

83. bezomacHocTs HE(OpPMAnUH GaHKOB BIMIET Ha YPOBEHD HX PECHTA0ECILHOCTH:
A. a;

b. Her;

B. W=gorxa.

84, rTepHeT-0aHKUHT 3T0:

A. oxasaHye yCIIyT Ha OCHOBe GaHKOBCKOH CHCTEMEI IUTaTexel depes MIHTEpHET;
b. BEEmTHUE CepBUCH uepe3 GaHKOMATHhI;

B. 6aHKOBCKas CHCTEMA IOJIOCOBEIX COOOINEHHI gepes TenedoH.

85. OumuHr — 370!

A. pasramenue otkpeirod B CMUY nadopmanym;

B. BOpPOBCTBO KOHQWACHIHATEHON WHEGOPMAIIAK O II0IB30BATENE, B YACTHOCTH, C IIOMOIIBIO IO
JIOKHBIX IIdceM B3 OaHka.

B. cucrema «bark-KnmeaTy.

86. Kaxwe Hapymerus npeobiafaroT B 6aHKax:
A. BHyTpeHHUE; -

B. BEEmHHE;

B. HeT HH Tex, HYU JIPYTHUX.

87. K mopmaTuBHO-1IpaBoBeM JoxymeHTaM 10 16 6anxa HE otHOCHTCS:
A. Cragmapt ISO 17799;

b. ®3 «06 31eKTpOHHOH OAIACHY;

B. Hamorossrit konexc.

88. UemM BrIne ypoOBEHD 3aIMUTHI OaHKa, TeM:
A o=na nmopoxe;
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b. ona gemese;
B. 6e3 pasHHUITEL

89. Ha momo3puTenbHbIEe SIEKTPOHHEIE THChMa, KOTOPBIE 3anpalliBaroT KOHGHICHIHATEHYIO HH~

dopmarnuro:

A. Hajo OTBETHTH HE3aMEIITATENBHO;
b. npoursoprpoBats;

B. mepecnars mpyromy.

90. DnexTpoOEHAT KOMMEPIES — 3TO IPeAIPHEUMATENIbCKAs AEATeIbHOCTE 10 IIPOaKe TOBAPOB
yepes MHTepHeT?

A. la

b. Her

B. orgacTu.

91. DNeKTPOHHEIA Mara3uH — 3TO:

A. BupTyapHOE COOOIIECTRO;

b. snexTponHas BUTpHHA B TOPrOBEIE CHCTEMBI;
B. 3eXTpOHHBI ayKIHOH.

92. Nomuaupyromee nojoxerue B DK cTan cexrop:
A. Business to business, B2B

b. Business to consumer, B2C

B. Business to organization, B20

93. Uadopmammonnsle yrpo3st JK sTo:

A. TIpoHUKHOBEHVE B CHCTEMY U3BHE;

b. B3nom nporpaMMEO-annapaTHOH 3aIUTh;
B. Bce BrImenepegucIeHHOE.

94.Cozganme JIOXHBIX 3aka30B B DK

A. Onacro;

b. He omacro;

B. He BimseT Ha paboTy 2IEKTPOHHOIO MarasmHa.
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IIpniaoxenne 2

Kefic-cragu: bank cyauTcsi ¢ NOYTOBOH Ciry00H H3-32 OINHOKH COTPYIHHKA
Henn 3aaaTHA

. IMostamHo pa3obparTh IOBENEHWE KOMIIAHWHM B OIMCAHHOM CHTyalWd M OIEHMTH Ipa-
BAJBHOCTH K&)KIOT'0 U3 IIaroB
) ITomyMmare 0 TOM, KaK HOJDKHA OblUia JeHCTBOBATh KOMITAaHWSA, YTOOBI IPEIOTBPATHTh
BO3HHKHOBEHHE ONHCAHHOM IIPOGIIeMbI
. [TpeanoxuTs BapHanTsl NOBENSHHS KOMIIAHHE, KOTOpHIE IIO3BOMIMIM OB €d BEPHYTH
PETYTaNMIO B YIepKaTh CYINECTBYIOIIX/He OTIIyTHYTh HOBEIX KIIEHTOB
. IpencraBuTh, 9T0 3Ta ACTOPHA [IPOH3ONIIA HE 38 OKEAHOM, a Y Hac, H IIpOaHaH3UpO-

BaTh BO3MOJKHEIE ITYTH Pa3BATH CHTYAI[WX C YUETOM POCCHICKEX peayi (B T.9. B CBA3H C BCTYILIE-
HueM B cuury ¢ 1 suBaps 2010 @3 "O nepconaneHbix Oannbix™)

TekcT Keiica

Trustworthy Bank monan B ¢y Ha IOYTOBYIO cIyx0y StoreYourMail , Tpebys pacKpeITh Uy~
HOCMb OIHOT0 W3 MOJE30BaTeNnell, Iocie TOro Kak 1o ero JIEKTPOHHOMY anpecy ObUIO OImMO0YHO OT-
[IPaBIICHO MMHUCHMO ¢ KOHQDUOeHYUANbHOU UHpOopMayuei.

CoracHo IpeaCTaBIeHHBIM JOKYMEHTAM, B aBrycTe 3TOTO roja COTpyAHuK Irustworthy Bank
II0 3aIIpOCy ONHOIO W3 KIWEHTOB OTIPAaBUII €r0 IPEJCTaBATENIO OIPEIeIEHHbIe OTIETEI 110 3alMYy II0-
CPEICTBOM 3JIEKTPOHHOH IOYTHL, HO oImubCs B afpece IOoLydaTerd.

Boee Toro, O emé ¥ HPUIOKIIT K 9TOMY THCEMY (aii, KOTOpEI He ciIexoBano BoodIme mo-
ceutath. B (aitime comepxanuck XoHQUICHIMANbEEE CBeeHrs 0 1325 kimenTax - kKak (QHU3HYEcKHX,
TaK ¥ IOPHIMYECKIX JIANAX, - BKIFOYAs HX UMEHA, apeca, HOMepa COIUAILHOT0 CTPaXOBaHMA HIIH Xe
HaJIOTOBEIC KOMBI, a4 TAKXKE JaHHEIE IT0 3aiiMaM.

3aMeTHB CBOXO OMHMOKY, CIyKaImuif MOIBITAICS OTO3BAaTh MHCEMO, HO OBUIO mo3mHO. Torma
HEIPABUIILHOMY aapecaTy ObUIO OTIPaBIeHO emE ONHO ITHUCHMO C TpeOOoBaRWeM YHAIHUTH IIPenbIIy-
mlee IIECHMO CO BCEMH BJIOMKEHWSIMHU He JWTast ¥ C JIPOCHO0M BEIATH Ha CBA3b JUIL OOCYXACHUS Nalb-
HEeWIMUX NeHACTBHH.

Ho anpecar e orsetmit. Torma 6amk nmotpebosan ot StoreY ourMail packpsITh uyHOCHb 3TOTO
YeNnoBeKa, 9T00BI paspemuTs Ipobaemy B ogIaiiHe.

IIpencrasurenn StoreYourMail B CBOIO 09epess 3asBIII, ITO He BEIIAIYT CBOETO KIMeHTa 0e3.
COOTBETCTBYIOIIErO PACIOPSDKEHHMA Cyna. V, maxke MOIyduB TaKoe PacIOpsDKEHHE, B COOTBETCTBHHE C
momuTrKoM StoreYourMail , omu cHagana OCYIHECTBAT IOMBITKY CBA3aTHCA C BIAACIBLIEM YJIETHOH
3aIticH, 9TOOE! JaTh My IaHC OIIPOTECTOBATE PEINEHHE CYHa.

Cyn moka He BEIHEC BEPAWKTA 10 JaEHOMY aeny. OmHako mHGOpMaIws 0 HEM 9aCTHYHO IIPO-
COYHIIACh, ITOCTE TOTO KaK GaHK IIOIBITaICs 3aKPBITh JeJI0 OT OOIMECTBEHHOCTH 10 IPHHSATHS CYAbIMHA
pernenus. B 6amke 6eCIIOKOMIACE, YTO €CIIH KIAEHTH Y3HAIOT 00 yTeduKe, 5TO BHI30BET ITaHUKY.

Cynes 370 X0[aTaffCTBO OTKIOHHI. BupodeM, Ipexe deM IpefaTh UCK ITTaCHOCTH, OH IOTpe-
6osax oT GaHKa yOpaTh W3 HEI'O BCE YIOMUHAHHA TOI'O CaMOI'0 IOYTOBOTO aipeca, YToOEI JaTh €ro
BJIQJIENBITY 3aKOHHYIO BO3MOKHOCTD OIIPOTECTOBATH ITyOIIMKAIINIO CBOETO e-Mmail.

Kparkue aroru

V9acTHWKH ceMHHapa CHCTeMAaTH3UPOBAIH 3HAHUS O MEpax II0 00ECIICICHIIO UHPOPMAYUOH-
Hotl be30nacHocmu, a AMEHHO:

. Ha xoBKpeTHOM IIpHrMepe ONCHUIH PHCKH ¥ Y2p03bl, CBI3aHHEIE C Ye106e4eCKUM (ax-
MOpOM B UHDOPMAYUOHHOT be30nacHoCMu,
. Opnageny HaBBIKAMK OIEHKHY COOTHOIICHWS IIEHHOCTH HH(GOpPMAIMH K IEHHOCTH CH-

CTEMBI 3aIHUTEL, OLpe/eNleHue Neileco00pasHoil U palnoOHaTEHONR CHCTEMBI 3aujumbl UHHOPMAYUY B
KOHKPETHBIX YCIIOBHAX;

. Pa3sBuimy HaBBIKM ITOMCKA PEINeHUH npobieM uxgopmayuonrol 6e3onacHocmu, conp;{-
JXXCHHBIX C YeiogeuecKum d)akmopom
. ITpro6pern OmBIT IpodUIaKTHICCKOR U IPEMYIPSIKIAOMER IeITeIbHOCTHA IO OTHO-

IIEHUIO K WHQOPMAIHOHHEIM Yepo3am
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Keiic-cragu: O0ecnieuenne nHGopManmoHH0H 6€300aCHOCTH B TAMOKeHHOMH

ciIy:x0e ABcTpajuu

Hens 3amaTas _

. BEIIBATE OCHOBHEIE TPeOOBaHHUSA K CHCTEMe OE30IACHOCTH TaMOXKeHHON CITyKOE AB-
CTPaJIMH C Y4EeTOM ee 00JIaCTH JeSTeNbHOCTH, OPraHM3alHOEHOR CTPyKTypE! 1 croxuBmeics W T ur-
$pacTpyKTypsI

. Bripaborate o0mue peKoMeHJaluy OTHOCHTEIBHO CIEAYIOMETO Inara 110 yCoBEepIIeH-
CTBOBaHMIO WH(PACTPYKTYPhl OpraHu3anuu B 00TacTH UHQPOPMAYUOHHOU 0e30NACHOCMYU C YIETOM
TpeOOBaHMH, BEIIBICHHBIX B I1.1

. KoHKpeTH3upOBaTh PEKOMEHIAUHN U3 I1.2, HPeIJIOKHB KOHKPETHBIM IIPOXYKT(EI)
Microsoft mig obecedeHns 6€3011aCHOCTH areHTCTBa

. O6ocHOBaTh, KaKkve IpeuMyINecTBa KOMIIAHUS IIONYy9UT IPH BHEIPEHHM IIPEIIOKEH-
HOTO B I1.3 peImeHus

. [IpemroXuTs MPOIYKT, KOTOPBIA IO3BOUT aT€HTCTBY IIOBBICHTE 3aIUTy KOH(QHICHIH-
AIBHOCTH JAHHBIX, XPaHANHUKCS Ha HOYTOYKax COTPYIHUKOB o Windows Vista

Texcr xeiica

TamoxernHas ciayxba ABcTpanuy obecrnedwBaeT 0€300aCHOCTh I'PAHHMI, ABCTPalHH, IIPENOT-
Bpammas HeJllerajbHBIA BBO3 TOBAPOB Ha TEPPUTOPHIO, & TAKOKE KOHTPONHPYS IIOTOK BHE3KAOIMUX Ha
TEPPUTOPHIO CTpaHbl. TaMOXKeHHas CIy0a COTPYIHUYAET C PAIOM IPYTHX [IPABHTEIECTBEHHEIX JIe-
IIapTaMEHTOB W areHTCTB ABCTPaJIiy B 0OJIACTH YIPaBICHUS 3KCIEPTH30H MMIIOPTHOTO Ipy3a, IaTpy-
JTHEPOBaHUS OKeaHa X 00paboTKH ITacCaKAPOIIOTOKA B a3POIIOPTax.

[tar arerTcTBa BXO9aeT Goee 5 THIC. 4enoBeK, paboTaiomux B 94 oducax 1m0 BCeMy MEDY.
CotpymHuky noopasdenenuil, PacIoOOKEHHEBIX B ABCTpaIdy, B CBOeH paboTe akTHBHO HCIIOIB3YIOT
COBPEMEHHEIE UHDOPMAYUOHHBIE MEXHOL02UY IS UOEHMUGUKAYUY U GHANU3A PUCKOE HA MapIIpyTax
BO3YIIHBIX ¥ BOJHBEIX CYIOB, IOTEHIMAIGHO OIACHBIX IPY30B, IIOYTOBEIX OTIIPaBICHHH X IIacCau-
poB. HexoTopele M3 MCIOMB3YEMBIX TEXHOIOTHH HE SBILTIOTCS CEKPETHBIMH H JEMOHCTPHPYIOTCS II0
TB B peamutu-moy Border Security, rne OpaBble TAMOXECHHEUKYA IPOTHBOCTOST C HENETATbHOH MHUIPa-
ITUY, KOHTpadaH/ e HapKOTHKOB ¥ NPYTHM yepo3am HallHOHAIBHOH 6e30I1aCHOCTH.

HT-ungpacmpyxmypa BKIEOIaeT 5,8 THIC. KOMITBIOTEPOB, B T.4. 600 HOyTOYKOB H COTHH MO-
OWIBHBIX YCTPOMCTB 1 mopsika SO OCHOBHEIX IPHIIOKEHHH. 3amuTa 3Tol HHQPacTpyKTypEl paccMar-
pHBaeTCs KaK KIIFOYEBOH KOMIIOHEHT OUpeKmueyl areHTCTBa IO 00ecreueHuIo 6e30IacHOCTH MPaHuIl.
"He ofecneuns 3amury Hamero HHQOPMAIEOHHOTO IIPOCTPAHCTBA OT BHPYCOB M JPYTOrO 3J0HAME-
perroro ITO, MBI TOABEPTHEM OIACHOCTH 0E30IaCHOCTH ABCTpaiy B IenoM", - momaepkusaeT JxoH
Pomxepc (John Rodger), dupexmop mo moamepXKe TEXHHYECKOH MHOPACTpyKTYphl TamorxeHHOH
ciryxOb1 ABCTpai.

BecrmoxoticTBo Tamo)xeHHOHR CITy>KOBI ABCTpaluy BEI3LIBAIOT HE TOJIBKO CIIaM ¥ BEPYCHI, HO HJ
IpyTue ODOTEHIHANLHEIC Y2po3sl. "Ml paboTaeM B pexume 24X 7, IOSTOMY IIPOCTOM CETH, BEI3BAHHbIA
HEeoOXO0IMMOCTEIO YCTPaHUTh IPOOIEMEL ¢ 6€30I1aCHOCTEIO, IJII Hac HENOILyCTHM, - TOBOpHT Pomxkepc.
- Kpome Toro, moBomoMm Iyt GecrioKoicTBa SBIIETCS Kpadca HOYTOYKOB HAIUX COTPYIHUKOB, KOTO-
pas MOXXET IPHUBECTH K nomepe KOHQUOeHYUATbHOCY NaHHEIX .

OcuoBHO# npobiieMol Ha IPOTDKEHUH HECKOJBKHX JIET OBIIO OTCYTCTBHE €IMHOr0 CTaHAapTa
Ha OIIEpallMOHHEBIE CHCTEME], YCTaHABIMBAEMEIC Ha KOMIIEIOTEPEI B MOOUNbHbIE YCMPOUCMEd COTPYI-
HuKOB. Kak ciefcTBHe, yIpaBICHHE 3THM IIapKoM cHcTeM ObUIO HeIpocToH 3anmagedt. "C TOUKM 3pe-
Hus 0€30IIaCHOCTH TPYIAHOCTD 3aKIF09alach B OTCYTCTBHE KOHTPOI HaX HHPpacTpyKTypor", - oTMe-
qaer Pomxepc. - [lockompky MBI SBIIEMCS IPaBATENBCTBEHHBIM ar€HTCTBOM, OJHOM M3 HaIUX OC-
HOBHBIX 3a7a4 ABJIIETCS MPEROCTABICHNUE HAYANHCTBY ¥ BBIIECTOSIINM YMHOBHHKAM OTYETOB O CO-
crogauy 6e3omacHocTH. Ham OBIIO CIOXHO y3HATH, YTO YCTAHOBIEHO Ha TOM MM HHOM KOMITBIOTEpE
M Ha KaKWe YA36UuMocmiy HyXXHO oOpaTuTh BHuUManue. 110 CyTH, y HAC OHOBpPEMEHHO OBUIO Cpasy He-
CKOJIBKO aHTHBHPYCHBIX PCIICHHUH, a yCTaHOBKa OOHOBIICHHH Ha pa3iEdIHBIC MallEHEBI HE CHHXPOHU-
3UpOBATACE".

B smBape 2006 r. mpenctaBuren TaMOXEHHOM CIyXOBI ABCTpaIHE ITOCETHIH IIPEe3eHTAITHIO
HoBoM OC Windows Vista. B mauame ¢espans 2007 r. ¢ ywacTHeMm KOHCYIbTaHTOB Microsoft B
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aregTCTBE OBUI 3allylIeH [POEKT IO NEePEeBOLY KOMIBIOTEPOB COTPYIHHUKOE KOMIIAHUY, paboTaroOmuX
Ha Tepputopua Ascrparwu, Ha OC Windows Vista. "Jto 65U10 HENpocToH 3amadeil, IOCKONBKY Teo-
rpadus pacupeneNeHus Halmux oprCcoB BecbMa 00IIMpPHE, B TO BPEMI KaK PECYPChl KOMAaHIBI 10 pas-
8epmubl8arUI0 OTPAHIIEHE!", - HOosACHAeT Pokepc.

IIporpamMmMa HE OXBAaTHIIA g2eHM08 TaMOXXEHHOH CiryxkOBI, KOTOpHIE 3aHMMAIOTCA CKAHWPOBa-
HEeM JaHHBIX O MyTEMIEeCTBeHHAKAX: Ha X KOMITBIOTepax yxxe Obula ycTanoBIeHa Windows.

Yo IpoH300I0 HA CAMOM JieJIe

Ha mpesenrtamua Vista Pomxepe # ero xomiern y3aam o Forefront Client Security, pemmenua
Microsoft B obmactu ofechedeHusS uUHGOpMAayUOHHOU 6e30nacHocmuy, 0OECIEIMBAIOMIETO. 3AITHTY
KITHEBTCKOH ¥ CEPBEPHOM OIMEPAI[OMHBIX CHCTEM OT IMIHOHCKHX IIporpamm ( spyware ), 3IOHame-
PEHHOTO MPOrPaMMHOTO KOIa W APYIEX yrpo3. Mx mpuemexio To, aro Forefront Client Security
IPENOCTABSIET eIMHYI0 KOHCOJb YIPABICHH)S ¥ JIETKO HETerpupyeTes B HEbpacTpykTypy Ha 6aze OC
Windows.

3a nEEnEaTHBOM o cTarmapTr3aryy OC B KOMITaHHUHA IIOCIEN0BAT IPOEKT 0 OCHAIEHHIO CH-
cremoii Forefront Client Security mopsimka 100 KOMIBIOTEPOB IIOJ ypapineHueM Windows # Ha He-
CKOJIBKMX COTHSX KOMIILIOTEpOB 1ox Windows. "Celiqac y Hac €CTh KOMIIBIOTEPE! C YCTAHOBJICHHBIM
Forefront Client Security xax mox Windows Vista, tax u nom Windows ", - rosopur Pomxepc.
Forefront Client Security o6ecreqmBaet HH)OpMAMOHEYIO Ge30macHocTs TamMoXeHHOH cy X051 AB-
CTpai¥d, IpU 3TOM IIOJHOCTHIO HHTEIPHPYACH ¢ ee HMT-ungpacmpyxmypoii Ha 6aze OC Microsoft.
KpoMme Toro, pemenre IpefoCTaBieT MMHpOKye BOZMOKHOCTH [0 TeHepaliiy 0TYeTHOCTH, oderda-
FOIMHE 3371a9y COOTBETCTBI aBCTPATHHUCKAM CTaHJapTaM.

IIpenMymecTsa BHIGPAHHOI0 PEeIIEHHS

. ITosviuenue 3awyuuyennocmu."IIOCKOIBKY IO POXY AEATEIBHOCTH MBI HMEEM JENO0 C
JAHHBIMA BBICOKOM KPHTHYHOCTH, HAM HyXHa Oblia CHCTeMa, 00eCIeIrBaroas 3aluTy CaMoro BEI-
CoKoTo yposus”, - roBoput Pomxepc. Forefront Client Security Bkyme co BcTpoesHOH B Windows cu-
creMoit sawumer Oannery Windows BitLocker Drive Encryption obecniequpaer TaMOXeHHOR CiryxOe
ABCTpamy HEOOXOUMYIO CTEIICHD 3aIlUTEL

. Ilpexpacnas unmezpayua. Forefront Client Security merko HETErpHpyeTcs ¢ HOBOH HH-
bpacTpyKTypoil arenrcTea Ha 6ase Microsoft, Bxmogas Windows Server Update Services. ITo cmosam
Pomxepca, 3T0 ABIIgeTCa GONBIIAM IUFOCOM C TOUKH 3PEHUS YCTAHOBKH OGHOBIICHUM B nonumux 6e3-
onacHocmy Ha OTRENbHEE KOMITBIOTEPEL.

. Yayuwennvie 6o3mosicnocmu no 2eHepayuu omyemog.brarofaps HaIMIMIO CHCTEMEI
YEHMPANU308AHHO20 YNPAGNeHUs ¥ BO3ZMOKHOCTH aBTOMaTH3HPOBAHHOH IeHEpaliHd OTYETOB, KOTO-
pyto obecneausaer Forefront Client Security, 3amaga c6opa ¥ IpemocTaBieHAs HHOOPMAHEM 3HAYU-
TeNMbHO ynpocTmnack. Pemenne Forefront Client Security ofecnieamBaeT coTpyfHEKaM YBEPEHHOCTE B
TOM, 9TO BCEM KIMEHTCKEM KOMIBIOTEpaM M MOOHIBHEIM YCTPOMCTBA B OpraHm3alMé obecledeH
OIVHAKOBBIA YpOBEHB 3allUTHL. 'bilarofaps 3TOMY MBI MOXEM C YBEPEHHOCTBIO YTBEPXKIATh, YTO
yCTaHOBKa OOHOBIIEHUH 3aTparuBaeT BCE YCTPOUCTBA, COCTaBILIOMue Hanry H1-ungpacmpykmypy ",
- IOXBITOXHBaeT Pomxepc. ‘

Kparkume arorn

VY9acTHUKM ceMyHApa CHCTEMaTH3UPOBAIH 3HAHWUS O Mepax IO O0ECHEUSHUIO UHPOPMAaYUOH-
HOU 6e30NACHOCMU, & AIMEHHO:

. Onpenenumn TpeGoBaHUs K CHCTEME 0E30MACHOCTH KOHKPETHOM OpraHm3alliyl yIeTOM
ee 00JIaCTH IeSTENBHOCTH, CTPYKTYPEI ¥ CloXxuBIIekics T ungpacmpykmypol
. OBnazfens HaBBIKAMH OLEHKY COOTHOMICHWS IEHHOCTHE MH(QOpMalu¥ K IEHHOCTH CH-

CTEMB] 3aIIUTHI, OIPEZEIICHUE Ieneco00pasHOl ¥ paloHABHON CHCTEMBL 3aujumel UHpOpMayuy B
KOHKPETHBIX YCIOBHAX;

. Pa3punu HaBbKM 060CHOBAHMSA IENECOO0PA3HOCTH BHEIPEHMS MPOAYKTOB M TEXHOJO-
ruii o6ecnevenug Ub.
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KeI/IC-CTa)_IH' 0e301aCHOCTH ,HeTeI/I IpoTHuB 0e30macHOCTH nepconanbﬁmx JaHHBIX

ens 3anaTasn ,

. TIpeUIOKUTE PENICHHS, KOTOPBIE II03BOJIIN ObI PEIIUTE IPOBIeMy ¢ HECOOTBETCTBHAEM
XapaKkTEPUCTUK BHEAPIEMOM UHMOPMAYUOHHOT CUCHEMbL Tpe6OBaHH}IM Poccuiickoro 3axoHOIATENb-
cTBa !
. IToaTams0 pa3obpaTh MOBEEHHE KOMIIAHNE B OIMCAHHOK CHTyalldH, OIUCAHHOE B pas-

nene "TIpeMIpHHSITEIE MEDEL', B ONEHATH IPABAIBHOCTS KAXIOr0 U3 Maros
. OG6OCHOBATH BaXXHOCTH INIyOOKOIO H3YHEHHS 3aKOHA mm peau3anul qubOpMaL[uOH-

HuIX cucmem, 00pabaTHBAIOIIMX IEPCOHANBHEIE TaHHEIE

Onucanne cATyauuH

"HAJI30P" (coxp. or Hempeprisaas Asromarwaeckas JlucranmuonHast 3abora O Pebenke) -
KOMIUIEKC 0e30II1acHOCTH ¥ HHGOPMAIMOHHOTO COIIPOBOXICHUS < 00pa30BaTeNBHOIO IIPOHECCa.
"HAJI3OP" siBiseTcs HOBOM CHCTEMOM W BKIZOYaeT B Ce0sl KOMIUIEKC YCIyT M PEIICHHH B 001acTH
UHDOPMAYUOHHBIX MEXHOL02UY TI0 KOHMPONo docmyna IoceTATeNel B y9eOHOE 3aBEICHHS, a TAKKE C
BO3MOKHOCTHIO YOAIEHHOTO IPOCMOTpa XypHaia coOBITHIL BXONa/BBIXONA H OTCIEKUBAHKS yCIIeBae-
MocTH yaeHuKoB. IT xommanus (ganee - Kommanus), paspaboTaBmas CUCTEMY X 3aHHMAIOIIAAC ¢e
BHEIPEHHEM, BHIUT CBOIO 3a/1ady B TOM, 9T00sI garh mkomam Mockss: n Cankr-IlerepOypra HOBBIH
FMILYJIHC K COBEPIIEHCTBOBAHIIO 00pa30BaTeIbHOI0 Iporecea. :

B xauectse "munoTHOH" 30HEI poekTa BHeMpeHH: cucteMsl "HAJI3OP" 6rura BriOpana onHa
13 06meobpa3oBaTebHEIX Ko Mocksel. Poauremy 3axmrogamim forosop ¢ Kommanuell Ha oxazanue
YCIIYT, a AMEHHO - Ha obecredenre JOCTyIa K CBEICHUIM 00 yCIeBaeMOCTH ¥ IIOCEIaeMOCTH CBOMX
neteit Ha calite Kommaguy u pacChUIKy peryLIpHBIX SMS~cooOmennit ¢ Toi xe nebopManueH.

Braromaps CyImecTBYIOIIEMY CIPOCY B paMKaX Pa3jiigHbIX IporpamMM (B TOM dHcie obme-
CTBEHHBIX W PETHOHABHEIX) CETOJHSA IIOSBILICTCS Macca aHAJOTMYHLIX CEPBHCOB. B oTmmume 0T
OONBPITMHCTBA aHAJNOIMYHBIX cepBHcoB, B cucteMe "HAJ[3OP" ywacTie agMuHHCTpamy¥ IIKOJEI HE
TpeboBanock: BCIO pabory ocymecTBisum npexcrasuTenr Komnarwu. OHH, IO JOTOBOPEHHOCTH C
aIMUHUCTpalliel INKONEI, yCTaHABIHBAA HeoOxomuMmoe 00OpyHoOBaHHME Ha TEPPHTOPHHM IIKOJNEL
(aexTpoHHas mpomyckHas cucreMa). VrdopMarmo 06 ycrneBaeMOCTH B IIOCEIIAaeMOCTH IIpe/ICTaBH-
Tes KoMImaunw Moty an 13 KIacCHOT0 XypHala 10 OKOHIaHAT0 3aHATHE, IOCHIE YeT0 PYKaMHEBHOCHII
9Ty HH(QOPMAIFIO B CBOIO HHGOPMAIMOHHYIO CHCTEMY.

K wrdopMamonHO# crcTeMe HOCTYI pomuTenell ocymecTsiLuics npH Benerud OHO yuenu-
Ka W [IapoJisi, Ha COOTBETCTRYIOMICH cTpaHmIe caliTa. Takke eXEJHECBHO POMUTENH HOTydamd SMS
YBEIOMIIEHHS O BXOJZIE/BBIXOME CBOETO peOeHKa W3 KO ¢ TOYHBIM BpEMEHEM H UIMEHEM yUCHHMKA.

Kommanpei B aBTOMaTH3APOBaHHOH dopme 0OpadaTrBanuCh cnez[yromne CBEICHUS:
@O pomureneit
AJlpec IpOXUBAHUSA YICHUKA
OUO yaeruka
JlaAHbIe DIKOJIEI (HOMEp, aJipec, NaHHBIe OTBETCTBEHHBIX JIUI U T.1.)
Homep xiacca
Howmep norosopa
Howmep Tenedona popmrens
Jlammble 06 yceBaeMocTH
HauHEIEe 0 MOCemaeMoCTH

O,ZII/IH H3 poJHTeNeH NpenbsIBUI IPETCH3NH B HE3aKOHHOHN 00paboTKe nepcoHanbHbX OQHHBIX.
Konghnuxm 6pu1 5CKIEPOBaH Ha YPOBEHb aMAHHCTPAINMHA INKOJNEL. Ha BCTpede 3aMHTepecOBaHHEIX
CTOPOH BBIACHHIIOCH, 9T0 POINMUTEIH, BRICKA3aBIIMICA C IpeTeH3WAMH B azxpec Kommaruwm, Tpebyer
IPENLABUTE "aTTeCTaT COOTBETICTBHA UH@OPMAYUOHHOU cucmembl nepcoranvruix oannelx (ICTIAR)
TpeboBaHMAM 3aKoHOMAaTenbcTBa". KoMIaHWs mpoBena aHalW3 CTOMMOCTH OPOBEINECHHS ITOJOOHBIX
MeponpusTri. ITo caMBEIM CKPOMHEIM TIOZICIETaM CyMMa cocTaBmia 640 Teic. py6ireit (IIOIHOE BEIION-
HEHHEe HEOOXOMMMBIX MEPONPHATHI MOIJIO YBEIWIATH IIEHY B HECKOJBKO pa3). [l crapramna momo6-
HOe TpeGoBarue 03Ha9an0 OB HeMEHYyeMyIo Tubemb. HecMoTps Ha To, 9TO IpH XOpOIIeH Iophmde-
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ckoit mopnepxke KoMmanus mMoriia OCIIOpATh HEKOTOPHIE IPETEH3MH, TOBOAUTE JE0 IO CyHa TaKxke
O3HaYalo 3aKPLITHE IIPOEKTa, IOCKOIBKY BPEMEHH Ha TSDKOY IPAKTHIECKH HE OCTaBaJIOCh.

OueBHIHO, TPHBHAILHOTO peIICHH He ObLI0. TeM He MeHee, pemenre OBUIO BalleHo, | H0-
CTaTO4YHO OBICTPO.

IlpemupuHATEIE MEPHI

B pesymeTare Oecemsl BELICHMIOCH, 9TO IS BBIIONHEHHWS YCIOBHH IOrOBOpa HOCTATOYHO
OCYIIECTBIITH 00pafoTKy TOIBKO JacTH COOMPacMEIX CBENCHUH. A HMEHHO, TeX CBEICHHH, KOTOPBIE
HO3BOJITIOT ONEPATOPy HEPCOHANbHBIX OAHHBIX IPOU3IBOMUTE CMC-PACCHUIKY, IPEAOCTABIATE POIUTE-
JISIM ZOCTYII K OIIEHKaM ¥ IOCEmAacMOCTH JeTeH.

Jamnble 0 IIKOJIE W O KJIacce, B KOTOPOM 00ydaeTcs yIEeHMK, OBUIO TAKXKE IIPEIJIONKEHO HC-
KITFOUHTE.

®UO pomuTeneil ¥ yIEHHKOB ObUIO IPEINIOXKEHO He 00pabaTeBaTh B aBTOMATHU3MPOBAHHOM
HHGOPMAIMOHHON CHCTEME BOBCE, @ BMECTO 3TOI0 OCYLIECTBIIATh IPHBA3KY CBEICHUHE K HOMEpY IO-
rOBOpa Ha OKasaHue yeiyr. Tarke GBUI0 MPEIUIOXKEHO OCYIIECTBIITE HOCTYIL, K CalTy HCIIOMB3YA HO-
Mep JOroBOpa Ha IpegocTasierue yeuyr 6es ynomuaagus OVO ygennka.

B pesymsTare, B ”HQOPMALKMOHHON CHCTEME OCTAIUCE CIEAYIOIIHE CBEICHIM:

1. Homep norosopa
2. Howmep renedona
3. [amarre 00 ycreBaeMoCTH
4, JlaHHEIE 0 MOCEINAaeMOCTH

B nmammoM ciygae oxasalioch Ipoule OTKazarbes oT HeKoTophx ¢ymkmuit YIC u mepesectH
YacTh MPOLECCOB B PYUHYIO 06paboTKy ¢ HCIOIH30BaHAEM OYMaXkHbIX HOCHTENeH, 6€30IacHOCTE KO-
TOPHIX ITO3BOJKT 00eCIIeUnTs HaJare B MKOoJle celida, T.e. He TpeOyeT OompbIImx 3aTpar.

Ha ocHOBaRWMH 3THX JaHHBIX HEBO3MOXKHO OIPENCIHMTH WX IPUHAIUIEKHOCTE K KOHKPETHOMY
CYOBEKTY HepcoHanbHbiX OanHsLx. Bonee TOTo, 34ech NPUCYTCTBYIOT NaHHEIE 2-CyOBeKToB (pOoaHTeNd
¥ y9eHHKa).

CornacHo IOeHCTBYIOIMEMY 3aKOHONATENBCTBY JMaHHBIC CBEICHMSA, B IydINEM cIIydae, MOXHO
OTIPENCIMTH KaK 00e3IMIeHHBIE IePCOHATBHEIE JaHHbIC (XOTI ¥ 5TO BHI3LIBACT COMHEHHE HEKOTOPEIX
CHEIMAIMCTOR BBUIY TOrO, 9TO 3HECH IPHCYTCTBYIOT CBEICHUSI IBYX CyOBEKTOB, &, ClIeIOBaTEIBHO,
NePCOHANbHLIMY OQHHBIMY STH CBEICHHS HAa3BaTh HENb3).

Tpeboparus K 3ammTe 00E3MICHHBIX NEPCOHAILHLIX OGHHBLX, COTJIACHO 3aKOHOAATENILCTRBY,
HE YCTaHOBJIEHEI H OIpEAeIIIoTCs oneparopoM. Kpome Toro, mo npockbe poauTeiielt IpecTaBuTen
Komnanwu cornacuiucek OCymecTBIATh MU (POBAHNE HOMEPOR TeNe(dOHOB.

Taxmv obpa3oM, OBUIO ZOCTHTHYTO MHPOBOE COIJIalIeHHE BCEX 3aWHTEPECOBAHHBIX CTOPOH.
CoKOHOMIIEHBI ICHBIH H, 9TO HEMAJIOBAXKHO, HEPBHBIE KIICTKH BCEX YUACTHUKOB.

Kparkue arorn

VY49acTHHKY CeMUHApa CHCTEMaTH3UPOBAIM 3HAHKE O Mepax II0 00ECIEICHIIO UHPOPMAYUOH-
HOU 6e3onacrocmu, a IMEHHO:

. Ha xOHKpeTHOM IpHMEpe OIEHWIN PUCKH U YepO03bl, CBI3aHHBIE ¢ BIVSTHUEM 3aKOHOIa-
TeNbCTBA HA HCHONB30BAHKE UHPOPMAYUOHHBIX CUCEM

. Pa3Brny HaBBIKE DOMCKA PEIICHUH OpraHu3aliOHHO-IIPABOBBIX IPobleM urgopmayu-
OHHOTU be3onacrocmu;

. 3axpenuiny 3HAHUS POCCHICKOTO 3aKOHOJATENILCTRBA B 00NacTH OOecledeHHs UH@Op-
MayUoHHOU be30nacKocmu
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Kefic-cTagn: peKpyTHHIOBBINH FHTaHT HPOTHB XaKepoB
IMennb 3aparas

. OsmaxomuTECA ¢ paszfenoM "Onucasre cHTyanyn”

. TIpeIOXUTE CBOY BAPWAHTHI NOBEACHHS KOMIIAHHH, KOTOPEIE O3B0 OBl eif Bep-
HYTh PEIlyTalldo % He OTIYTHYTh HOBBIX / YAECPKATh CYLIECTBYIOMIX KIHCHTOB!

° C caiitoB xommamms B CIIIA, KOTOpBII OABEPIIACEH aTake;

) C caliToB XOMIIAHNH B IPYTUX PETHOHAX.

. [TosTamHo pa3obparh HOBEIEHNE KOMIIAHMY B OIHCAHHOM CHTYaIlUH, ONMCAHHOE B pas-
nene "TlpennpuHaThie Mephl" B ONEHHATH IIPaBHIBLHOCTE KaXIOI0 U3 Iaros

. ITpOXOMMEHTHPOBATE TEKCT 0OparieHus K IONb30BaTellIM CaiTOB, OLEHHUTH €TO CTHIIE,

adexeamnocmey CATYAIUHE B CTEIeHb NOCTIDKERHS HOCTaBICHHOHN e

Onmcanne curyanud

Shock.com npencrasnier co6oi oguHE 13 Haubolee MOy IAPHEIX HHTEpHET-PECYPCOB AL pa-
Botonmarenet u corckaTeneil. Kommamus ShockWorldwide 6sura ocrHosara B 1994 romy u crana mep-
BeM VHTEpHET caiiToM Mt IoucKa paboThl ¥ mepcoHana i 454-M 1o CUeTy KOMMEPYIECKUM CalToOM B
mupe. ITomoms 1m0 mOMCKy pabGoTHI B HaliMy cepBHC Shock IpepsaraeT B ABaJNaTH CTpaHaxX, B TOM
aucne u B Poccru. PaGoTomarens, KOTOpEIE IOnb3yIoTes calitoM Shock Poccrs, ©MeI0T BO3MOXKHOCTE
HE TOJBKO pa3Mernars 0OBsIBIEHAS O BAKAHCHIX B PEaIbHOM BPEMEHH, HO IPOM3BOJUTE ITOHUCK KaH-
IHNATOB 1o (ase NAHHEIX pesiome, & TAKIKE OCYIIEeCTBITE MX [peIBapHTeIbHEI 0T60p, IO Mepe I0-
sBieHAs oTKIMKOB. Caiitom Shock Poccust ob3yeTcs MHOMKECTBO pa3iIMgHEIX OPraHM3alyi - OT Ma-
neHpkux GupM 1o Gonpimux Kopropammi. Teicsan ymonelt mocemator calit Shock Poccus exxeneBHO,
a CIIMCOK JOCTYIIHBIX BaKaHCHYU IOCTOSIHHO 00HOBIgeTcs. CoucKaTeny IPHUXOIIT Ha CAlT 38 COBETaMH
II0 COCT&BJICHUIO pe3lomMe, TIOUCKY pabOTEI, IPOXOXKICHUIO COOECeOBAaHUA B MHOXECTBOM JPYroi
moNe3HOM HHGOPMAIHH IT0 PasBUTHIO Kaphephl. OHE MOIYT Pa3sMECTHTE Ha CaliTe HECKONBKO BEpCHU
CBOHX pestome, No0aBuTh K HUM (oTorpadmro, co3aBaTh COMPOBOAUTENRHEIE TUCHMa, aBTOMATH3HU-
pOBaTh MOUCK BaKaHCHH X MTHOBEHHO OTKJIMKATECS HA HUX. '

18 u 19 aBrycra 2007 r. 6vura 3adUKCHpOBaHa IIOMBITKA B3JIOMA CHCTEME] O€30IaCHOCTH ame-
PHKaHCKOro caiita Shock.com. HaxamyHe co00mmamock 0 68pedoHoCHOU npospamme, Ha3HIBAEMOR
Infostealer, xoTOpyr0 HCIONB30BaMM IS cOOpa MAaHHBIX YYETHBIX 3aIECeH JIETagbHEIX KIMEHTOB
Shock. Taxoxe moctynana uEGOPMAIKS O TOM, YTO STH JaHHE 3a[e{CTBOBAIA JUIL JOCTYyNa K Gaze
JAaHHBIX Shock ¢ MENbI0 mMpocMOTpa OIMyOIMKOBAHHEBIX pesiome. B pesynpTaTe amaxu Ha CadT KpPym-
HeHmero B MUpe OnaaiiH-peKkpyTepa He OBUIO BHISBICHO HY OIHOTO Cllydas YyTEUKH B OTKPBITBIA O~
CTyll IEpCOHANBHOM wmHbOpMarmm o noib3oBaTensx Shock. Ha poccmiickoMm caliTe KOMIAHHH
ShockRussia.ru & ee 6a3e qaHHBIX aTaka XaKepoe HAKaK He OTPa3HIach.

IIpennpuasTHIE MEPBI

. BEUTO OIMyDIHEKOBAHO OTKPHITOE 3asBieHue BUIle-pesuienta Shock Emerging Markets:
"B mpecce nosBmiack HEGOpPMANKL 0 TOM, 9TO PeYb HAeT 00 yTeuke NepCOHANBHON HHGOPMAIMH O
COMCKaTeNsIX. MBI He 3aKCHPOBAIE HY OHOTO Cliydas HoJoOGHOTo BOpoBCTBa. MHGbOpMarus, B3dTas
c cajita Shock, He OTIHYaeTCs OT TOMH, YTO IpeAcTaBieHa B 000 Tenedoruoit kaure CIIIA - To ecth
00IIeI0CTyIIHEIE KOHTAKTHEIEC JaHHEIE. .. SI MOTY C YBEPEHHOCTHIO CKa3aTh, 9TO OYIyT MPHHSTEL K YXKe
IPHHEMAIOTCA BCE BO3MOXXHBIE MEPBI, KOTOPHIE II03BOJIAT HCKIFOUUTE YTEUKY YacTHOH mH(OopManiy ¢
cepsepos Shock B CIIIA".

. Ilo 3asgBNICHNIO BHIE-IIPE3UACHTa, B IEIIX MEUHAMUSHPOBATE IOCIEICTBHS amaky Oplia
HPHOCTAHOBIEHA paboTa YIETHEIX 3alliceil, HCIOMb3YEMBIX B COMHHRTENBHBIX METSIX
. Ha cafitax xoMuasmy, B T.4. POCCHICKOM, OBUIO OIyOImuKoBaHo "YBemoMieHHe 0 6e3-

OMacHOCTH" 3a MOANMCHI0 IPE3UIECHTa U Ipencenatens npasiennd Shock Worldwide, roe onwmchbBa-
Jach WCTOPHS amaxu, NpeNUpHHATEIE MEPHl M HHMIMATHBE] KOMIIAHWY, HallpaBICHHBIE Ha IPENOT-
BpallleHHe BO3HUKHOBEHHA MONOOHOH CUTyanwH B JanbHefmeM. (cM. TexeT obpamenus B IIpumoxe-
HUW)

. Ha caiitax xoMnaswy, B T.9. POCCHICKOM, MOSBHICA GONBINON pas/iel, HallpaBIeHHbIH
Ha TO, IT00EI IO3BOJIUTS MONB30BATEIIM y3HATE Gonbre 0 Ge30macHoM MCHoNp30Banwy MuTepHera.
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B soBOM pazgene OpurapazMemena HHEGOpMaIUs O Pa3IMIHBIX CXEMaX MOIICHHUYECTBA B CETH X Me-
pax IpOTHBOACHCTBHAL HM.

. Komnanwus nporH(GOpMHpOBaa TeX COUCKATeNe, Ib1 KOHTaKTHas HE(opManns Oblia
HE3aKOHHO 3arpyXeHa, a, KpoMe Toro, 3a0JI0KApOBaia CepBEP MOMMEHHYKA, YKPABIIETrO ITH JaHHEE.
. Perynsapuo xomarna Shock mpoBOIHT BCTPedH 3a KPYIIIEIM CTOJIOM CO CIIENUACTaMK

o NT-6e30nmacHOCTH #3 TOCYIapCTBEHHOIO ¥ YaCTHOTO CEKTOpa, Ha KOTOPHIX YIACTHUKH OOMEHMBA-
JOTCSI OIIBITOM COIIPOTHBICHHS Xakepam W BhIpaOaThIBAIOT SIHHYO CTPATEIMIO PearupoBaHusd Ha II0-
no6usIe amaku. [JomobHoe B3amMONEHCTBYS rocyAapcTBa ¥ OM3HEcCa, B TOM WHCIE H 3JIEKTPOHHOTO,
IIO3BOJIIET COBMECTHO peliaTh aKTyalbHEIE IIPOOIEMEI UHpOPMAYUOHHOU 6e30nachocmu, XpaHeHN i
HCITOJIb30BaHNA HHQOPMAUH B 2106anbHO cemu

KpaTtkue urorn

V4YaCTHHKH CEMHHApa CHCTEMATH3UPOBAIY 3HAHUS O Mepax IO 00eCIeueHHIO UHPOPMaAYUOH-
HO be3onacHocmu, a IMEHHO:

. Ha KOHKpPETHOM IIpHMEpPE ONEHFIIA PUCKH ¥ Y2p03bl, CBSI3AHHEIE C Yel08e4eCKUM (Pax-
mMopoM B UHGOpMayUOHHOT be3onacHocmu,
. OBrageny HaBBIKAMZ ONEHKY COOTHOINGHWS IEHHOCTH MH(OpPMAaIWH K IEHHOCTH CH-

CTEMBI 3allUThI, OMpPEeNeNeHne Neleco00passoi B paluoOHaTEHONA CHCTEMEL 3aujumpl UHPOPMAYUU B
KOHKPETHBIX YCIIOBHSIX;

. Paseriw HABBIKK [TOMCKA PEIICHUH pobieM uxgopmayuounol bezonacrocmu, COIps-
JKEHHEIX C Yel08e4eCKUM HaKmopom ;
. [Tprobpenu ONBIT TPOGMITAKTHYECKON W HpeXyIpexiaromel eSTeNbHOCTH 10 OTHO-

MICHUIO K HHQOPMAIOHHEIM Yepo3am

IIpnnoxenne. Yeenomiaernne o 6€300acHOCTH

VBaxaeMble ONb30BaTena caita Shock,

3amuTa comckarelelf, KOTOpHIe MONB3YIOTCA HAaIlMM CafToOM, SBILIETCS IPHOPHTETOM HameH
KOMITaHWH, % MBI [IEHUM Barme JoBepHe K Shock. K coxaneHuro, IpeCTyIHEKE BCE Jallle HCIONB3YIOT
VuTepHET B HE3aKOHHBIX LENIX, ¥ KaK B MHOTHE IPYrWe KOMIIAHHM, ITOJIEP KUBAIONIME OIPOMHEIE
0a3Bl TaHHBIX, calTEl Shock BpeMs OT BpeMEHH IIOIBEPrafOTCs IONBITKaM HE3aKOHHOI'O H3BJICYCHHS
rHOpManKy U3 Hamwmx 6as3.

.Bam moxxer GBITH ¥3BECTHO, 9TO HeNaBHO caiiT Shock cran MUIIEHBIO AEATEILHOCTH IPECTYIl-
HHUKOB, HallpaBJeHHOH Ha HE3aKOHHOE HM3BJIEUYCHHE W3 Hee Taxoi MH(OpMalHu# Kak MMEH H aJpecosB
IOJTB30BaTENEH, HX TEIE)OHOB W ampecoB 3NeKTPoHHOM noyTsl. KoMuarus Shock seMenieHHO OTpea-
THpOBAJA HA 5TOT WHIHIEHT, IPOBENI BCECTOPOHHIOIO IPOBEPKY BHYTPEHHUX IIPOLECCOB B IIPOLENYD,
porH(bOPMAPOBAB TEX COMCKAaTeNeH, 9bsi KOHTaKTHas HHGOopMarms ObUIa HE3aKOHHO 3arpy’XeHa, a,
KpOMe TOT0, 3a0JIOKAPOBaB CepBEep MOIUEHHNKA, YKPaBIIETo 3TH JaHHBIE. [Ipu 3TOM y HAc HET OCHO-
BaHW{ IOJaraTh, YTO OIACHOCTY OBUIH IIOJBEPTHYTH TaKUe KpUTHUECKWE JaHHBIE KaK HOMepa Kpe-
IHMTHBIX KapT.

K coxanenuro, 3Ta IOIBITKA HE ABJIICTCS SAVHIIHEIM HHIMICHTOM, IO3TOMY MBI CHHTAEM HE-
00X0IMMBIM TIpeNyIpPEauTh BCEX IONb30BaTenell Harmmero caiita o6 stoii mpobieme. IlomawmTe, 9TO
HE3aKOHHO 3arpy’KCHHbIE KOHTAKTHBIE JAHHBIC MOT'YT HCIIOIB30BAThCS B PACCHUIKE MOIIEHHHYECKHX
MEKTPOHHEIX IIFCEM, IIeJIb KOTOPBIX - "BEIyAXUTE" GHHAHCOBYIO HHGOPMANHIO HIIK BTSIHYTH I10JIE30Ba-
TeNel B MOIIEHHWIECKHE COeNKY, IT0 YKE HEOHOKPATHO CIyJauoch C IONB30BATEIIME IPYyTHX Caki-
TOB.

MEI Taxoke XoTen# 65l cCOOOIMTE BaM 0 Mepax, KOTOPHIe BBl MOXKETe IIPEANPHHATD, ITOOH! 3a-
1 TUTh cebs oT medferemit MHTEpHET MOMEHHUKOB. Tak Kak HM OfHA KOMIIAHHS HE MOXET ITOJHO-
CTBIO IIPENOTBPATHTD HENETAIBHENL JOCTYI K JAHHEIM CBOMX MOJB30BATENel, MBI IIOJIaracM, 9To, 00-
pamasich K BaM HaIPSIMYIO, MbI IIOMOKEM BaM 3aIMUTHTECS 0T 310YMbIULIEHHUKOE, KOTOPEIE OPraHE30-
BaNK amaxu Ha caliT Shock u npyrue 6a3bl TaHHEIX.

MEI HaMepeHSI TOINEPIXKUBATH NANBHEHIIMI THalor CO BCEMM HAMMMW IONH30BATEIAMH O
OezomacsocTH B VHTepHeTE, U 0 TOM, Kakue Mephl KOMNanus Shock mpenpuHIMAaeT, 9TO0BI 3aliu-
THTH uX. Ha Harmem cafite MBI pa3MecTANd HHGOOPMAIHIO O PA3IMIHEIX CXeMaX MOINCHHIYECTBA B Ce-
TH H MEpax IIPOTHBOAeCTBISL UM, Bl HaliieTe ee Ha crparmne http://help.shock.com/besafe/.
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ITommMo 3TOrO0, KoMuanus Shock 3amycTvia IEeNbll S HHHAIHATHAB, KOTOPEIC HAIPaBJIeHE! Ha
3aIUTY COXPAHHOCTH (IPENOCTaBIIEMbIX BaMHU CBefieHHH. HexoToprle U3 3THX Mep yKe OCyIIecTBILI-
I0TCA, a Ipyrue OyIyT peaau30oBaHkl yKe B OiKxaiimee BpeMs.

Mgl DosiaraeM, 9To TH JeHCTBUA SBILTIOTCS BaXHEIM INAaroM IO HAUPaBIEHMIO K BaldeMy [0~
Bepro. Takxe, 9To6EI 06eCeuTs 6€30nacHbnl ¥ 9(GeKTHBHEN IIOMCK PabOTEI OMAQLH, MEI paboTa-
eM ¢ COTHSMH THICSY HAIIIX KIMEHTOB paoTonareneit. B manpHeimeM, MEL IPOLOIDKAM HEGOPMHUpPO-
BaTh BAaC O BCEX M3MEHEHMIX HA HameM caifTe, KOTOPHIE HAUPABIEHBI HA TO, YTOOBI OCTaBATHCS
HATEXHEIM IIApPTHEPOM B [I€Je Pa3BUTHA Ballel Kapsepsl. MEI IpeaaraeM BaM y3HaTh Gombine o 6es-
OTIACHOM HCIIONTb30BaHuR VIHTEpHETA.

C yBaxeHHEM,

IpesunenT u npencenarens mpasiesus Shock Worldwide

Keiic-cTtanu: 6esonacaocrs B MACRO
ean 3apaTasa

. OznaxoMuUTECS ¢ pasnenoM "Onucanye CATyanus”

. TIpeIoxuTs penIeHus, XOTOphle MO3BOJITY OBl MCIIPaBUTh CHTYAlHIO ¢ 00eCIeYeH -
eM be30nacrocmy uHGOpMAayuy B KOMIAHAH C UCIIOIb30BaHIeM IPoayKToB Microsoft

. ITosTamuo pazobpaTh MOBEACHNE KOMIIAHUY B OIFCAHHON CHTYyalHH, OMUCAHHOE B pas-
nese "TIpequpaHsTEIE MEPH", ¥ ONEHUTE IPaBMIIHHOCTS KOXKIOTO U3 IIAroB

. ITpoxOMMEHTHPOBATH, MHEHHE aHATHTHKOB O TOM, YTO €AHHCTBEHHEII METOM IPOTHBO-
JIeHCTBHS uHcaiidepckoli yTpo3e COCTOUT B HaliMe Ha paboTy YeCTHBIX COTPYAHHKOB

. IlepedncauTh COBPEMEHHBIE TEXHOIOTHHE 3aujumsl UHQOPMAYUY, TTO3BOJIIONHAE CHHE-

3UTh PUCK OT Yel08eyeckoz0 akmopa -

Onucanne caTyanuu

" MACRO " (coxp. ot Major Aerospace Corporation founded by Ronald and Onsi ) asngercs
BEIyIIeH MIPOBOM aBUAaKOCMHUYECKOHN kopnopayuel U XKPYIHEHINAM IIPOM3BOAUTENIEM MACCAKHPCKAX
camoneTos. Kpome Toro, "Maxpo" pa3pabaTeIBacT K BEIIYCKAaeT BOCHHEIE BEPTOJIETEL, SIEKTPOHHEIE A
00OpOHHbIE CACTEMBI, PAKETHI, CITyTHHKY, COBPEMEHHEIE UHDOPMAYUOHHBIE CUCTNEMbL B CHCTEMEI CBS-
31. "Maxpo" 3aHMMaeT JHAMPYIOINEe O3KIUE B 00JaCTH IPOTHBOPAKETHOR 0OOpOHEI, MHIOTHPYE-
MBIX KOCMHIYECKHX IIOJIETOB ¥ YCIYT B chepe NOIIEPKKHE M IOCIEIPOIAKHOT0 OOCIIy  KIBAHNI aBHa-
TEXHAKH.

B ucropun xoMnasum "Maxpo" oTpakeH BECh IIyTh MHPOBOM aBHAlUM M KOCMOHaBTHKH, OT
CO3[aHWsI OJHEM H3 OCHOBaTeled xoMmmaHuy Yapie3zoM PoBalmbzoM camosera UL IEPEBO3KU ITOYTHI
[0 CTPOUTENLECTRBA Ha OKOJI03eMHOM opbure Mexaynapomsoii Kocmuaeckolt Cranmmua. "Maxpo" Ha
IPOTHKEHUY MHOTHX JIET OCTaeTcsA JAEPOM aBHANHOHHO-KOCMHYECKOH OTpaciH, Ipeiaras 3aKas-
YFKaM CaMble COBPEMEHHEIE TEXHOIOTHH I WHHOBAIIMOHHEIE PEIICHHUS.

3axa3upKy KOMIIaHMH HaxopxaTcs B 6onee gem 90 crpasax mupa. Ilo o6semam npomax "Mak-
po" ABygeTCA OOHMM U3 KpynHeHmuX sxcroprepos B CHIA.

IlraT aBranmoHHOro ruranTa HacautrBaeT Oonee 160 TriC. coTpynHuKOB B 70 cTpanax Mupa.
Coepa nearempBOCTH, 2nobanuzayus, yXecTodeHIe KOEKYPEHINA B OBICTpas MUHaMPKa PBIHKA OKa-
3BIBAIOT BIMJHMC Ha IPUHOUNB! BeAeHWs Om3Heca W NpenbiBILIEOT kecTkue Tpebomamusa x HT-
un@pacmpykmype KoMnanud. Hupopmamusayuu 6usnec-npoyeccog u MOGWILHOCTH COTPYIHHAKOB B
"Makpo" aBHO ynenseTcs MHOTO BHHUMAHHA: Tak, yxe B 2005 . mopsiaka 50% COTpyIHHKOB B CBOCH
JIeITEIHHOCTH HCIIOIB30BAIM KOPIIOPATHBHEIE HOYTOYKH.

Orngaxo 0Xxa3anock, 9TO Hanpgue OONBINOTO IapKa COBPEMEHHBIX TEXHHIECKHX CPEICTB MO-
XKeT OBITH HE TOJHKO IPEMMYINECTBOM, HO M IpsMoi yrpo3oi mis 6msHeca. B Hos6pe 2005 1. roxa
ObUI HOXHWINEH JSITOI C MpugamHelMy IAHHEIME 161 Teic. GBIBIIMX ¥ HEHEIIHHX CIIyXXaIdux
aBHaCTpOHTCJIBHOI'O Traragra. HPCCTYHHHKH 3aByiaLeyIy HMCHaMH, HOMEPaMH COIHaIEHOIO CTpaxoBa-
HAS ¥ B HEKOTOPHIX clydadx OankoBckol mEbopManwmeit. Eme OonbIme oMpadmiio CUTYAIIHIO 3asBile-
HHE OQHIHANBEHOTO IPECTABATEII KOMIIAHIH O TOM, YTO TpoblieMa Kpaosicy Ha CaMoM IENE SBISETCS
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HE €JUHCTBEHHBIM HCTOYHHMKOM OIacHOCTH: TOIBKO B 2005 roxy ¢upma norepsuta 250 HOyTOyKOB 13
' HCIIOJTB3YEMEIX 75 THIC.

ITocne mHOUAEHTa ¢ KOMIIpOMETaluel JaHHBIX COTPYINHHKOB PYKOBOACTBO "Makpo" moobe-
IMaj0 BHEAPHUTH CaMBIe COBPEMEHHEIE METOIBI 3Aujumsl UHGOpMAayuy, B TOM TUCIEC ¥ UWUPPOSAHUE
OauHLIX Ha MOOMIIBHBIX KOMIIBIOTEpPaX H BHIIYCTWIO Oupexmugy O IMH(GPOBAHUM YYECHGUMENLHBIX
oannvix. Opraxo xorza B anpene 2006 r. y coTpymaEKa oTHeNa xkadpos komuanwy "Makpo” B aspo-
IOpTy OBUT yKpasieH MOOHIBHEN KOMITBIOTED, XpaHHBIIHHCSA Ha HeM (ailn ¢ npusamuvimy CBEICHII-
MH pabOTHHWKOB KOMIIAHHHW, KOTOPYIO Kopropanus "Makpo"” mornoTmia B 2000 r., oxazancs Hesa-
A POBAHHBIM.

OdurmanpEeli IpencTaBUTeNs KOMIIAHMK COOOLIMI, 9TO XPaHEHUE KOHOUOEHYUANbHOU UH-
dopmayuy B OTKPEITOM BHJE SBILETCS HapymenueM noymtrky VT-6e3omacHocTr dupmser "Makpo".
Mexnay BBIIYCKOM YIOMSHYTOM Oupexmugs, 00s3BIBAIOMER CITyXaIMuX uiupposams Takue NaHHEIE,
M HHIMIEHTOM B adpoIopTy IPOILIO HenbIX 5 MecsarneB. COTpyIHUK, NOIYCTHBIIMH Kpaoicy, TIOIEI-
TaJICA OIIPABIATE CBOIO XaJaTHOCTH TEM, UTO HE 3aMETHJI KOHQUICHIUAILHEI (aiii, IpoBOL peBH-
3HIO CBOETO JKECTKOI0 JUCKa IOCIe HOAOPHCKOTO HHIIICHTA.

3a 3TUM IIOCIenoBalia HoBas kpaoica: B HosOpe 2006 r. ObUT MOXUINEH JIDNTOI W3 aBTOMOOHIIL -
coTpyAHMKa KoMmanuu "Maxkpo". B pesymsrare npusamuvie cBegerns 362 THIC. COTPYIHHKOB OKaza-
JHCH cCKOMIIpoMeTuposaHsl. HaneceHHBI KoMIaHuH yuyep6 OBLI onieBeH B 147 MITH OJUL.

IIpegnpuasTeie Mepb

. Kommanmsg "Maxpo" onoBecTriia BceX CBOMX HBIHEIIHUX CITyXalluX 0 e-mail, a ObB-
IIMX COTPYIHHKOB OOBIIHOM IIOYTOH O TOM, 9TO HMX MMEHA, HOMEpa COIMAILHOTO CTPaXOBAHUI, a B
HEKOTOPBIX CIydasdx emle ajpeca W HoMepa TeleOHOB, OBUIM CKOMIIPOMETHPOBAHEI B PE3yNHTATE

Kpaoicy HOyTOyKa.

. Kaxerit noctpafaBmmii 0Ty aus OecILIaTHEI MoHumopurnz QAHaHCOBOY aKTUBHOCTH.

. B xommanwm OBUI IIpOBEAEH ayoum BCeX MOOMIBHBIX KOMITBIOTEPOB, HCIOIB3YEMBIX
COTPYIHUKAMY OTHENa KA0pos.

. Ha xaxmeii HOyT6yK OBUIO IPUHYMTEIBHO YCTAHOBIECHO IPOIPAMMHOE o6ecnequne
JULS Wughposanus OaHHBIX

. Bcee ciryxamue, paboTaromue ¢ koH@uoeHyuanvrot uHopmayueti Ha IBNTONAX, GLUm

HaIIPaBIICHE! CIEIIHaTbHbIC TPCHUHTH.

Hecmotps ma MacmTabmble npeoOpa3oBaHus B KOMIAHWH, IpoOIeMEl ¢ WHQOpManuoOHHOHR
GezomacHOCTEIO HE OBUIM HcuepHaHsl. B mrone 2007 r. MHCIIEKTOP MOAPA3NENCHUS KOHMPONL Kade-
cmea "Maxpo" OBLI apecTOBaH 3a Kpadcy KOHQUISHIHANLHEIX JOKYMEHTOB. B Tegenne 2 ner pabort-
HAK cobupay pa3nmdHble CBEJCHMS, a 3aTeM IPEUIOXHII IOAOOPKY KOppEeCHOHAeHTaM rasersl The
Seattle Times. IlpencraButeny "Makpo" 0TKa3aIuch COOOIIATH, KAKOB JKe PeabHBIA SKOHOMUIECKHIH
yuyep6 oT reficTBHi coTpyrEuKa. [I0 HEKOTOPEIM OLEHKaM, UHCatidep yKpall okoio 320 TeIC. pa3nmd-
HBIX JOKYMEHTOB 00mel nerHocTeio 1o $15 M. Ha ero moManraem KoMmobroTepe 00HAPYKHIH KOH-
TaKThl HECKOJIPKUX KypHAIHUCTOB. KpoMe Toro, 6pm HalNEeHE! CBAACTENHCTBE, ITO COTPYIHIK KOM-
IaHuy NEIMICS ¢ HUMH 3aKphITod mHbopManued. JlaHHEe uHCca#dep KOMIPOBAI C IOMOIIBEO OOBIY-
HOM (mamxwm. Ilo cimoBaM camoro QurypanTa MCTOPHE, TAKMM CIIOCOG0M OH COOHMpaICSs NPUBIETH
BHHMAaH¥E K IIpoblieMaM Ha IPEeIPHITHI.

OtmenpHbIE aHATHTHKY CBI3BIBAIOT IPOONEMY uncalidepckoil y2posvl C TIOSBIECHHEM COBpe-
MEHHEBIX TEXHOJOTHH IEPEH0CA NAHHBIX U HEBO3MOXKHOCTBIO KOXIBIM JeHh JOCMATPHBATH KaXKIIOIO
paboTHYKA: JaXe eCIH IPECTaBHUTh, UTO CiIyx0a 6e30I1acCHOCTH IIOIIA Ha TakHWe MepHl, PaGOTHHK
MOT OBl ItepeciIaTh MaTepHalIbl 0 SIEKTPOHHOM mogre. EOMHCTBEHHEIA BEIXO U3 CATYAlld OHHU BH-
JAT B TOM, YTOOBI HAHUMATE Ha paboTy YeCTHBIX JEONEH. _

KommvenTapnn skxemepra ([Jemmc 3eHKHH, OUPEKTOP 00 MApKeTHHIY KOMIIAHHH
InfoWatch)

. "CiEImkoM MHOTO BHYTPEHHUX HHIHICHTOB 3apErMCTPHPOBAHO HA aBHATWIAHTE B IIO-
crenHee BpeMd. OTO AaeT OCHOBAHUS NIOJIAraTh, 9TO HOAUMUKA 6e30nacHocmu <B KOMIIAHHI> HEBEp-
Ha."
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. "Macmralsl, B KOTOPEIX <KOMIIaHHS> TepseT HOyTOYKH, MOJDKHBI OBLIH 3aCTaBHThL
KOMIIQHHFIO BEITYCTHUTE OUpekmugy 0 IrpPpOBaHAH eIe HECKOIbKO JeT Ha3zan, OIHaKo Jrydie Ho34HO,
geM Hukorma”

. "VBepeH, KOMIIQHKA ... IPABHIBHO IIOCTYIMIA, 9TO PEIIMNa IPUHYIHTENBHO OCHa-
CTHUTE HOYTOYKH CpeICTBaM¥ MA(POBAHES U JOIOIHITENFHO OOYIHTh IIepCOHal .
. "<HHcaiioep>yKpal TOKYMEHTE U3 MHOTHX noopasdenenui. B <KOMIaHAK> 3a4BHIIH,

910 < UHcalidep >HapymwI NONMUTUKY KoMIanuy. OnHaxo 3T0 BuHA W T-Ciy»X05], 9TO COTPYIHHIK MOT
paboTaTh ¢ HEHYXHBIMH eMy Oupekmopuamu. JJOCcTyn pabOTHMKOR K JaHHBIM HEOOXOIMMO CTPOTO
pernaMeHTHpOBaTs."

. Hyxmo "... HenmocpencrenHo paboTy ¢ (aiimaMu KOETPOIMPOBATE C IIOMOIIBIO CHCTEM
3aIUTEL OT yTedeK. Torma KOMMYecTBO BHYTPEHHNX HHITMICHTOB OYAeT CBEICHO K MUEHMYMY"

KpaTkue nrorn :

VYacTHHKY ceMuHapa CACTEMATH3MPOBATN 3HAHHA O Mepax 10 00ECICUeHHIO UHPOPMAYUOH-
Kot bezonacrocmu, a AMEHHO:

. Ha KOHKpEeTHOM IpUMEpe OLECHUIIE PUCKH H y2po3bl, CBI3aHHEIE C Ye08eHeCKUM PaK-
MOPOM ¥ MOGULLHBIMU YCMPOTICMEamuy B 00ECIICUSHIN UHPOPMAYUOHHOT 6E30NACHOCU;

. PasBrny HaBBIKA LOMCKa pelueHu# mpodieM uHpopmayuonHo 6e30nacnocmu, Comps-
JKEHHBIX C YeJl08e4eCKUM QaKmopom ;

. Ipuobpens onsIT nmpodrITaKTHYeCKOd X IpeXylIpexaatomel JeSTeTsHOCTH HO OTHO-
IIEeHWIO K HH(OPMAIMOHEEIM y2p03am
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