


BAHKOBCKWE
[MPOLYKTbI

N YCITYT W




BAHKOBCKAA KAPTA

Y10 Ba)XXHO 3HaTL:

_lNonHble paHHbIe
MarHUTHOW NMosfochbl

Howmep RSN NN ee SKBMBaseHTa
........ A 439
KapThbl M{% A Ha unne
Cpok : :
ﬂeMCTBMF:I 5 : PIN-koo
Nwus - _‘ : 199 Iéon
aepxartens 3 e30MNacHOCTU
: ARDHOLD (CVC)



PEKOMEHOALINA
[10
BE3OINACHOCTW
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PEKOMEHOALINA

[10
BE3OINACHOCTW

N3ameHuTe

[TH-kon

B OaHKoMaTe

HA N3BECTHbIN

TONMbKO BaM U

3anoOMHUTE ero
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OcmoTpute baHkomaTt
nepen CHATUEM [OEHET,
Ha>XMUTE KHOMKY «OTMEHa»
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He BbiOpacbiBanTe
B YPHY YeEK,
KOTOPbIW
ne4yataer

PEKOMEHOALIA B Y=13 0]V Ih)
Nno
EE30MACHOCTU




MOBUINbHbIN BAHK

Y10 Takoe MOOUNbHbLIN OAHK:

Ycnyra gaet BO3MOXHOCTb
pacnopsXXaTbCA AEHEXHbIMU
cpeacTBaMu U OTCIEXNBATb
NOCTynneHne geHer Ha 6aHKOBCKYIO
kapTy Yepe3d CMC-onoBelleHune

[1Nns nonb3oBaHMA MODUITbHbLIM

OaHKNHIOM HYXXHO MMETb TOJIbKO
TEJNNE®OH!

SBE
cyB
SEC

RRRRR
ER
UUUUU

;o —

<

co ckuakon 1 200p. Ha
cneaylowme 8 noesnok 8
Takcu ot cepeuca Gett. Yrobbl
BOCMO/Mb30BaTbCA CKUAKOM,
aKTUBMPYWUTE KynoH: hitp://
s.sberbank.ru/v/
x5D8Teg57YQL nonnatute
noesaky kaptou C6epbaHka B
MOBUNbHOM NpunoxeHun Gett.
KynoH pevicreyert B TedeHune 30
AHEW C MOMEHTa aKTUBaLUum Ha
noesaku no Mockse.

MoppobHee: www.sberbank.ru/
t/getts/ MNMAO CbepbaHk

VISA3109 15:46 Mokynka
160GEL AKIDO LTD BanaHc:
15384.57p

VISA5306 18:15 lNokynka
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PEKOMEHOALINA

[10
BE3OINACHOCTW

He coobLanTte HUKOMY
naponu ns CMC

nepesen(a) Bam 139.00 RUB

Cnucanvie cpeacte:
YM*TIMEPAD (RUB 2000.00);
naponb: 212114. He

coobuwaiite naponb HAKOMY.
TO/MbKO MOLIEHHUKM
3anpaluusatoT naponu.

10



PEKOMEHOALINA
[10
BE3OINACHOCTW

Ecnu notepanu
TenedoH UMM CMeHUNU
HOMEP MOOUNbLHOrO,
obpaTUTECH

B OaHK




He noakno4vaunTe
kK CMC-cepBucy
yyxxme TenedoHsbl

PEKOMEHOALINA
[10
BE3OINACHOCTW

I_________l
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gSESEZ%E zzzz @ CBEPBAHK

Ecnn nonyynnn CMC
O NepeBoae, KOTOPbIN
He coBepLuanu,

obpaTtutech —
B OaHK e T

PEKOMEHOALINA
[10
BE3OINACHOCTW

3000p Banawc: 7330.09p
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CBEPBAHK OHJTAVH

YTOo Takoe MHTepHeT-0aHKUHT:

Ycnyra no3BON4eT:
CaMoCTOATENBHO U B Ntoboe
BpeMSA NONb30BaTbCA yCnyrammu
baHka 4yepe3 VIHTepHeT

PelwlaTb onepaTtuBHO BOMPOCHI
O0e3onacHoCTU

CHuU3UnNMn
‘“'*W\\
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CkauymBante ModbubHoe
NPpUNoXeHne B opuumanbHbIX
Mara3mHax

3arpy3uTe B

‘ App Store

)

S CHepbaHk b\
% Oungim °*

3arpy3uTe B

Google Play

MNposepka yCTPONCTEE 3aKOKYEHA.
OnacHocTh OTCYTCTBYIOT.

PEKOMEHOALINA
[10
BE3OINACHOCTW

YcTtaHoBUTE
CbepbaHk OHnanH
C BCTPOEHHbIM
aHTUBUNPYCOM
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He coobwante HUKoOMy:

* JlorH n napornb
oT CoepbaHk OHnanH

 [laponun
n3 CMC “< ,, O °

nepesen(a) Bam 139.00 RUB

PEKOMEHOALINA
[10
BE3OINACHOCTW

CnucaHme cpeacrs: |
YM*TIMEPAD (RUB 2000.00);
naponb: 212114, He

coobiuaiite napons HUKOMY.
TO/bKO MOLIEHHUKN
3anpatwmearoT rnaposn.

BT, 5 mapra, 21:39 16



B BebO-Bepcuun BBOAUTE OaHHbIE
TONbKO ecrnn AOMEeH TOYHO
coBnagaeT c Ha3BaHUeM cauTa

n canT
PEKOMEHOALUNW HaAYNHAEeTCH
LS c httpS:

BEE3OMNACHOCTW G Senlan
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CBOEBPEMEHHO
obHOBNAUTE

nporpamMmHoe
obecneyvyeHune

PEKOMEHOAUMU
Mo
si=c0ip\ex0en aAHTUBUPYC

YcTtaHoBUTe
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KAK HE
[TOIMNACTbCH

HA YJIOBKW
MOLWEHHNKOB?




3TO HY>KHO 3HATbH WIS M—

CoumanbHasa UHXXeHepuUus —
BO3eNCTBMEe MOLLEHHUKOB Ha Noaewn,
NPUY KOTOPOM XepTBbl COOCTBEHHbLIMW
pykamMuy OoTAatoT CBOU OAEHbIN Unn
COoO0WAaKT AaHHbIE

MoLweHHU4YecTBO NO TeneoHy—
BU coLuanbHOU UHXeHepUn, npu

KOTOPOM MOLLUEHHUKN 3a0EUCTBYIOT
TenedooH
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COLI,I/IAJ'IbHAFl NHXXEHEPUNA. € o5uEE @ coppank
MOLWEHHWNYECTBO IO TEJIEPOHY

O6LWun NPMHUMN BCEX aTaK —
BBeJeHMe B 3abnyxaeHune

310YMbILLUNIEHHUKN MOTYT
NMPUMEHATb Pa3finyHbIe
TEXHUKN, HanpaBneHHbIE

Ha aMouunn, crnabocTn unwu
MHbleé OCODEHHOCTU NIMYHOCTU
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KAK PACMO3HATb MOLWEHHUKA ©SCst @ commns
[1O0 TEJIEDORY?

He3HaKoMbIN NN CKPbITbIM HOMEP
TenegoHa

@ BHesanHocTb 1 TpebosaHne BbLICTPOro

MPUHATUA peLleHuns]

Upe3smepHaa HaCTOMYMBOCTb UK
3ancKnuBaHue/yroeapmBaHme

Ha Baluu Bonpocsl

MNHTepec kK Bawinm nepcoHanbHbIM OaHHbIM
nog npeanoromMm nomMoLum

@ HeBHATHOCTb U HEYETKOCTb OTBETOB
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CCCCC

KEM MOXET NMPELCTABUTLCS © s i
MOLLIEHHWK?

Bawmnm pogcTBEHHUKOM, «MNonaBLUINM
B Oeny», B CBSA3M C YEM OH NPOCUT
nepeBecTn AeHbI

CoTtpyaHukom [NOP, npeanararowmm
NbroTbl N NYTEBKWU, YOANEHHYIO paboTy
Npun 3TOM MPOCUT ONMnaTuUTb
PErMcTpaLnoOHHbLIN B3HOC

CoTpyaHnkomM baHKa, BbIMaHMBAOLLIUM
OaHHble KapTbl 1 naponu n3 CMC nog
npegnorom MolleHHNYecTBa No BalleN

‘l‘L KapTe unn cbosi CUCTEMBb




KEM MOXET NPEACTABUTLCA © s
MOLUEHHMK?

CoTpyaHUKOM coumanbHbIX Cnyxo,
npeanaratoLwmm KomneHcaumm

Cotpyanukom [NXO/npokypatypbl/VHBIX
0 opraHusauumn, pacckasbiBaroLnm

O MOLLUEHHMNYECTBE, BbIFOOAHOM BINOXEHUU
OeHer, DpoKepCcKUX Unn gmnnepcKmnx
ycrnyrax

[TokynaTtenem Baluero toBapa c cauTa,
BbIMaHMUBaOLWMM JaHHble KapThl

n naponun n3 CMC, nog npeanorom
nepesoga Bam aBaHca




[TlocTapanTecb YCNOKOUTLCA
N HE NPUHUMATb PeLleHnI
cpasy

METOObl
MPOTUBOLOENCTBUS
COLMANBHOW
NHXXEHEPWW
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METOObl
MPOTUBOLOENCTBUS
COLMANBHOW
NHXXEHEPWW

[ToMHUTE — PabOTHUKM DaHKa

HUKOraa He 3anpalunBatoT

* [1NH-kog nnun kog 6e3onacHOCTU

* NTOrMH 1 nNaposb oT CoepbaHkK
OHnaviH

* naponb n3 CMC

26



He coBepluanTe Kakme-nmbo
onepauun c KapTon
MO UHCTPYKLIMAM 3BOHSLLIETO

\V/ ETO le| : MpoauktynTe
NPOTVMBOOENCTBUA napu e
COUMATIBHOW

NMHXXEHEPUA

©)
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[Tonoxute TpyoKy 1 nepes3BoHUTE
camMmu no ocpuynanbLHOMy
HOMepy opraHusauumn

METOObl
MPOTUBOLOENCTBUS
COLMANBHOW
NHXXEHEPWW

28



METOObI MPOTUBOOENCTBUSA © SCoit

UTobbI OTNNYUTL coTpyaHuka CbepbaHka,

3anuwmTe Homepa 6aHka B TenedoHHyto khury: 900, 8800555-55-50
Ecnu 3BOHOK ByaeT ¢ Apyroro Homepa, OH 0TO6pPa3nTCA Kak HeM3BECTHbIN

29



CBEPBAHK OTIMPABJTIAET CMC © (St @ ok
TONbKO C HOMEPOB 900 1 9000

iMessage iMessage
CerogHsa 19:38 Ceroguna 21:27
VISA9154 18.10.17 WBaH Cepreesuy,
18:43 nokynka 32480p HeaaBHO Bbl 3aKpbinn
AEROFLOT banaHc: BKNag B oTAENeHUN
17245p CGepﬁatiKa. OueHure,
noXanyuncra,
Hackonbko Bbl
OCTanuchb JOBOJbHbI
obcnyxusaHunem?
HanpaebTe B OTBETHOM
SMS 6an ot 1

(coBepweHHo HE
[0BONbHLI) go 10
(o4eHb 0oBONbHbI). SMS
onnavyvBaeTcs rno
Tapudy Bawero
MOBWIbHOr O
onepartopa. C6epbaHk 30




METOObl
MPOTUBOOENCTBUS
COUMVANBHOW
NHXXEHEPUM

Ecnn coodwunnu ceBou
NAaHHbIE KapTbl NO3BOHUTE
no Homepy 900 n coobLnTe
O CIy4YMBLLEMCS

31



SIEEM g CBEPBAHK

3TO HY>KHO 3HATb © St

MoLweHHNn4YecTBO No noyTe u

CMC, npu koTopom
3MOYMBILLMEHHUKN «BblYXXUBAKOT»
NINYHbIE AaHHbIE:

* OMHbI

* naponu

 [1NH-koabl

« 1 apyrue

32



l3me.. $ 4 4 53% @ 15:45
( < 79053003414 ) T —

SMS/MMS

ViBaHOBa, Bbl NOMYYMAM
HOBOE MMC: |

—( mmmsgd.ru/mms/?vu /)
ot 1eTp

cyb6ota, 11 peBpansn 2017 r.

) 900:Baum

KapTbl "Visa"
3ABJIOKUPOBAHbI!
Konn LleHTp:8905
301 2458 CéepbaHk fiag
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He nepexoguTe
NO CCbIJIKam = e

C Bawuein kapThbl

3 NMUCEM U CMC, e

He 3BOHUTE
== 0] = alEl ] NO yKa3aHHbIM e,
Mo TenegoHam .
EE3OMNACHOCTW e

Hanuwwute coobLieHue... @
& & @ oo

4



PEKOMEHOALINA
[10
BE3OINACHOCTW

He coBepluanTe

Kakne-nmbo onepaunmn
Nno HCTpykunam ns CMC

O () 85%mm)4

+79588037225

eeeeeeee

il MegaFon LTE 18:09

Sberbank OwnaiiH. BAONETTA
FEHHALVEBHA B. nepesen(a)
Bam 900.00 RUB

ol MegaFon LTE 18:10 O () 85% W) 4

+79588038764

eeeeeee

Envnsaseta,sepHute
900p.Owwmbnacs!bnaropapto!
Ha kapty 4274320028700881




KAKOE CMC OEVCTBUTEJIbHO
bEPbB/

O
\

900

IMessage
CeronHla 21:03

VISA** nepesopg 2000p
yepes CbepbaHk
OHnanH BbinonHeH. [Ang
OTMEHbI onepauum
OTNpPaBbTE B OTBETHOM

“ L.tl . AWAY A

OTMEHA, rne XXX -
Ball Naposib B

CbepbaHk OHNauH.

2

+7 (967) 242-23-44

IMessage

Onepauuu no Bawen
KapTe NPUoCTaHOBNEHbI
NHpo 89661592721
C6epbaHk

SBERBANK
CYBER
SECURITY

"7 CBbEPBAHK

9000

tMessage
CerogHsa 21:27

MeaH Cepreesuy,
HeaaBHO Bbl 3aKpbin
BKJ1af B OTAENEeHUN
CbepbaHka. OueHure,
noXxanymcra,
HackKonbko Bbl
OCTanucCb A0BO/bHbI
obcnyxusaHmem?
HanpaBbTe B OTBETHOM
SMS 6an ot 1
(coeepwieHHo HE
[oBonbHbI) Ao 10
(o4eHb 0oBOMbHbI). SMS
onnavyvsaercs no
Tapuody Bawero
MOBUNbHOro
onepartopa. C6epbaHk

36



CBEPBAHK OTIMPABJTIAET CMC © (St @ ok
TONbKO C HOMEPOB 900 1 9000

iMessage iMessage
CerogHsa 19:38 Ceroguna 21:27
VISA9154 18.10.17 WBaH Cepreesuy,
18:43 nokynka 32480p HeaaBHO Bbl 3aKpbinn
AEROFLOT banaHc: BKNag B oTAENeHUN
17245p CGepﬁatiKa. OueHure,
noXanyuncra,
Hackonbko Bbl
OCTanuchb JOBOJbHbI
obcnyxusaHunem?
HanpaebTe B OTBETHOM
SMS 6an ot 1

(coBepweHHo HE
[0BONbHLI) go 10
(o4eHb 0oBONbHbI). SMS
onnavyvBaeTcs rno
Tapudy Bawero
MOBWIbHOr O
onepartopa. C6epbaHk 37




MPUMEPbLI MOLLEHHNYECKMX COOBLLEHNIA ©siss @ ik

< 479053003414 )

SMS/MMS

Cnucanue Ha cymmy 15510RUB
npowno ycnewHo. UHo.:

cy660Ta, 11 despansa 2017 .
88005057341

M)O:Bamu \

KapTbl "Visa"
3ABJIOKMPOBAHDI!

Konn LleHTp:8905
\.301 2458 C6ep6aHk 9,4/38
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MPUMEPbLI MOLUEHHUYECKMX COOBLLEHN

+79651196583

cy660Ta, 12 aBrycta 2017 r.

@ Jlo6poro
yTpa
MaKCcuMm!

Ha moe
obmeHsieTe?
avito.m

cwa.ru/
5

2043

< 479060262207 )

SMS/MMS

BTOPHUK, 31 aHBapa 2017

Ti?? http://videoii.ru/1 sZth4/D|
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4YTO OEJIATD,
ECJIIN BAC
OBMAHYIIV




' ‘ ~ B
Y
\ -

B mMmoOunbHOM +7 495 500-55-50

NMPUINOXEeHUUn C MOBUMBLHOO [1s1 3BOHKOB 13 NGO

HaxXmute nkoHky ternedoHa TenedoHa, 3BOHKA TOYKM MUPAa,
B JIEBOM BEPXHEM YrIy no Poccun 6ecnnaTHble no Tapudgam oneparopa
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‘,EI,EI/ICTBI/IFI MPY MOLWEHHUYECTBE 5™«

@ Mbl Bcerga Ha cBA3u

NI

3angnTte B MHTEPHET-0aHK
nnn mobunesHoe npunoxeHne CoepdbaHk OHnanH

BoibepeTe kapTy

Haxxmute «3abnokmpoBaTbh KapTy»

[Tocne 4yero no3BoHUTE B ODAHK
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OCHOBHBbIE MPABWIA ©scsiii @
@ CoepbaHk otnpasnget CMC Tonbko ¢ Homepor 900 n 9000

Henb3sa cooblatb HUKOMY: NorvHbl, naponu, NAH
n CVV-koabl oT 6aHKOBCKMX KapT, NoaTBepKaatoLme
naponun n3 CMC

He coBepluianTe onepauum no npocbbe TpeTbux nuy

He nepexoamTte no CCbliikaM € HEN3BECTHbIX HOMEPOB

Micnonb3ynte aHTUBUPYC
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CAVT AKTUBHbBIVBO3PACT.P® € st

¢ > [GKIMBHLINBO3PACT.PAD a OHNanH->XypHan 1 KoMnnekc
Agg;g::::ﬁ XypHan DOUHAIHCHI Boiroabl Kypchi NneHcua yonyrm np0¢"nb

yOOOHbIX CepBUCOB, NMPOAYKTOB

o ONS NOAEN CTapLlero NOKONEHUS
- E)xkeagHeBHO: NoJsie3Hble COBETbI

O NoAAepXXKe 310p0BbS,
Semm———— (p1HaHCOBOM Bnarornosiyuymmn u

MHOroe agpyroe

KypbepHbin pocT

Kak neHcuoHepka caenana
rONOBOKPYXUTE/NbHYIO Kapbepy B MOAHOM

ouece MHpopMauns o BbIrOAHbIX
yo npoaykTax «CobepbaHka»
' Bce l COBETHI ronezxoe WUHTepecHoe HOBOCTH M npOHYKTaX I-Ia pTHépOB
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€ oS @ CEpbANK

CINACUBO!




[1na 3amMeToK




[1na 3amMeToK
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